SPIRIT \‘LEGAL®

Spirit Legal / Neumarkt 16-18 / 04109 Leipzig / Germany Spirit Legal Fuhrmann Hense

H amburg District Court Partnerschaft von Rechtsanwilten
. . Neumarkt 16-18
Sievekingplatz 1

—— D-04109 Leipzig
Empfanger ¥
t 20355 Hamburg Germany

Tel.: +49(0) 341/ 39 29 78 90
Fax: +49(0) 341/3929 78 99
E-Mail: info@spiritlegal.com
Web:  www.spiritlegal.com

AG Leipzig
Partnerschaftsregister No. 243

AZ:
21/181/PHE/THB/ENK/CSC
Bearbeiter:
Attorney Peter Hense, Attorney Tilman Herbrich and Attorney Elisabeth Niekrenz
Ihr Zeichen:

Ort, Datum:
Leipzig, 15.04.2021

Lawsuit

by Dr Johnny Ryan, Irish Council of Civil Liberties, Unit 11, First Floor, 34 Usher's Quai, Dublin 8,
D08 DCW9

- Plaintiff -

Litigation Counsel: Spirit Legal Fuhrmann Hense Partnership of Lawyers
Neumarkt 16-18, 04109 Leipzig

1. IAB Technology Laboratory, Inc., 116 East 27th Street 7th Floor, New York, NY 10016,
USA, represented by vonwersch Digital Strategies GmbH, Grindelhof 69, 20146 Hamburg,
Germany, represented by Oliver von Wersch, Managing Director.
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are attorney Peter Hense and attorney Sabine Fuhrmann.
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2. Xandr, Inc., 28 West 23th Street, Fl. 4, New York, NY 10010, USA, represented by App
Nexus Germany GmbH, Grof3e Elbstrafde 43, 22767 Hamburg, Germany, represented by
Managing Directors Charles Brian O'Kelley, Michael Rubinstein, and Michiel Nolet.

- Defendant 2 -

3. OnlineMarketing.de GmbH, Ludwig-Erhard-Strafde 14, 20459 Hamburg, Germany,
represented by the Managing Director Marc Stahlmann

- Defendant 3 -

because of: Data breaches

Amount in dispute (preliminary): EUR 10,000.00

In the name of and on behalf of the plaintiff, we bring this action and will request at the hearing:

The defendants are ordered to avoid a fine to be set by the court for the case of
infringement - in lieu of imprisonment - or imprisonment for up to six months (fine in
individual cases not exceeding EUR 250,000.00, imprisonment for a total of not more

than two years), to be enforced on their legal representatives,
to refrain from,

1. processing personal data of the plaintiff without appropriate security measures in

accordance with art. 32 of the GDPR,
if this is done, as set out in Annex K 1;

2. processing personal data of the plaintiff without providing the plaintiff in a
transparent and comprehensible and easily accessible form with the obligatory

information under data protection law pursuant to art. 12 para. 1, 13 and 26 para.

2 sentence 2 GDPR,
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if this is done as shown in Annex K 2;
3. processing the plaintiff’'s personal data without a legal basis,
if this is done, as set out in Annex K 3;
4. transferring personal data of the plaintiff to the United States without
a. an adequacy decision pursuant to art. 45 GDPR,

b. appropriate safequards in accordance with art. 46 of the GDPR, or

c. an exception in accordance with art. 49 GDPR.

In the event that the written preliminary proceedings are ordered, we immediately request the
Issuance of a default judgment pursuant to section 331 Zivilprozessordnung (ZPO, Code

of Civil Procedure) if the defendants do not indicate their willingness to defend in due

time.
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JUSTIFICATION

A. Facts

The plaintiff objects to the processing of his personal data in the context of the sending of
personalised online advertising. Through the challenged system Real Time Bidding (RTB),
extensive information about the private online behaviour of people, including the plaintiff, is sent
to thousands of companies. Real Time Bidding involves automated auctions for the advertising

spaces on a website while that occur in real time as it is loading.
Users can thus be tracked in their user behaviour.

The rules of Real Time Bidding are defined worldwide by technical standards called “OpenRTB”,

“AdCOM”, “Content Taxonomy” and “Audience Taxonomy”.

The OpenRTB protocol generated €6.7 billion in revenue in Europe in 2019 [IAB Europe, A.1.S.B.L,,
Programmatic  Advertising spend in Europe 2019, 01.10.2020, available at:
https://iabeurope.eu/wp-content/uploads/2020/10/Programmatic-Market-Advertising-Spend-
2019-Report.pdf, last accessed 07.04.2021].

The action is directed against the subsidiary organisation of a trade association of the online
advertising industry which, by providing the technical standards, significantly coordinates,
organises, enables and encourages the challenged processes (1st defendant), against a company
which operates a platform for the purchase and sale of online advertising space (2nd defendant),
and against the operator of an online medium on whose website corresponding technologies are

used (3rd defendant).

Real Time Bidding violates applicable data protection law millions of times every day. Even one of
the inventors of Real Time Bidding and former managing director of the 2nd defendant, Brian
O'Kelley, assumes that the technology is not compatible with the GDPR [Schiff, RTB RIP? The
Writing Could Be On The Wall For Real-Time Bidding In Europe, Ad Exchanger, Aug. 06, 2019,
available at: https://www.adexchanger.com/privacy/rtb-rip-the-writing-could-be-on-the-wall-
for-real-time-bidding-in-europe/, last accessed on Apr. 01, 2021; Itega, RTB inventor says today's
ad-tech is dead, IAB can't help, and it's time to help publishers build atop privacy, available at:
https://itega.org/2020/07/10/privacy-beat-who-to-believe-will-big-business-be-helped-or-
hurt-by-california-privacy-ballot-initiative-check-in-10-days/, last accessed on Apr. 01, 2021].
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A class action lawsuit was filed in the U.S. in May of this year against Google's Real Time Biding
system [Davis, Google Hit With Privacy Suit Over Real-Time Bidding, Media Post, Mar. 29, 2021,
available at: https://www.mediapost.com/publications/article/361833/google-hit-with-privacy-

suit-over-real-time-biddin.html, last accessed Apr. 06, 2021].

L. The parties
1. The plaintiff

The plaintiff is an Irish citizen and a Senior Fellow of the Irish Council for Civil Liberties, which has
been involved in the protection of fundamental rights for 45 years. He has previously worked in
advertising technology, the media industry and for a company which operates a web browser. He
has written two books on Internet technologies. The plaintiff has extensive insight into how Real

Time Bidding works.

He has been consulted by the EU Commission and the US Senate on the dangers for website visitors
of processing personal data in the course of auctioning online advertising space [see
https://www.iccl.ie/staff/dr-johnny-ryan/]. His research and commentary appear in media such

as The New York Times, The Economist, Wired, Le Monde and on the front page of the Financial Times.

2. Defendant 1

The 1st defendant is an international association of media and technology companies engaged in
digital advertising. The 1st defendant's members include technology companies such as Google,

Facebook, and AT&T, among others.

Offer of Proof: Partial printout of the 1st defendant's website as of 03/23/2021 regarding
IAB Tech Lab Members, available at: https://iabtechlab.com/about-the-iab-
tech-lab/iab-tech-labg-members/, last accessed 03/23/2021,

presented as Annex K 4

The 1st defendant develops and promotes technologies and technical standards for fully
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automated personalized online advertising, including the basic technical standard OpenRTB, which
is substantiated by the further technical standards AdCOM, Content Taxonomy, and Audience
Taxonomy. These standards form the framework for the global functioning of the targeting of
personalized advertising media in the real-time auction of online advertising space on websites
and in apps. In addition to developing these standards and protocols, the defendant also supports

companies in their implementation.

The 1st defendant is operationally active in Europe through a German company, namely vonwersch
Digital Strategies GmbH. Its managing director, Oliver von Wersch, and his employees oversee key

areas of the defendant's activities in Europe:

"[...] The Founder and CEO of vonwerschpartner, Oliver von Wersch, will oversee key aspects of Tech Lab operations
in the EU and UK. The overall vonwerschpartner organization will support Tech Lab with a cross-functional team

of project managers and ad tech specialists to effectively serve the needs of the region.”

"Working with vonwerschpartner will help us build stronger, lasting relationships throughout Europe. As a global
organization, it is crucial that we connect regularly with a broad range of members to understand their needs,

share new developments, and facilitate standards adoption. [...]”

Offer of Proof: Partial printout of 1st defendant's website, press release dated 09/06,/2020,
available at: https://iabtechlab.com/press-releases/tech-lab-increases-

investment-presence-in-europe/, last accessed 12/02/2021,

presented as Annex K 5

Three employees of vonwersch Digital Strategies GmbH are assigned to the business premises in
Hamburg to represent and implement the interests of the 1st defendant in Germany. They manage
the main components of the operative business of the 1st defendant in Europe. These are sales and
communication activities of the 1st defendant vis-a-vis members and departments of the IAB, Inc.
in Europe as well as vis-a-vis the public, the involvement of European companies in the
development of the standards and the organization of exchange meetings of the members

concerning the implementations of the 1st defendant's technical standards.

"[...] What we do

vonwerschpartner Digital Strategies represent IAB Tech Lab in Europe, with a dedicated staff of 3 people. We

support the client in building up and extending long-term market relationships, e.g. with local IABs, develop
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strategic cooperations, represent the client on local events through panels and speeches, and support the

engagement of (new) members.

Since the beginning of our mandate, we have significantly increased the awareness for Tech Lab's activities in
Europe, and improved the active involvement of European companies, and other entities into the technology

development processes (e.g. Project Rearc). [...]“

Offer of Proof: Partial printout of vonwersch Digital Strategies GmbH website as of
02/12/2021 regarding Tech Lab Leadership, available at:
https://vonwerschpartner.com/case-studies/iab-tech-lab, last accessed

02/12/2021, p. 4,

presented as Annex K 6

The 1st defendant's website states that this has significantly increased awareness of the work of
the IAB TechLab in Europe and that this has improved the active involvement of European
companies and other institutions in the technology development processes. The 1st defendant has
publicly acknowledged that the engagement with vonwersch Digital Strategies GmbH is to facilitate
the adoption of standards, and that this is done on the instructions of the 1st defendant ("on behalf

of IAB Tech Lab").

Offer of Proof: Partial printout of 1st defendant's website, European Communication
Groups, as of 03/23/2021, available at: https://iabtechlab.com/eea/, last
accessed 03/23/2021,

presented as Annex K 7

3. Defendant 2

The 2nd defendant operates a technology platform which enables the purchase and sale of
“inventory”, i.e. advertising space on websites from several advertising networks (hereinafter

“advertising exchange” or “online advertising exchange”).

The 2nd defendant is a member of the 1st defendant (see partial printout of the 1st defendant's
website dated 23 /03 /2021 via IAB Tech Lab Members, available at: https://iabtechlab.com/about-
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the-iab-tech-lab/iab-tech-lab-members/, last accessed 23/03/2021, already submitted as Annex
K4).

Advertising Exchanges (online advertising exchanges) give access to an additional marketing
channel for publisher websites (websites with advertising space), marketers (agencies) and ad
networks, thus enabling advertisers to access advertising space from multiple website providers.
In doing so, the second defendant in turn uses technology platforms that enable the automated and
auction-based purchase of online advertising and its automated control in real time [see "Glossary"
of the Bundesverband Digitale Wirtschaft (BVDW) eV. of 23.03.2021, available at:
https://www.bvdw.org/glossar/, last accessed on 23.03.2021].

The 2nd defendant is identified as a controller for the processing of personal data in the data

protection notices for the platform of the online advertising exchange Xandr.

Offer of proof: Partial printout of the website of Xandr, Inc., Platform Privacy Policy, as
amended 2/24/2021, available at:
https://www.xandr.com/privacy/platform-privacy-policy/ , last accessed

4/14/2021,

presented as Annex K 8

2nd defendant maintains subsidiaries worldwide. These include, among others, the wholly owned
subsidiary AppNexus, Inc. (28 West 23rd Street New York, NY 10010 USA). AppNexus, Inc. holds
100% of the shares in AppNexus Germany GmbH, a subsidiary based in Hamburg. According to the
corporate purpose of AppNexus Germany GmbH, which is shown in the commercial register, the
German branch is responsible for "The sale of, account management for, marketing of and
implementation of real-time advertising technologies, in particular those of the shareholder

AppNexus Inc. as well as the corresponding customer support and other related services".

Offer of proof: Printout of the extract from the commercial register of defendant 2 dated

23.03.2021,
presented as Annex K9

The 2nd defendant is responsible for the implementation of the technical standards OpenRTB,
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AdCOM, Content Taxonomy, and Audience Taxonomy, of the 1st defendant in Germany.

Defendant 2 is a subsidiary of WarnerMedia, a branch of the US telecommunications provider
AT&T with an annual turnover of USD 171 billion in 2020 [see Key figures of AT&T, available at:

https://www.finanzen.net/bilanz_guv/at_t, last accessed on 06.04.2021].

4. Defendant3

The 3rd defendant operates an information service on the topics of online marketing and e-
commerce under the website with the URL https://onlinemarketing.de. Reports on current
developments in the industry appear there. Reports on current developments in the industry
appear there. It also sells marketing services via this website, inter alia in the form of advertising

space, paid contributions or e-mail advertising.

On Sept. 05, 2019, an article was published on defendant's website titled "Privacy Scandal: Secret

Google Websites to Sell User Data?" reporting on plaintiff's activities.

Offer of Proof: Partial Printout of 3rd defendant’s website, Gau, Secret Google Websites to
Sell User Data? ) Sept. 05, 2019, available at:
https://onlinemarketing.de/technologie/datenschutzskandal-geheime-

google-websites-verkauf-nutzerdaten, last accessed Apr. 14, 2021,

presented as Annex K 10

II. Concerning motion 1

In the following, the general processes of Real Time Bidding (1.) as well as the function of the
individual challenged standards are explained (2.). This is followed by a description of the
processing of the plaintiff's personal data that is the subject of the dispute (3.). Then the deficits of
the data security of the processing are described (4.). Finally, the responsibility contributions of

the individual defendants follow (5.).
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1. General functioning of Real Time Bidding

Real Time Bidding takes place behind the scenes of commercial websites and apps. When a data
subject accesses a website such as that of the 3rd defendant, which participates in Real Time
Bidding auctions according to the 1st defendant's specifications, each advertising space on a
website is allocated by an automated auction in real time, on the basis of the data subject's precisely

fitting personal data.

Defendant 1's system works as follows: Supply Side Platforms (SSPs) use defendant 1's technical
standards to send out requests for bids on advertising space on the website. This bid request

contains a variety of personal information about the person who loads the website or app.

SSPs and online advertising exchanges that enable the buying and selling of advertising space from
multiple advertising networks (Advertising Exchanges), such as the 2nd defendant, send this
personal data to a large number of other companies called Demand Side Platforms (DSPs) that act

on behalf of advertisers.

There may also be auctions of auctions, in which several online advertising exchanges (Advertising
Exchanges), such as that of the 2nd defendant, each send bid requests to a large number of

companies to solicit bids for a single advertising space (so-called header bidding).

Offer of Proof: Entire printout of defendant 1's website, Standard Header Container
Integration with an Ad Server, as amended June 2017, available at:
https://iabtechlab.com/wp-
content/uploads/2016/07 /IABTechLabStandardHeaderContainerIntegrat
ionwithanAdServer_DRAFTforpubliccomment.pdf, last accessed

03/23/2021,

presented as Annex K11

When a SSP sends a bid request about a particular individual to a DSP, possibly through an online
advertising exchange, DSPs then decide whether, and how much, to bid for the opportunity to
display an advertisement to that individual, based on the information they received in the bid

request.
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In less than a second (less than 200 milliseconds), the ad that won the auction is loaded on the
website. This process can take place several times while a website is loading, to auction each of the

advertising spaces available on the specific website.

The following diagram, prepared by the international weekly newspaper The Economist in
collaboration with plaintiff, shows the flow of information from an IAB OpenRTB auction that takes

place to auction off a single advertising slot [The Economist, Mar. 23, 2019, p. 21.].

—
No such thing as a free ad
How website advertisement auctions work
Data protection-free zone

Supply-side Ad Demand-side
Visitor Website platform exchange platforms Marketers

Requests page

-y
Serves page
100s/1,000s of
> bid requests
Sends personal data to SSP —_—

=> —_—— Retai
Requests ad — data

Requests ad

v
N

Winning bid
Serves ad

€

In its specifications, the 1st defendant itself speaks of the fact that a single auction based on its
OpenRTB technical standard results in thousands of companies receiving the personal data in a

single bid request, and that publishers fear liability risks arising from this:

"Surfacing thousands of vendors with broad rights to use data w/out tailoring those rights may be

too many vendors/permissions |[...]".
The 1st defendant also acknowledged that there is no technical control over the data after it has

been sent out in an auction.

Offer of Proof: Entire printout of the technical specification of defendant 1 and IAB Europe
A.LS.B.L., Pubvendors.json v1.0: Transparency & Consent Framework, as

amended May 2018, available at:
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https://github.com/InteractiveAdvertisingBureau/GDPR-Transparency-
and-Consent-
Framework/blob/master/pubvendors.json%20v1.0%20Draft%?20for%20
Public%20Comment.md, last accessed 23/03/2021,

submitted as Annex K12

According to the 2nd defendant, 1647 companies can receive a bid request from it.

Offer of Proof: Partial printout of the website of Xandr, Inc., Third Party Providers, as of
12/01/2021, available at https://docs.xandr.com/bundle/service-
policies/page/third-party-providers.html#ThirdPartyProviders-Ad-
serverPartners, last accessed 03/24/2021,

presented as Annex K13
Art. 4 No. 1 GDPR defines the term personal data:

"[...] ‘personal data' means any information relating to an identified or identifiable natural person (‘data
subject’); an identifiable natural person is one who can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, an identification number, location data, an online identifier or to one
or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of

that natural person; [...]."

Recital 30 of the GDPR clarifies that online identifiers can be attributed to natural persons.

"[...] Natural persons may be associated with online identifiers provided by their devices, applications, tools and
protocols, such as internet protocol addresses, cookie identifiers or other identifiers such as radio frequency
identification tags. This may leave traces which, in particular when combined with unique identifiers and other
information received by the servers, may be used to create profiles of the natural persons and identify them..

[.]

In bid requests based on the technical standard OpenRTB of the 1st defendant the following data

may be included:

e thelocation, including postcode and GPS data;
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e the person's place of residence (which does not have to be the same as the current

location);

o the web content that the person is viewing, reading or listening to on their device ("site",

"app");

o Identifiers of the person, including

O

O

O

the Advertising Exchange identifier ("ID");
the Demand Side Platform (DSP) identifier ("buyeruid");
a personal identifier of the individual used by a DSP and an advertising exchange in
a consistent manner ("Extended Identifier UIDs");
an identifier of the individual that includes information about which apps they use
and which websites they visit ("consent string");
unique device identifiers, such as the IMEI and MAC address, encrypted in a way in
which they remain unique identification codes (in early versions OpenRTB
Specifications v2.4 and v2.5);
the mobile advertising identifier ("ifa");
the year of birth of the person, if known;
the sex of the person, if known;
"Ext[ension]", fields that allow the advertising exchange to add additional data,
including special categories, about the individual;
the individual's interests, based on which websites they visit or which apps they
use (this may include very sensitive personal characteristics such as religion,
political views, sexuality and health, for more details see A. IV. 2. b) bb), p. 105;
the "segments" into which the person has been classified (the classification is based
on profile data that originate either from the Advertising Exchange itself or from
third parties, and may include highly sensitive information about religion, political
views, sexuality or health - for example, the list of the 1st defendant contains the
segment "Cancer”, for more details see A. IV. 2. b) cc), p- 110;
the device characteristics, including:

= [P address;

= Height, width and aspect ratio of the screen;

= Device manufacturer, model, version;

= JavaScript support, if applicable;

= QOperating system including version;
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Browser software and version;

Flash version supported by the browser;

Language;

Telecommunication provider, type of connection, in case of mobile

connection type of network.

Defendant 1's current OpenRTB Specifications v3.0 protocol references defendant 1's AdCOM

Specifications v1.0 to specify the data contained in the Bid Request:)

Object: Request

The Request object contains a globally unique bid request ID. This id attribute is required as is an Item array with at least one object (i.e., at
least one item for sale). Other attributes establish rules and restrictions that apply to all items being offered. This object also interfaces to Layer-4
domain objects for context such as the user, device, site or app, etc.

Attribute Type Definition
id string; required Unique ID of the bid request; provided by the exchange.
integer; . . 5 . X .
test default 0 Indicator of test mode in which auctions are not billable, where 0 = live mode, 1 = test mode.

Maximum time in milliseconds the exchange allows for bids to be received including Internet latency to
avoid timeout. This value supersedes any general guidance from the exchange. If an exchange acts as

tmax integer R . . 5 . .
an intermediary, it should decrease the outbound tmax value from what it received to account for its
latency and the additional internet hop.

" integer; Auction type, where 1 = First Price, 2 = Second Price Plus. Values greater than 500 can be used for

a
default 2 exchange-specific auction types.
string array; Array of accepted currencies for bids on this bid request using 1ISO-4217 alpha codes. Recommended if

cur
default ["USD"] the exchange accepts multiple currencies. If omitted, the single currency of "USD" is assumed.

. i Restriction list of buyer seats for bidding on this item. Knowledge of buyer's customers and their seat

string arra

e 9 Y IDs must be coordinated between parties beforehand. Omission implies no restrictions.

t integer; Flag that determines the restriction interpretation of the seat array, where 0 = block list, 1 =
wsea
default 1 whitelist.
dat i Allows bidder to retrieve data set on its behalf in the exchange's cookie (refer to cdata in Object:
cdata strin
o Response) if supported by the exchange. The string must be in base85 cookie-safe characters.
. A Source object that provides data about the inventory source and which entity makes the final

source object - .
decision. Refer to Object: Source.

= object array; Array of Item objects (at least one) that constitute the set of goods being offered for sale. Refer to

item

required Object: Item.
Flag to indicate if the Exchange can verify that the items offered represent all of the items available in
package integer context (e.g. all impressions on a web page, all video spots such as pre/mid/post roll) to support road-
blocking, where 0 = no, 1 = yes.
Layer-4 domain object structure that provides context for the items being offered conforming to the
biect specification and version referenced in openrtb.domainspec and openrtb.domainver .
object;
context !
recommended
ext object Optional exchange-specific extensions.

Offer of Proof:

Partial printout of 1st defendant’s Technical Specifications, OpenRTB
Specifications v3.0, as amended June 2020, available at:
https://github.com/InteractiveAdvertisingBureau/openrtb/blob/master/
OpenRTB%20v3.0%20FINAL.md#object_request, last accessed Feb. 11,
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2021,

submitted as Annex K 14

Bid Request
The following is an example of Layer-3 of a bid request with a single item offered for sale and a single private marketplace deal associated with it.
Some optional attributes have been omitted for brevity. Notice that spec and context are the interfaces to domain objects specified in AdCOM.
The spec object should have one placement object that carries the details of the impression being offered under this item. The context object
can have any of device, user, regs, restrictions, and at most one of site (shown in the example), app,or dooh .
{
"openrtb": {
“ver": “"3.0",
"domainspec"”: "adcom",
"domainver”: "1.8",
“request”: {
"id": "@123456789ABCDEF",
"tmax": 150,
"at": 2,
"cur": [ "USD", "EUR" ],
sourc {
"ti “FEDCBA9876543218",
"ts": 1541796182157,
3 "AE23865DF8901@0BECCD76579DD4769DBBA9B12CEEBEDIOBF ",
"ads-cert.l.txt",
“pchain": "..."
1
“package”: @,
"item": [
{
"id": 1",
“qty": 1,
"private": @,
“deal™: [
{
"id": "1234",
"Flr*: 1.50
}
1
“spec": {
"placement": { Refer to the AdCOM Specification. }
¥
}
1
"context": {
"site": { Refer to the AdCOM Specification. },
"regs": { Refer to the AdCOM Specification. 1},
"restrictions”: { Refer to the AdCOM Specification. }
¥
}
¥
}
Offer of Proof: Partial Printout: Example Bid Request under 1st defendant’s Technical

Specifications, OpenRTB Specification v3.0, as amended June 2020,
available at:
https://github.com/InteractiveAdvertisingBureau/openrtb/blob/master/
OpenRTB%20v3.0%20FINAL.md#bidrequest, last accessed Feb. 11, 2021,

presented as Annex K 15
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Offer of Proof: Entire printout of 1st defendant’s Technical Specifications, OpenRTB
Specification v3.0, as amended June 2020, available at:
https://github.com/InteractiveAdvertisingBureau/openrtb/blob/master/
OpenRTB%20v3.0%20FINAL.md#,%20zuletzt%20abgerufen%20am%20
26.03.2021,

presented as Annex K 16

The technical specification AACOM Specifications v1.0 of the 1st defendant defines the individual
personal data contained in a bid request, e.g. the location (Object: Geo), the environment of the
visited website (Object: Site) or the app used (Object: App), the website operator (Object:
Publisher), the user's personal information already collected from other website visits or other
sources (Object: User, Data and Segment) and the user's terminal device (Object: Device)

(smartphone, tablet, desktop PC, laptop, smart TV device, etc.).
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Object: Geo

Attribute

type
lat

lon

accur

lastfix

ipserv
country

region

metro

city

zip
utcoffset

ext

This object encapsulates various methods for specifying a geographic location. When subordinate to a pevice object, it indicates the
location of the device which can also be interpreted as the user's current location. When subordinate to a user object, it indicates the
location of the user's home base (i.e., not necessarily their current location).

The 1at and lon attributes should only be passed if they conform to the accuracy depicted in the type attribute. For example, the
centroid of a large region (e.g., postal code) should not be passed.

Type
integer
float

float

integer

integer

integer

string

string

string

string

string
integer

object

Definition

Source of location data; recommended when passing lat/lon. Refer to List: Location Types.
Latitude from -90.0 to +90.0, where negative is south.

Longitude from -180.0 to +180.0, where negative is west.

Estimated location accuracy in meters; recommended when lat/lon are specified and derived
from a device's location services (i.e., type = 1). Note that this is the accuracy as reported
from the device. Consult OS specific documentation (e.g., Android, iOS) for exact
interpretation.

Number of seconds since this geolocation fix was established. Note that devices may cache
location data across multiple fetches. Ideally, this value should be from the time the actual fix
was taken.

Service or provider used to determine geolocation from IP address if applicable (i.e,, type =
2). Refer to List: IP Location Services.

Country code using ISO-3166-1-alpha-2.
Note that alpha-3 codes may be encountered and vendors are encouraged to be tolerant of them.

Region code using ISO-3166-2; 2-letter state code if USA.

Regional marketing areas such as Nielsen's DMA codes or other similar taxonomy to be
agreed among vendors prior to use.

Note that DMA is a trademarked asset of The Nielsen Company. Vendors are encouraged to
ensure their use of DMAs is properly licensed.

City using United Nations Code for Trade & Transport Locations "UN/LOCODE" with the space
between country and city suppressed (e.g., Boston MA, USA = "USBOS"). Refer to
UN/LOCODE Code List.

ZIP or postal code.
Local time as the number +/- of minutes from UTC.

Optional vendor-specific extensions.

Offer of Proof:

Partial printout of 1st defendant’s Technical Specifications, AdCOM
Specifications v1.0, as amended June 2020, available at:
https://github.com/InteractiveAdvertisingBureau/AdCOM /blob/master/
AdCOM%20v1.0%20FINAL.md#object_geo, last accessed 03/24 /2021,

presented as Annex K17
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Object: Site

Attribute

domain

cat

sectcat

pagecat

cattax

privpolicy
keywords
page

ref

search
mobile

amp

ext

Derived from: DistributionChannel

This object is used to define an ad supported website, in contrast to a non-browser application, for example. As a derived class, a site
object inherits all pistributionchannel attributes and adds those defined below.

Type Definition
string Domain of the site (e.g., "mysite.foo.com”).

. Array of content categories describing the site using IDs from the taxonomy indicated in
string array =
cattax .
Array of content categories describing the current section of the site using IDs from the

string arra L R
9 Y taxonomy indicated in cattax .

Array of content categories describing the current page or view of the site using IDs from the

string arra L .
9 Y taxonomy indicated in cattax .

The taxonomy in use for the cat, sectcat and pagecat attributes. Refer to List: Category

integer Taxonomies.

integer Indicates if the site has a privacy policy, where 0 = no, 1 = yes.

string Comma separated list of keywords about the site.

string URL of the page within the site.

string Referrer URL that caused navigation to the current page.

string Search string that caused navigation to the current page.

neger Indicates if the site has been programmed to optimize layout when viewed on mobile devices,
where 0 = no, 1 = yes.

integer Indicates if the page is built with AMP HTML, where 0 = no, 1 = yes.

object Optional vendor-specific extensions.

Offer of Proof:

Partial printout of 1st defendant’s Protocol Technical Specifications, AACOM
Specifications v1.0, as amended June 2020, available at:
https://github.com/InteractiveAdvertisingBureau/AdCOM /blob/master/
AdCOM%20v1.0%20FINAL.md#object_site, last accessed 03/24/2021,

submitted as Annex K 18

Object: Publisher

This ctsject deseribue the pubisher of e miedis in which aus will be displayed.

Attribute Type Definition
sting, : n " - ; -
i vendar specific Lnique peblishar identdfier. 2z used in ads et files
recnmmendad
nare string Cisplayable name of the publicher
dceain string Highest level comain of the publisher [e.g, “publishercom”).

cat string amay cattax . Imglementer shau'd ensure compliance with regional legisiztion around data usage ard
sharing.

cattax integer The taxonomy i s for the cwt attdhute, Refer to List Category Taxnnamies.

cxt whiject Oplivnal verdur-spedilic extensions

Arrzy af cantent categaries that desenbe the publisher ising 105 fram the taonamy indicated in

Offer of Proof:

Partial printout of 1st defendant’s technical specifications, AdCOM
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Specifications v1.0, as amended June 2020, available at:
https://github.com/InteractiveAdvertisingBureau/AdCOM /blob/master/
AdCOM%20v1.0%20FINAL.md#object_publisher, last accessed
03/22/2021,

submitted as Annex K 19

Object: User

Attribute
id
buyeruid

yob
gender

keywords

consent

geo

data

eids

ext

This object contains information known or derived about the human user of the device (i.e., the audience for advertising). The user ID is a
vendor-specific artifact and may be subject to rotation or other privacy policies. However, this user ID must be stable long enough to
serve reasonably as the basis for frequency capping and retargeting.

Implementer should ensure compliance with regional legislation around data usage and sharing.

Type Definition
string; . . o -

Vendor-specific ID for the user. At least one of id or buyeruid is strongly recommended.
recommended
string; Buyer-specific ID for the user as mapped by an exchange for the buyer. At least one of id
recommended or buyeruid is strongly recommended.
integer Year of birth as a 4-digit integer.
string Gender, where "M" = male, “F" = female, “O" = known to be other (i.e., omitted is unknown).
string Comma separated list of keywords, interests, or intent.
string GDPR consent string if applicable, complying with the comply with the IAB standard Consent

i

String Format in the Transparency and Consent Framework technical specifications.

object Location of the user's home base (i.e., not necessarily their current location). Refer to Object:
Geo.

. Additional user data. Each pata object represents a different data source. Refer to Object:
object array

Data.
object Extended (third-party) identifiers for this user. Refer to Object: Extended Identifiers.
object Optional vendor-specific extensions.

Offer of Proof:

Partial printout of 1st defendant’s Technical Specifications, AdCOM
Specifications v1.0, as amended June 2020, available at:
https://github.com/InteractiveAdvertisingBureau/AdCOM /blob/master/
AdCOM%20v1.0%20FINAL.md#object_user, last accessed 03/24 /2021,

presented as Annex K20
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Object: Data

Attribute

The data angd seqment abyerts toqgethar allow additionsdl data abaue the redarad ohjecs (.., wser, content) to he spacifiedd This data mary be
Troemn mulliphe souroes shether Trom U cocisnge el or (g parties g specilied by e 10 albibute, When in use, veerdor-spea e IBs
should be discussad beforehand among the parties.

Implemerter shoul ersure compliance with regicnyl legislation around dats usage ard sharing.

Type Defmitian

slring Nerdur-spea fic 1D for Gie dals provide

sting “endor speafic displayable name far the data prawvider.

ubijecl array Juray ol Segwent obiecls thel vorigin U sclusl dabs valoes, fosfer 1o Object Segenen
zhject Opticad vender specific extensicra

Offer of Proof:

Partial printout of 1st defendant’s technical specifications, AdCOM
Specifications v1.0, as amended June 2020, available at:
https://github.com/InteractiveAdvertisingBureau/AdCOM /blob/master/
AdCOM%20v1.0%20FINAL.md#object_data, last accessed 03/22 /2021,

presented as Annex K21

Attribute

nase

waluz

it

Object: Segment

Segment oljects gre essentiglly key-value pairs thal convey specilic anits o data, The parent Dats objectis & colecton ol such values [om &

gtven data provider. When in usa, vendor-specific | Os should be discussed beforshand among the perties

Type Definition

string 113 of the data seqmant spexific ta the data pravder.

string Displayable name of the data segment specfic to the data provider.
sy Siring represuntalion ol te dals sginenl value

object Optanal sendor-spadfic axtersions

Offer of Proof:

Partial printout of 1st defendant’s technical specifications, AdCOM
Specifications v1.0, as amended June 2020, available at:
https://github.com/InteractiveAdvertisingBureau/AdCOM /blob/master/
AdCOM%20v1.0%20FINAL.md#object_segment, last accessed
03/22/2021,

submitted as Annex K 22
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Object: Device

This object provides information pertaining to the device through which the user is interacting. Device information includes its hardware,
platform, location, and carrier data. The device can refer to a mobile handset, a desktop computer, set top box, or other digital device.

Implementer should ensure compliance with regional legislation around data usage and sharing.

Attribute Type Definition

type integer The general type of device. Refer to List: Device Types.

ua string Browser user agent string.

ifa string ID sanctioned for advertiser use in the clear (i.e., not hashed).

nt integer Standard “Do Not Track” flag as set in the header by the browser, where 0 = tracking is
unrestricted, 1 = do not track.

= EaEe “Limit A'd Tracking” signal commerc'ial!y endorsed (e.g., 'iOS, A'«ndr'oid), where 0 = tracking is
unrestricted, 1 = tracking must be limited per commercial guidelines.

make string Device make (e.g., "Apple").

e s Device Amodel (e.g., "iPhong10,1" when the specific device model is known, "iPhone"
otherwise). The value obtained from the device O/S should be used when available.

os integer Device operating system. Refer to List: Operating Systems.

osv string Device operating system version (e.g., "3.1.2").

hwv string Hardware version of the device (e.g., "55" for iPhone 5S).

h integer Physical height of the screen in pixels.

w integer Physical width of the screen in pixels.

ppi integer Screen size as pixels per linear inch.

pxratio float The ratio of physical pixels to device independent pixels.

js integer Support for JavaScript, where 0 = no, 1 = yes.

lang string Browser language using 1S0-639-1-alpha-2.

ip string IPv4 address closest to device.

ipvé string IP address closest to device as IPvé.

xff string The value of the "x-forwarded-for" header.

Indicator of truncation of any of the IP attributes (i.e,, ip, ipve, xff), where 0 = no, 1 = yes
iptr integer (e.g., from 1.2.3.4 to 1.2.3.0). Refer to https://tools.ietf.org/html/rfc6235#section-4.1.1 for
more information on IP truncation.

Carrier or ISP (e.g., "VERIZON") using exchange curated string names which should be

. tri
Sk siring published to bidders beforehand.
Mobile carrier as the concatenated MCC-MNC code (e.g., “310-005" identifies Verizon
mccanc strin Wireless CDMA in the USA). Refer to https://en.wikipedia.org/wiki/Mobile_country_code for
ng further information and references. Note that the dash between the MCC and MNC parts is
required to remove parsing ambiguity.
. X MCC and MNC of the SIM card using the same format as mccmnc . When both values are
mccmncsim string . " . .
available, a difference between them reveals that a user is roaming.
contype integer Network connection type. Refer to List: Connection Types.
. Indicates if the geolocation API will be available to JavaScript code running in display ad,
geofetch integer
where 0 = no, 1 = yes.
geo object Location of the device (i.e., typically the user's current location). Refer to Object: Geo.
ext object Optional vendor-specific extensions.
Offer of Proof: Partial printout of 1st defendant’s Technical Specifications, AdCOM
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Specifications v1.0, as amended June 2020, available at:
https://github.com/InteractiveAdvertisingBureau/AdCOM /blob/master/
AdCOM%20v1.0%20FINAL.md#object_device, last accessed 03/24/2021,

submitted as Annex K 23
Offer of Proof: Entire printout of 1st defendant’s Protocol Technical Specifications, AACOM
Specifications v1.0, June 2020, available at:

https://github.com/InteractiveAdvertisingBureau/AdCOM /blob/master/
AdCOM%20v1.0%20FINAL.md, last accessed 03/24 /2021,

submitted as Annex K 24

The personal data contained in a bid request allows anyone who receives it to build a long-term
dossier of intimate behaviors and characteristics of the site visitor, including movement profile,

political views, religion, sexuality, and health status.

2. Role of the respective standards

a) OpenRTB

The OpenRTB technical specification of the 1st defendant forms the basis for communication
between publisher websites offering advertising space, and advertisers, SSPs and DSPs, online
advertising exchanges, and other intermediaries in the trade of online advertising space for
automatically served advertising media. It defines the process of auctions of advertising spaces and
ensures the interoperability of the communication processes between the entities involved by
defining the formats and structure of bid requests and bid responses, as well as parameters for the

auctions.

It sets the rules for what data can and should be included in the bid requests that SSPs and

advertising exchanges send to DSPs, and how those requests are transmitted.

Several versions of the specification are currently in use, including v2.4, v2.5, and v3.0.
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b) AdCOM

The technical standard of the 1st defendant AACOM (Advertising Common Object Model) is a
supplement to the specification of the defendant OpenRTB. AAdCOM describes, among other things,
the exact contents of the “objects” exchanged within the framework of OpenRTSB, i.e. the types of
personal data in bid requests as well as the structure of the bid requests, the bids and the
transmitted advertising media. AACOM enables the standardized dissemination of personal data in

bid requests.

The AACOM specification was integrated into the OpenRTB specification in early versions of the

specification.

c) Content Taxonomy

The technical standard of the 1st defendant Content Taxonomy is a table that standardizes over
1000 categories for web content, assigns them an ID and assigns them to supercategories. This
creates the possibility to record information about the context of the queried web content in a
standardized way and to exchange it automatically. Content Taxonomy is a technical prerequisite
for the automated enrichment of user profiles with information about user interests and facilitates

data exchange considerably.

The Content Taxonomy specification was integrated into the OpenRTB specification in early

versions of the specification.

According to the 1st defendant, the Content Taxonomy standard is intended to create a "lingua
franca" that all parties - SSPs, DSPs and advertisers - can use and understand when describing the
content of a website or app. Content Taxonomy is also used for contextual advertising and to ensure

that ads for brands are presented in an appropriate environment.

Offer of Proof: Entire printout of 1st defendant’s website, Implementation Guide for Brand
Suitability with the Content Taxonomy v2.2, as amended December 2020,
available at: https://iabtechlab.com/wp-
content/uploads/2020/12/Implementation_Guide_for_Brand_Suitability_
with_IABTechLab_Content_Taxonomy_2-2.pdf), last accessed 03/23/2021,
p.4,
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presented as Annex K 25

There are currently several versions of Content Taxonomy in use. The current version is v2.2. For

more details, see A. IV. 2. b), p. 107.

d) Audience Taxonomy

Similar to Content Taxonomy, the defendant's technical specification Audience Taxonomy
standardizes properties in an Excel file. Unlike Content Taxonomy, however, it deals with
properties of users instead of content. Audience Taxonomy contains more than 1500 segments, a
variety of demographic factors such as gender, educational background, income, buyer interests,
other interests, and hobbies. Each category is assigned an ID. The taxonomy allows the
standardized exchange of personal data about the user concerned in the context of an auction.

OpenRTB bid requests may contain segments to which a user has been assigned.

There are currently several versions of Audience Taxonomy in use. The current version is version

1.1.

More details are given under point A. IV. 2. ¢), p. 117.

3. Processing of personal data of the plaintiff, triggered by visiting the website of

defendant 3

On 25.03.2021, the plaintiff accessed the website of the 3rd defendant under the URL
https://onlinemarketing.de/technologie/datenschutzskandal-geheime-google-websites-verkauf-
nutzerdaten. The URL contains an article describing possible data protection violations by Google

and mentions the plaintiff's work.

On the website of the 3rd defendant there were several advertising spaces which were auctioned
off in real time to the highest bidder via a DSP on the basis of the plaintiff's personal data when the

website was called up.

This is evidenced by the simple use of the so-called developer console of a user's browser software,

which measured network connections (HTTP transactions) of the 3rd defendant's website with
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servers of the 2nd defendant in real time, as well as the implementation of a JavaScript of the 2nd
defendant in the source code of the 3rd defendant's website. The technical standards of the 1st

defendant were used.

In addition, the storage of information in the browser of the plaintiff's terminal device in cookies
could be observed, as could the access to information in the browser of the plaintiff's terminal
device by the 2nd defendant. Data transmissions triggered by this for the real-time auction of

advertising spaces of the 3rd defendant could also be observed.

Anyone can open the developer console, for example, in the Firefox browser by pressing
CTRL+SHIFT+K (in Microsoft EDGE by pressing F12, in Chrome by pressing CTRL+SHIFT+]) and,
even without in-depth technical knowledge, can follow the processes described above in real time

by observing the events displayed in the developer console.

In the following, it is shown on the basis of the real-time analysis of the network connections that
personal data of the plaintiff were processed when the plaintiff loaded the website of the 3rd
defendant, and when the plaintiff accepted the preset "privacy information" in the context of Real
Time Bidding via the 2nd defendant as an online advertising exchange and the accompanying real-
time auction. A real-time analysis of the data transmissions occurring when loading the website of
the 3rd defendant under the URL https://onlinemarketing.de/technologie/datenschutzskandal-
geheime-google-websites-verkauf-nutzerdaten was carried out using the developer console on a
standard Chrome browser (version 89.0.4389.90) with a standard MacBook (operating system:
Mac OS X 11_2_1) from the plaintiff’s location in Dublin.

Plaintiff accessed defendant 3's website at the URL
https://onlinemarketing.de/technologie/datenschutzskandal-geheime-google-websites-verkauf-

nutzerdaten on 3/25/2021.
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German English

Googh Trusbatn

Privatsphére-Informationen

Wir und unsara Drittanbister nutzan Technotoglen (z. . Cookies), um Informationen auf
Nutzergeriten zu speichern und abzurufen, um perssaliche Daten, wie Adressen oder
Browserdaten 2u verarbeiten. Sie kdnnen der Verarbeitung Ihrer persnichen Daten far
die unten Alternativ konaen Sie Ihre

E , bevor Sie oder ablehnen. Bitte
beachten Sle, dass manche Anbleter baswrend auf legitimen Geschaftsinteressen ihre

Datan ohne nach Ihrer Zust 2u fragen. Um Ihe Recht auf
Widerspruch gegen die Verarbeitung suf der Basis von legitimen Geschiftsinteressen
auszudban, sehen Sle sich bitte unsere Anbleterliste an. You can change your privacy
settings or withdraw your consent at any time by clicking on our Privacy Button.

2 Datenschutzerdinng e imprassum G Anbistertiste  ©F Enstellangen verwalten

Verarbeitungszwecke

Informationen auf einem Gerat speichern undjoder abrufen
Auswahl einfacher Anzeigen

Ein personalisiertes Anzaigan-Profil erstallen
Personalisierte Anzeigen suswahlen

Ein personalisiartes inhalts-Profil erstallen

Personalisierte Inhalte auswihien

ginstelldZgen

Alles akzeptieren und
speichern Alles ablehnen weiter

Pemared by Usercernn s Corsent Marsgerment

Viaiting for images-dup-b.taboola.com...

Offer of Proof: Printout of the home page of the website at the URL
www.onlinemarketing.de of the 3rd defendant dated 25/03/2021,

submitted as Annex K 26

a) Real-time auction via "OpenRTB API Specification Version 2.4 "

(1) JavaScripts and image pixels (tracking pixels) of the 2nd defendant that trigger the data

processing in dispute are integrated in the source code of the 3rd defendant's website.

JavaScript is a “scripting” computer language, developed for dynamic HTML in web browsers to
evaluate user interactions on websites, to change, reload or generate content. The 2nd defendant’s
JavaScripts cause server requests to the 2nd defendant and the storage and accessing of cookies on

the plaintiff's browser.

The tracking pixels are small, invisible image files that are loaded by the plaintiff's browser from
the 2nd defendant's server and are enabled to do so by the 3rd defendant's website. These server

requests to the 2nd defendant enable it to store and read cookies on the plaintiff's browser.

When the plaintiff called up the website at the URL
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https://onlinemarketing.de/technologie/datenschutzskandal-geheime-google-websites-verkauf-
nutzerdaten on March 25, 2021 at 5:03 p.m. (GMT+0, corresponding to 6:03 p.m. German time), a
server request was sent from the plaintiff's browser ("Request URL") to the 2nd defendant
(https://ib.adnxs.com/setuid?entity=) with the request to set a cookie and assign a user ID in the
browser of the plaintiff's terminal ("setuid") due to the corresponding programming of the 3rd
defendant's website source code. The corresponding server response ("Response Headers") of the
2nd defendant assigned the plaintiff a User ID with the value (uuid2=6390846609290577797),
which was stored in the plaintiff's browser in the 2nd defendant's cookie with the designation

"uuid?2".

Offer of Proof: Partial printout of website archive file (HAR file) of defendant 3's website
dated 03/25/2021 showing network connections (server request) with

defendant 2,
submitted as Annex K 27

As a result of defendant 2's server response, the User ID (6390846609290577797) assigned by

defendant 2 was stored in defendant 2's cookie (uuid2) in plaintiff's browser.
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X Headers Preview Response Initistor Timing Cookies
Response Cookies
Name Value Domain P.. | Expires ... | Size HetpOnly | Secure SameSite | Priority
EL) dTMTKIMAON®@ 7>AuDcG+rbm.%G->m+.DpJ... | adnxs.com / |90.0days 2801 Medium
uuid2 6390845609290 7 adnxs.com / |90.0days 141 v v None Medium
Offer of Proof: Partial printout of website archive file (HAR file) of defendant 3's website

dated 03/25/2021 showing network connections (server request) with

defendant 2 and browser web storage,

submitted as Annex K 28

(2) This User ID (6390846609290577797) of the plaintiff is matched with other User IDs of the
plaintiff previously assigned by DSPs and SSPs, as well as data management platforms (DMP), in
advance of the real-time auction of advertising spaces on the website of the 3rd defendant. Due to
the matching process (cookie matching) of the User ID of the 2nd defendant with an indefinite
number of User IDs of DSPs, SSPs, and DMPs, all parties involved in Real Time Bidding can clearly
identify the plaintiff.

The server of the 2nd defendant transmits the user ID of the plaintiff as a parameter (e.g.
www.partner.de?uui2=User123) to all connected DSPs, SSPs, and DMPs. The connected SSPDSPs,
SSPs, and DMPs can read this user ID from the parameter as well as their own user ID in the cookie
at www.partner.de. The user ID of the plaintiff can also be read out from the cookie. The SSPs, DSPs
and DMPs can then synchronize their User IDs about the plaintiff and store them for future
communication between the systems. URL information with parameters and categories of the URL

are used to synchronize the User IDs.
On its website, the 2nd defendant states:

"When we get an ad call, we have to know the user's Xandr user ID so we can apply frequency and recency,
segment, and other data. We can easily do this when our tag is on the page (i.e., the tag domain is ib.adnxs.com
or has been CNAMEd to ib.adnxs.com) because we can access the user's ib.adnxs.com browser cookie where we

store a Xandr ID."

Offer of Proof: Partial printout of 2nd defendant’s website, User ID Syncing with External

Partners, as amended 03/31/2021, available at:
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https://docs.xandr.com/bundle/invest_invest-
standard/page/topics/user-id-syncing-with-external-partners.html, last

accessed 03/31/2021,

presented as Annex K 29

When the plaintiff accessed the website
https://onlinemarketing.de/technologie/datenschutzskandal-geheime-google-websites-verkauf-

nutzerdaten on 25.03.2021 at 17:04 (GMT+0, corresponding to 18:04 German time), it was
observed during the real-time analysis of the outgoing network connections that code
implemented in the source code of the website of the 3rd defendant triggered four requests to
servers of the 2nd defendant with the designation (https://ib.adnxs.com/async_usersync?cbfn),
which sent plaintiff's personal data to connected DSPs, SSPs, and DMPs, enabling the matching of

User IDs for plaintiff.

Headery  Preaw feponme  imitistor —-ing —--

¥ Gurwenl

Requaest URL: Https: ib. adnxs, cov/ asyrc_usersynclcbfnacu

ada- BNy X LERAIMNE SSpaiuta fu S LBACF 1HOM,

Requasst Method: 61T
Status Codes @ 209 O«

Remote Address: 185, 51,201 89 50

¥ Response Headers
AN-X-Request- Uuid: 0752403b-3235-4345- dec-ssead3edzess
Cache-Cantrok: no-store, mo-cache, private
Connection! keep-alive
Contwnt-Lungtic ©
Content-Types text/htrl; charset-utf-8
Date: Thy, 2% Mar 2021 17:94:22 G
Expires: S3t, 15 hov 2068 16:00:00 GMI
PIP: policyref="http e . mdnxs, com/wic policy/pip. xal”, CO="NO1 D% COR AIM PO PY Mo SaMo UNRo DTRo BUS COM NAVY N STA PRt
Progmas mo-cacte
Seewer: ngine/1.17.9
Sot-Cookiet Uuld2-639QBASER0LI857 7797, SINESIta-NCNR, Pathe/| MIX-AQE=TT7040E; Explres~wed, 23-Jun-2821 17:84:21 GMT; Dosaline.adn
nly
X-Proxy-Onigiee 5).228.255.7, 57.228. 235 19.0a-nginx-loadbalances . maet. anil; *.adaxs.com) 1BS. 33,222 237:80

X-X55-Protecton: @

Offer of Proof: Partial printout of website archive file (HAR file) of defendant 3's website
dated 03/25/2021 showing network connections (server request) with

defendant 2,

submitted as Annex K 30

(3) The real-time analysis on 25.03.2021 revealed that the 3rd defendant uses “header bidding”

for the real-time auction of advertising spaces (cf. in this regard already point A. IL. 3. a), p. 30).
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Based on Code implemented in the source code of the 3rd defendant, the 2nd defendant, among
others, sent several bidding requests to an unspecified number of DSPs. It was established that the
technical standard OpenRTB of the 1st defendant was used to conduct the auctions. In the process,
several bid responses were sent back to the 2nd defendant by the DSPs, from which some details
of the real-time auctions carried out can be gathered. In detail, the course of the auction is as

follows:

(4) The 3rd defendant used “header bidding” to maximize the number of companies bidding on its
advertising inventory. As a result, each ad space was routed to multiple SSPs. An auction of auctions
took place for each advertising space, with the winning bid selected from the bids that won each
auction. The result of the auction was communicated by the 2nd defendant in the server response
of the respective DSP. Thus, there was a further duplication of the plaintiff's personal data when he

loaded an online article that appeared about him.

The existence of header bidding on the 3rd defendant’s website was evident from a “call stack”: the
sequence of server requests to individual SSPs as well as to the 2nd defendant's online advertising
exchange. Among other things, the relevant server request for the execution of real time bidding

was also made to the 2nd defendant.
The server requests triggered when visiting the 3rd defendant's website proceeded as follows:

(a) Loading the JavaScript "adlib/onm2_adlib.js" from a Google server. This JavaScript

configures available advertising space and third-party providers such as the defendant 2.
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% Heades Freview Responze  Imitiaor  Timing
¥ General

Roquest URL: https://storage.googlespls. con/adlib/onel Sdl1ib. 15
Request Methodt GLT
Status Code: @ 20¢  (From ory cacha)
Remote Address: | 2a88: 14504000 : c91: 8o | : 89
¥ Renponwe Huwders
sccept-ranges oytes
et 2

alt-ave: “1443%; masZYUIRN0, h3-TaN1=":445%; ma=2992009, h)-Qisi=" ;441" ; masZS02000, h3-0iM6=":441"; wa=Z392000,h1-Q0d 1= 144)%; was2%92000,quics":44

cache-comtroll public, rax-dpe=3568
content-lengtic 12458
contend-typee application/s-favascripe

dates Thu, 25 Mor 2821 1

elag: "Siecewrid)fbee

expiress Thu, 25 Mar 2021 17:86:4

last-modified: Thu, 22 Oct 2000 15:09:07 o»

serven: UWloadiarvar

x-goog-generabior: 1681179147 176584

X-Qoog-hash: Cro32c=Xusrw==, sdS-UazuddfrgaoixrtItwlig--
x-goog-metagencrabon:

X-Qoog-storage-class: REGLONAL

X-Q00Q-stored-contont encoding: Llentity
x-goog-stored-content-length: 148K

X-Quplcader-uploadic: ASES -UTQ-MEEQT2_eLlwd3YVOOUZMRUMCPOE - 1EUMZLZE MEANAC_B312XZENS ) ZENDWRYAD MK FIC 3050630 udogTE

¥ Request Headers
Provisional headers are shown, Disable cache to see full headers,
Referer: https://cnlinerarketing.de/
sec-ch-ua: "Google Chrome®  v="80", "Owordun™ v="39", " Mot A Brand® v-"""
sec-ch-ua-moblles 20

User-Agent: Moxilla/s. @ (Macintosh; Intel Mac 05 X 11 2 1) Applewebxit /537, 36 (KHTML, like Gecko) Cheose/B9.8. 4589 9¢ Safari/S37.38

Offer of Proof: partial printout of the website archive file (HAR file) of defendant
3's website dated 03/25/2021 showing network connections

(server request) with defendant 2,)

submitted as Annex K 31
(b) Loading the header bidding JavaScript "yieldlove-bidder.js" (cf. following figure) from

"Yieldlove" (Yieldlove GmbH, Kehrwieder 9, 20457 Hamburg), to coordinate the header

bidding (i.e. which DSPs are used in which order based on which rules).

Page 34 of 174



X Headers Preview Response Initistor  Timing

¥ General
Request URL: https://cdn-a.yieldlove.com/yieldlove-bidder.js?onlinemarketing.de
Request Method: GET
Status Code: @ 200 (from memory cache)

Remote Address: 13.224.66.189:88

¥ Response Headers
access-control-allow-origin: *
cache-control: public, max-age=18829
content-encoding: gzip
content-type: application/javascript; charset=utf-8
date: Thu, 25 Mar 20821 17:82:18 GMT
etag: "S1bce-BGMZASFVLZNHP1h1zDZQ6rYINFQ™
vary: Accept-Encoding
via: 1.1 c4es84adlfdfesca21001efadeob9b3s? . cloudfront.net (CloudFront)
x-amz-cf-id: BZVUABzSOhE_c873hUlOnKzGCBFEFV2vPxwlmoT_pshl1SylHNNWSQ==
x-amz-cf-pop: DUB2-C1
x-cache: RefreshHit from cloudfront

x-powered-by: Express

¥ Request Headers
Provisional headers are shown. Disable cache to see full headers.
Intervention: <https://www.chromestatus.com/feature/5718547946799184>; level="warning"
Referer: https://onlinemarketing.de/
sec-ch-ua: "Google Chrome";v="89", "Chromium";v="89", ";Not A Brand™;v="99"
sec-ch-ua-mobile: ?@

User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 0S X 11_2_1) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

¥ Query String Parameters iigw source view URL encoded

onlinemarketing.de:

Offer of Proof: partial printout of the website archive file (HAR file) of defendant
3's website dated 03/25/2021 showing network connections

(server request) with defendant 2,)

presented as Annex K 32

(c) Loading the following DSPs and transferring data parameters and personal data of the
plaintiff relevant for the execution of the auction to them, including to the 2nd defendant:
o Criteo,
o Adscale,
o Xandr (defendant 2),
o Smartadserver,
o Adform,
o OpenXand
o other third-party providers such as NuggAdd and Adscale.
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X Headers Preview Response Initiator  Timing

¥ Request initiator chain

¥ https://onlinemarketing.de/

¥ http: ge.googleapi /adlib/e 2_adlib.js
¥ https://cdn-ayieldlove.com/yieldiove-bidderjs?onlinemarketing.de

+//gum.criteo.com/sid/json?origin=prebidatopUrl=https%3A% 2Fonlinemarketing.de%:2F&d in=onlinemarketing.de&gdprString=CPDaLtPDaLe0AFADBDEBSCSAP_AAH_AAAYY
{/mug.criteo.com/sid?cpp=N9iC5Xx1dGINazB3QIpXSWVHZWHVRZIIQ1NwYmMhC MIMIS]IEVWPZ TGUWU2VKamRqUOXrQ2VebmVOWGRSMOIxa3hEbIRmY 1 ZER2s4¢jVmemgwbnpLSESIR]
/fhb.adscale.de/dsh
//ib.adnxs.com/ut/v3/prebid
j/prg.smartadserver.com/prebid /1
j/prg.smartadserver.com/prebid/\1
//adx.adform.net/adx/rp=4&bWIkPTcANzAXNIZ0cmFuc2FidGlvbkikPTAZM 2z ZDNmLThkNTYEN DMyNy04MzizLWQ2M2U30WY SN Dk40A%3D%3D&bWIkPTcdNzAyMyZO0cmFuc2FjdGiy
eldlove-d.openx.net/w/1.0/arj?ju=https%3A%2F%2Fonlinemarketing.de%2F&ch=UTF-88&res=1739x97924 &ifr =false&tz=-60&tws=1740x511&be=1&bc=hb_pb_3.0.2&dddid=033
/fjs.adscale.de/userconnectjs

https://ih.adscale.de/userconnect?ssl=18&sid =585d16ce-8387-411e-886b-579643e179708chfn=stroeerCoreConnect8tts = 1616332179454 &umd =falseligdpr=1&gdpr_consent=CPDaLctP
 https://si.nuggad.net/rc?nuggn=571289945&nuggsid=1029830715&gdpr=1&gdpr_consent=CPDalctPDale0AFADBDEBSCSAP_AAH_AAAYGGENd_X_fb39j-_59_St0eV1f3_7_v.

ugmMw.userreport.
h.adscale.de/nuggad?/nvars/d7
ak.userreport.com/sdm/launcher.js
https://tracking.yieldlove-ad-serving.net/nb2.php
//apiyieldlove-ad-serving.n bl/4574/4673423083
dS-sync.com/g/v2/433 json?gdpr_consent=CPDaLctPDaleOAFADBDEBSCsAP_AAH_AAAVGGENG X _fb39j-_50_9t0ev1f9_7_v20zjheds-8Nyd_X_LEX42M7vB36pqdKuR4EU3LEAQFIHOHLY
//prg.smartadserver.com/prebid/A\1
/fadx.adformnet/adx/rp=48bWIKPTCANZAYMyZ0cmFuc2FjdGlvb kIkPTdhOWQOZGY 1LWEYMDAINGYXMI0SMDY2LWE2Y2RhMzY4OGlzMw363D%3D&pt = gross8ustid =44ba1bd9-75db-4
//ib.adnxs.com/ut/v3/prebid
b.adscale.de/dsh
openx.net/w/1.0/arj7ju=https%3A%2FI2Fonlinemarketing.de%2F8cch = UTF-88wres= 1739x979x24 8ufr = false8utz = -608tws = 1740x6208be=18tbc=hb_pb_3.0.28dddid =739
//is.adscale.de/userconnectjs
/ftracking.yieldlove-ad-serving.net/nb2.php

(5) Due to the integration of the 2nd defendant's tools on the 3rd defendant's website, six server
requests (https://ib.adnxs.com/ut/v3/prebid) for the 2nd defendant to submit a bid request were
sent out by the plaintiff's browser in the background when the 3rd defendant’s website was loaded.
With these server requests, the 2nd defendant was asked to send bid requests to the multitude of

companies participating in its auctions.
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X Headers Preview Fesporae  Inmstor Timing  Cockies

v General
Request URL: https://1i0.admxs. com/ut/vi/prebid
Request Methods POST
Status Codes @ 200 (%
Remote Address: 185, 33

¥ Response Headers
Access-Control-Allow-Credentials: true
Access-Control-Allow-Ongini 2ttps://onlinesarketing. de
AN-X-Request-Uuids 830564843719 -430e-afd7-Bacedfabd /b7
Cache-Controk no-store, no-cache, private
Comnecbon: keep-alive
Content.Encoding: gzip
Content-Typet application/jzon; charset-utf.8
Datet Thu, 25 Mar 2021 17:84:18 QM1
Expires: 53T, 15 Nov 2068 16:00:0¢ QNI
P3P policyref="http://cdn.adnxs.com/uic/policy/pip.xal”, CP="NO1 DSP COR ADM PSAC PSOO OURO SAMO UNRO OTRO BUS COM MAV DEM STA PRE™
Pragma: no-cache
Server: rglne/1.17.9
Set-Coolda: 1cu~CrgIsLVKEAOYCYALKASK- P TYyREYAAEALSASKGATL8sQChgs IASOATDE - KCE JRAQAF LAQOYL I LQKBACGAA gD IZONIGF 84 1GOALADKZOChR 1 1 C xn EAQYESAF KAUNKOX 22a V4
U SAUGkOXIZEYYHE ., ; SemeSitechone; Pathz/; Max-Age=7T76808; Expireszhed, J3-Jun-2021 17:84:18 GMT; Oomainz. adnxs.cow; Securw; HttpOnly
Sed-Cookie: wuidi=0I00RIS6802905 7707, SaveSite=None; Paths/; Max-Age=7776000; Lapirescied, 29-2un-2021 17:00:18 OMT; Dorains, adaxs,com; Securs; Hitp
Only
Transfer-Encoding: chunked
Varyr Accept-Encoding
X-Proxy Ongim 37.228.235.7; 37.228.235.7;
X- XS5 Protection €@

719.ow.nginx-loadbalancer.sgyt.arsl; *.odnxs.com; 185.33.220.149:80

¥ Request Headers
A Provisional headers are shown
Accopt: */*
Accept-Emcoding: gzip, deflate, be
Accept-language: @n-GB,en-US g=8.9 on gq-¢. 8
Connection: keap-alive
Content-Length: 1293
Comtent-Type: text/
Cookis: uuid2:=SI00RI800009087TT07 ; wids-ey JEDINMAIL Ecy I6ey Th 202y eadions idNT k1 joiMzc M vamTiom jg20T EAMTNI L EniZhwaX Dl cy 161§ LM EtMOY EMFNMDKENTYBMTRA
1rs Ivk kb ul3p 7 1oV p2CL61 J0LY2UB0MQe 20 rMZpANTUZIWN hZ TEJOT kattrUhMzg 1Y 20N GIZNNULLC ) LetBpovz L oM AyMSBwN CENOF QuOT oxNT ox NS4xND 1 INDC 100V a In@s e kibnhz
1Ip7InVpZC1561 Y ZOTAMNDY M0y OTAINZC 30 TCAL (O 1eHBpImy T 1 102 M) Ay PE BN BwOF QO ToaN I aNCAXNZQyMIMENT Ja 1@z InF ko GVDGInZWNSE 1107 LnVpZCIsl 1gEYZYLY InNJMNGE 1

YIIILCIIOHEOCIVZI JOLM] Ay WS Bl ByMI0W0 TomN JOxMLoL FSnlaXZLOn s 1wl I JOLWLZONFF 13081 SZOVHN Chuud 28SULF BT I 2MIN L L 22X ) 1 Cy 161 I ETNOY TN JNUMDRSMTY 6
MIRAI o LD XNhZy L Gey )3 swQi08 L 20 loxbr QuMEr ae 1152 )5 ckQe i fuade 1oy 3 I VOUN Fe VIMGNYeTh St o0 1 inG 2X a0 ] ey 161 §INMFEEMDQEMDSUMDESMTYSMTULMIIN JLIEN M 19
LOI1bXhF 2G1naXAhDCT 6oy ) 13w 03 08 L2MzknOOQRN 34547 kW T c INZRI Y J00TT UZNG Yo € 2NDEMNI R INDKEM ] [2 23 E3LC I 1 et Bpomt'z] 30 1M Ay NS v By MIQeNT ooz otNF o1 f St aWlwced 2
DaRpZ21EYNALONS LOMIK L OINGME ZNESNDATM TENZ SOZDNNLMIXMDETZ ) CI0WOSMN20IM ol 1w i XMl 1oy LE 1) D] ECMOY TN INUM TUSMT CONDRA 1n@s Lrivdn 2ul 1p 7 Irvp2 (181 JF 100k 2
YTAZMTV JMZF 192 YounE 2N 2 Sl 1 Davis cGly DHXMLO L 1yMO Ll TAZL TEZVOE10TE S0 JOIMI IO COTYXRp Yy L8 oy 1 1aw010L 808200 JhFQy@xmb XGL TORREQUOMMENL BaMNOC 1Q2 1 30TY2OTAL
LI LB vV 2 1 300N AyMSAN iy #T (o ToxM zodN Vo i Fiwih M1 bngi On sidwlic I Joi YW SMOMONGQE 2 UIMI0ONIPIL TKSMTALY2Q02NwY 2MIYAMMZ S Tind IXhwaX ) 1cy 161 IwM LMDV EMINU
MTUENT CENDVAINE s IncyoWQ: On 1o L 1301 2 JUNMZ R YII TGy OCEOND L2 v Ix Y1 CTOWIANDIy ¥ cOZTQul 1nc ZXhwaX 11 cy 1611 INMETHDY EMINUMTUBMT cENDZalr@s In)1Ym] Jb2420n51
ik IF0LSELLSOCWMES TMTOTANFUSTC LIS IavAcal yZ XNAOL Iy™MDLIXL TAZL T IZVDELOTE 0 JQ2A19FXE~; usarsync-eNgdwFgSOAMARFE1Z NpMblkzesspSadeR jotquzllal 97CLklnalQ-r —

Offer of Proof:

partial printout of the website archive file (HAR file) of defendant 3's

website dated 03/25/2021 indicating a server request to submit a bid

request by defendant 2,

submitted as Annex K 33

The server request (https://ib.adnxs.com/ut/v3/prebid) of the 2nd defendant initiated by the 3rd
defendant on 25 March 2021 at 5:04 p.m. (GMT+0, corresponding to 6:04 p.m. German time)
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included all of the plaintiff's data parameters required to conduct a Real Time Bidding auction, such
as the user ID ("uuid2"), cookie information for matching with third-party platforms (matching ID),
information on the plaintiff's browser settings, parameters for the auction, as well as server

information.

Fro-google-iaz

“tewe-")

Offer of proof: partial printout of the website archive file (HAR file) of the 3rd defendant's
website dated 25/03/2021 showing the details for the 2nd defendant's

server request,)

submitted as Annex K 34

(6) On the occasion of the server request (https://ib.adnxs.com/ut/v3/prebid) of the 2nd
defendant, personal data of the plaintiff were sent to the DSPs on the server side in the bid request.

In doing so, the technical standard OpenRTB API Specification Version 2.4 of the 1st defendant was
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used by the 2nd defendant on the 3rd defendant's website to carry out Real Time Bidding, as can
undoubtedly be seen from the "Default Endpoint" of the 2nd defendant's server request
(https://prebid.adnxs.com/pbs/v1/openrtb2 /auction) specified in the programming of the 3rd

defendant's website.

bs

Heedars  Prevlaw  Feepores  flitor  Timing
}
1,
- EVANTS: |

4_RFNDZR_F.
- BICOER_BLOCK:
- h
4D REWDER FAILED REASCH: {
PREVFNT_WRTTTNG_CH_NATH_DOOUNFNT: “provertis tingfeMaleDacuennt®,

- HO_AD: o
- LKCLPILON
CARNDT FIND AD:
NTSSTHG_DOF_0R

b
- LI _o_panis: {
bicMan:

SRC: "576t,
- DEFAULT_BNCPOINT: “hilos:/fore
- STNCLU_GLOULRS_KLY: “pojstyncs"

ccondpbs Sl fopenrib2 fauc Lion®,

/

SYNCED_BIDDERS_KEY: "pbjsSyncs"

Offer of Proof: Partial printout of the website archive file (HAR file) of the 3rd defendant's
website dated 03/25/2021 showing the details for the bid requests by the
2nd defendant,)

presented as Annex K 35

Defendant 2 also states that it uses defendant 1's technical standard OpenRTB API Specification
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Version 2.4.

Offer of Proof: Entire Printout of defendant's Integration Guide for SSPs, Incoming Bid
Requests from SSPs, as amended Feb. 5, 2021, available at:
https://docs.xandr.com/bundle/supply-partners/page/incoming-bid-

request-from-ssps.html, last accessed Mar. 29, 2021,

presented as Annex K 36

1st defendant’s March 2016 technical standard "OpenRTB API Specification Version 2.4" includes
both the user data parameters later specified by 1st defendant's AACOM Specifcation v1.0 standard
and content from 1st defendant's later Content Taxonomy (v2.0 since 2017) and Audience

Taxonomy (v.1.0 since 2019) standards.

Offer of Proof: Entire printout of 1st defendant’s Protocol Technical Specifications,
OpenRTB API Specifications Version 2.4, as amended March 2016, available
at: https://iabtechlab.com/wp-content/uploads/2016/04/0OpenRTB-API-
Specification-Version-2-4-FINAL.pdf, last accessed 03/29/2021,

presented as Annex K 37

Bidding requests that the 2nd defendant forwards to DSPs contain personal data of the plaintiff.

The 2nd defendant itself makes examples of bid requests publicly available.
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Example Bid Requests
Banner Bid Request

dEloor®: U.UTINULESSY,
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"oidtlccxc: ~vsc-,
Ry ey Sd00SY Sbta ool SELGRIVLLded”,

“deala®:z ||
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0.077901¢
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ua®: *Mozille/:z.2 IX11: Ubuasta; Zioux xb6_64: rw:il.U) Cocko/2ULUUICL Fizsicx/12.0°

The sample bid requests of the 2nd defendant can be taken from the overall printout of the 2nd
defendant's integration guide for SSPs, Incoming Bid Requests from SSPs, as amended on
05.02.2021 (already submitted as Annex K 36, available at:
https://docs.xandr.com/bundle/supply-partners/page/incoming-bid-request-from-ssps.html,
last accessed on 29.03.2021).

In addition to the sample bidding requests, the 2nd defendant states that it also uses categories
from the 1st defendant's technical standards Content Taxonomy (see A. II. 2. ¢), p. 26, and A. IV. 2.
b) bb), p. 105) and Audience Taxonomy (see A. IL. 2. d), p. 27, and A. 1V. 2. b) cc), p. 110) in bidding

requests.
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Offer of Proof: Partial Printout of defendant 2’s Integration Guide for SSPs, Incoming Bid

Requests from SSPs, as amended Feb. 5, 2021, available at:
https://docs.xandr.com/bundle/supply-partners/page/incoming-bid-

request-from-ssps.html, last accessed Mar. 25, 2021,

presented as Annex K 38

Corresponding bid requests were also sent by the 2nd defendant when visiting the 3rd defendant's
website to a high number of DSPs that cannot be precisely quantified by the plaintiff. This is
evidenced by the server response that the 2nd defendant sent to the 3rd defendant in response to
the server request (https://ib.adnxs.com/ut/v3/prebid), which was initiated by the 3rd defendant.
In the server response of the 2nd defendant, all auction-relevant parameters for the advertising
space in question on the 3rd defendant's website and the collection of the plaintiff's cookie

information are transferred to the 3rd defendant.

This information transferred by the 2nd defendant shows that the following personal data of the

plaintiff were forwarded to all DSPs that were connected to 2nd defendant:

e [P address ("ip");
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o User ID ("user": "id");

o Sex ("gender");

e Date of birth ("yob");

¢ Information about the browser and operating system ("ua");

e Location of the terminal device ("geo");

e Residence ("city");

e Location of the "home" ("geo", "home base");

e Currentlocation of the user ("lat", "lon" or [P address);

e additional stored data fields ("ext");

e (Categories from the Content Taxonomy ("cat" = version 2.0, "bcat" = version 1.0): interests
of the plaintiff, based on which websites he or she visits (this may include very sensitive
personal characteristics such as religion, political views, sexuality or state of health, for
more details see point A. IV. 2. b) bb), p. 105;

e Audience Taxonomy Categories ("segments"): "segments"” into which Plaintiff has been
classified (classification is based on profile data obtained either from Advertising Exchange
itself or from third parties, which may include highly sensitive information about religion,
political views, sexuality, or health - for example, Defendant 1's list includes the segment
"Cancer," described in more detail in A. IV. 2. b) cc), p. 110

e a personal identifier of the plaintiff used by a DSP and an advertising exchange
("publisher");

o Plaintiff's equipment characteristics, including:

o Height, width and aspect ratio of the screen ("banner");
o Device manufacturer, model, version ("ua");

o Operating system including version ("ua");

o Browser software and version ("ua");

o Language ("ua").
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The individual data fields of a bid request of the 2nd defendant can be taken from the overall
printout of the 2nd defendant's integration guide for SSPs, “Incoming Bid Requests from SSPs”, as
amended on 5 February 2021 (already submitted as Annex K 36, available at:
https://docs.xandr.com/bundle/supply-partners/page/incoming-bid-request-from-ssps.html,
last accessed on 29 March 2021).

(7) The server responses of the 2nd defendant to the server requests initiated by the 3rd defendant
(https://ib.adnxs.com/ut/v3/prebid) contain multiple clear references to Real Time Bidding
("content_source": "rtb", "rtb_video_fallback", "rtb", "banner") and information on the auction
("AuctionsID", "Buyer-Member ID", i. e. winner of the auction), Creative-ID, the fee paid (CMP =
Cost per Mile), and the currency paid ("publisher_currency_code", "€"). i.e. winner of the auction),
Creative-ID, the paid fee (CMP = Cost per Mile), as well as the paid currency

("publisher_currency_code","€").
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*, Super_mesber_id: 1371, creative id: 211248008 )|
o0, Buyer_werber_1d: 1371, creative_id: 21124899, _}

video svertx: {}}]}

contest: Cruative 211248008 served by Mesber 1371 via Apohsus htalsebedy style-"sargin-left: & sargin-right: &, sirgin-tep: &

", wd_type: “harner” c L M
Offer of Proof: Partial printout of the website archive file (HAR file) of defendant 3's

website dated 03/25/2021 showing defendant 2's server response with

details of the Real Time Bidding auction conducted,

submitted as Annex K 39

The duration of the auction on 25.03.2021 at 17:04 (GMT+0, equivalent to 18:04 German time)
with the disclosure of the plaintiff's personal data to an unspecified number of DSPs was 268.08

milliseconds.
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Offer of Proof: Partial printout of the website archive file (HAR file) of defendant 3's
website dated 03/25/2021 showing the length of time between server
request and server response of defendant 2's with details of the Real Time

Bidding auction conducted,

submitted as annex K 40

In doing so, defendant 2 sent several server responses to defendant 3, whereby it was observed
that server responses differed between several page views because the "auction_id" changed, as
did the the winners of the auction (Buyer-Member ID, Creative-ID), and so-called "nobid" reponses

were returned if no bid was made in the auctions.

Page 48 of 174



Offer of Proof: Partial printout of the website archive file (HAR file) of defendant 3's
website dated 03/25/2021 showing defendant 2's server response with

amended details of the Real Time Bidding auction conducted,

submitted as Annex K 41

It is thus established that personal data of the plaintiff were processed and sent by the 2nd
defendant to an unspecified number of DSPs for the purpose of conducting a real-time auction of
available advertising space on the 3rd defendant's website, using the 1st defendant's technical

standard.

b) Real-time auctioning via OpenRTB API Specification Version 2.5

(1) When the article about the plaintiff was loaded on the website of the 3rd defendant
(https://onlinemarketing.de/technologie/datenschutzskandal-geheime-google-websites-

verkauf-nutzerdaten), a header bidding (cf. point A. II. 3. a) (1), p.- 29 server request
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(https://yieldlove-d.openx.net/w/1.0/arj) was sent to OpenX in order to carry out real time
bidding. Open X (OpenX Technologies, Inc., 888 E Walnut St., Pasadena, CA91191) is another online

advertising exchange.

X Headers

Response Initiator  Timing

¥ Request initiator chain
¥ https://onlinemarketing.de/
¥ https:/, ge.g i /adlib/ 2_adlib.js

¥ httpsi//edn-ayieldlove.comfyieldlove-bidder jsTonlinemarketing.de
¥ https://gum.criteo.com/sid/json?origin=prebid&topUrl=https%3A%2F%2Fonlinemarketing.de¥% 2F&idomain=onlinemarketing.de&gdprstring =CPDaLctPDaLe0AFADBDEBSCSAP_AAH_AAAYQ)
https://mug.critec.com/sid7cpp=N9iC5Xx1dGINazB3Q3pXSWVHZWIVRZIIQINWYMhCMIMISIEVWPZ TGUWU2VKamRqUOxrQ2VEebmVOWGRSMOIxa3hEbIRmY1ZER2s4 jVmemgwbnpLSESIR
https://hb.adscale.de/dsh
https://ib.adnxs.com/ut/v3/prebid
https://prg.smartadserver.com/prebid /1
https://prg.smartadserver.com/prebid/v1
https://adx.adform.net/adx/?rp=4&bWIkPTcANZAXNIZOcmFuc2FjdGIvbkIkPTAZMzgxZDNmLThkNTYtNDMyNyO4MzkzL WQ2M2U 30WYSNDk4OA%3D%3 D &bWIkPTc4NzAyMyZ OcmFuc2FjdGh)
https://yieldlove-d.openx.net/w/1.0/arj7ju=https%3A%2F%2Fonlinemarketing de%2F&ch=UTF-8&ures = 1739x979x24 &ifr =false Btz =-608utws = 1740x51 1&be=1&bc=hb_pb_3.02&dddid=033
¥ https://js.adscale.de/userconnectjs
https://ih.adscale.de/userconnect?ssl=18sid=585d 16¢e-8a87-411e-836b-579643e
¥ https://si.nuggad.net/rc2nuggn=>571289945&nuggsid=1029839715&gdp

9708cbfn=stroeerCoreConnectats=16163321794548wumd=false&gdpr=1&gdpr_consent=CPDaLctPi
&gdpr_consent=CPDaLctPDale0AFADBDEBSCSAP_AAH_AAAYGGONA_X_fb39j-_59_9t0eY19_7_v20zj
89945&nuggsid=1029839715&g

dpr=1&gdpr_consent=C
https://ih.adscale.de/nuggad
https://sak.userreport.com/sdm/launcher.js

https://tracking.yieldlove-ad-serving.net/hb2.php

ing.net/v /4574/4678423083

/433 json?gdpr_consent=CPDaLCtPDaLe0AFADBDEBSCSAP_AAH_AAAYQGENd_X_fb39j-_59_9t0eY1f9_7_v20zjheds-8Nyd_X_L8X42M7vB36pq4KUR4EU3LBAQFIHOHU

rg.smartadserver.com/prebid/\1

v.adform.net/adx/rp=48WIkP TcANZAyMyZ0cmFuc2 FjdGIvbkikP TdhOWQOZGY 1 LWEYMDAtNGYXMIOSMDY2LWE2Y2RhMZY40GIzMw%3D%3D &pt=gross&stid=44ba1bd9-75db-4

https://ib.adnxs.com/ut/v3/prebid

httpsy//hb.adscale.de/dsh

https://yieldiove-d.openx.net/w/1.0/ar?ju=https%3A%2F%2Fonlinemarketing. de%2F &ch=UTF-8&res=1739x979x24 &ifr =false &tz = -608tws = 1740x620&be = 1&bc=hb_pb_3.028&dddid=729

https://js.adscale.de/userconnect js

https://tracking.yieldlove-ad-serving.net/hb2.php

The server requests triggered by the 3rd defendant followed the same pattern as the 2nd defendant
(see point A. 1I. 3. a. (1), p. 29).

The 3rd defendant initiated the server request (https://yieldlove-d.openx.net/w/1.0/arj) to the
online advertising exchange OpenX on 25.03.2021 at 17:04 (GMT+0, corresponding to 18:04

German time) due to code in the source code of the 3rd defendant’s website.
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Stabun Code: @ 200

Remote Addresa 35,264 150, 8180

¥ Naspones Headers
accans-comtrol-allow-credentiale: Trus
wccma-control-diow-ongire Httpe /) fonlineserketing. de
aksvo clear
cache-comrol: private, Tax-agesd, ro-cache
conlest-encoding: gxlo
conlest-lengtle 2123
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debe: The, 25 Mar 17:84:18 oM
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Offer of Proof: Partial printout of website archive file (HAR file) of defendant 3's website
dated 03/25/2021 showing network connections (server request) using

OpenX,

submitted as Annex K 42

The server request (https://yieldlove-d.openx.net/w/1.0/arj) included plaintiff's data parameters
to conduct a Real Time Bidding auction, such as the previously assigned User ID ("i") with plaintiff's
unique identifier (400284f2-e54a-4a27-a84a-c59b1643708¢c|1616410687), cookie information,

plaintiff's browser settings information, auction parameters, and server information.
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X Headers Preview Response Initistor Timing Cookies
via: 1.1 google

¥ Request Headers
. Provisional headers are shown
:authority: yieldlove-d.openx.net
:method: GET
:path: /
=1688x1850x30&1 fr=falsedtz=0&tws=1026x9468be=1&bc=hb_pb_3.8.28dddid=d6d022c0-2a38-44c5-8c94-38ecf3bd9491%2(66bedach-7117-41a0-aca7-debelfde2273&noca

/1.8/arj?ju=https¥3A%2F%2Fonlinemarketing. deX2Fprogranmatic-advertisingk2Freal-time-bidding-bewusster-verstoss-dsgvo-google-iab&ch=UTF -88res

che=1616691858575&gdpr_consent=CPONSUUPONSYZAF ADCENBSCSAP_AAH_AAAYEGEND_X_fb393-_59_9tdeY1f9_7_v20zjheds-8Nyd_X_LBX42M7vB36pgaKuRAEU3LBAQF 1HOHUTQNQE
IKVQTPsak2Mr7NKI7LEI1Mbe2dYGHE FnOVTUZKYr97s_9_z__-_v__75F_r-3_3_vpuDdAC TDUvEASXLHAKM] SqF ECEKAKOgBABRQICOTWEBKAKA 1cBHQU BRAENQEYEQIMQUYSAZAMELSETAQ

ABEAIAIZEAALAVICEABEZCCWASDAIABQDQsALoARAK IMIEqOUWLCIFO0] S IWBKLVYWhBKKAAAA . YAARAAANAAAAREdPr=181d51d=105-ZHMOY 2B2MAHG 1 p1qBn1 pWawd juig8 ) Y jSRINWWZE S
Q!83us=16Ex680%20128x600%7C728x988divIds=Ads_BA_SKYX2CAds_BA_BS&auid=541900438%2(541608439

ischeme: https

accept: */*

accept-encoding: gzip, deflate, br

accept-language: en-GB,en-Us;q=8.9,en;q=0.8

content-type: text/plain

cookie: i-480284f2-e54a-4a27-a84a-c59b1643788¢c|1616410687; pd=v2|1616410690.49.78.4.54.11.258964 | kiiygeviNgund.mWggsLommOns . j8fcsHQGis. gmtujomuvy. fogs
vSvtsfrF.waviwT.gi

origin: https://onlinemarketing.de

referer: https://onlinemarketing.de/programratic-advertising/real-time-bidding-bewusster-verstoss-dsgvo-google-iab

sec-ch-ua: "Google Chrome" "89", "Chromium ", ";Not A Brand™;v="99"
sec-ch-ua-mobile: ?@

sec-fetch-dest: empty

sec-fetch-mode: cors

sec-fetch-site: cross-site

9.9.4389.99 Safari/537.36

user-agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 11_2_1) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/

¥ Query String Parameters source view ¢
jur https¥3A%2F%2Fonlinemarketing.deX2Fprogrammatic-advertising¥2Freal-time-bidding-bewusster-verstoss-dsgvo-google-iab
ch: UTF-8

res: 1689x1058x39

ifr: false

tz= o

tws: 1026x946

be: 1

bc hb_pb_3.0.2

dddid: ded22c0-2a30-44c5-8c94-38ecf3bdd491%2C66bedach-7117-41a0-aca7 -debelfde2273

nocache: 1616691858575

gdpr_consent: CPONSUUPONSYZAFADCENBSCSAP_AAH_AAAYEGENd_X_£b397-_59_9t0eY1f9_7_v20zjheds-8BNyd_X_L8X42M7vB36pqaKuR4EU3LBAQFIHOHUTQmQSLkVqTPsak2Mr7NKI7L
EilMbe2dYGHEFNIVTUZKYr97s_9_z_ -_ v__75f_r-3_3_vpIuDdACTDUVEASXLHAKMISqF ECEKAKOgBABRQICOTWEBKAKA 1 cBHQUBZAGNQEYEQIMQUYSAZAAMECSE IAQAREAIATGEAAIAVICEA
BEgCCwASDALABQOQsALoARAK IMZqOUWICI Foo) SIWBKLVYwWWhBKKAAAA . YAAAAAANAANA

gdpr: 1

idSid: 105- ZHMOY2B2MAHGi plgBn 1pHawd juhga )Y JSRINWNZE 30!

aus: 16@x66e%20120x606K7C728x90

divids: Ads_BA_SKY¥2CAds_BA_BS

auid: 541009438%2(541008439

Offer of Proof: Partial printout of the website archive file (HAR file) of defendant 3's
website dated 03/25/2021 showing the server request to conduct a Real

Time Bidding auction using OpenX,

presented as Annex K43

(2) On the occasion of the server request (https://yieldlove-d.openx.net/w/1.0/arj) of OpenX,
personal data of the plaintiff were sent on the server side in the bid request to an unspecified
multitude of DSPs. In doing so, the technical standard OpenRTB of the 1st defendant was used on

the website of the 3rd defendant to carry out Real Time Bidding, as can undoubtedly be seen from
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the "default endpoint” of the server request (https://yieldlove-d.openx.net/w/1.0/arj) of OpenX

specified in the source code of the 3rd defendant's website.

Heasders  Preview  Response  Iniistor Timing

Uesamia, wa = S
- return (e, tolawsrCa "'~ n.taLowerCasel) ). replacel"=", ".") . replace("/", " "}
- }e, t.parans.custeaParans

1,
r * window.btosle. join("6")),
- 19,

rapushinil ¢ ropusni®
W,
i & {n.tps = rojosal","1);
var s = !

o= 11
e. fark ach(furctianle) {
e.params. custonkloar 7 {s.pusa(Math. raurd(180 « c.params.custoaslaor) / 180 + 103},
o~ 10l & s.push(B)
h,
0 & in,aunts = s.iodnd",")1;
return (
n‘-ll ad: “GET"
1 Jh 2 M ps:/fu.apenx.net/w/l.87arj" ¢ "hitps://" . concatie|®).parars.delDonain, "/w/l.8/arj"),

nids: e,
startTime: new Date
il
Ma, 1),
8 = . length &G n. forEachl functionlel {

nctionle, t1 {

rn, r, = «nilel, t1, a « d.decpaccessie, '|"|r'rv' video" {F, 5 « d.dccpaccess(
rrayie.sizes) & 2 e.s1zes, length &% 1d.1sArray es[01) 7 (n - parseln zes (9]
r = parseInt(e.sizes(1], 101} : c. 1shrrayle. sizesl 6% d.ishrrayle.sizes(8l} &% 2 == zes[0l.length 7 [n = parseInt(e.sizes[®1lel, 101,
tl smsu«lm u\n d.ishrraylol 8% 2 === o.length & In = pa«snlnualt‘l 101,

“mediaTypes.video, context"), o < ¢.deephccessie, “mediaTypes.videa.playersizel;

nfe) {
7 aleliw=r || alel.w,

alel.w = zlel.
ilel = JSON.stringifylalel)) @ e odn || "url® === r (| (ile] = 2le])
,
1.3u1d = e,parans.unit,
Lowwe = n || a.vad,
it =r || a
oulstrean” 0s = "181"1;
a.mines &G (i.vnines = a.rimes);
return i
It = e, r)l.ph 7 "https:/fu.opeax.aet/v/1.8/avip" @ "Attas: /" cancatlt. parans.delbomain, "/v/1.0/avip"),
n

dt {

0id: t,
startTine: new Date

: s.b) s.d 7 functionle, t) {

" ois= euastUrl &9 B < e.pub_rev &6 (i = d.parsedrlie.vastUrl).search || {3,
request m = n.hidld,
20,
a.netRevenue = 19,
a.currency = e.currency,
a.cpi = parseIntie,
e.uidth = parseIntie,
ght = parseIntie
a¥et = o edid

Offer of Proof: Partial printout of the website archive file (HAR file) of defendant 3's
website dated 03/25/2021 showing the server request to conduct a Real

Time Bidding auction using OpenX,

presented as Annex K 44

According to OpenX, it uses the technical standard OpenRTB API Specification Version 2.5 of the
1st defendant.)

Offer of Proof: Partial printout of integration guide from online advertising exchange
OpenX for DSPs, OpenRTB API, as amended Jan. 16, 2019, available at:

https://docs.openx.com/demand-partners/ox-openrtb/#how-real-time-
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bidding-works, last accessed Mar. 29, 2021,

submitted as Annex K 45

Defendant 1's December 2016 OpenRTB API Specification Version 2.5 technical standard includes
both the user data parameters later specified by defendant 1's AACOM Specification v1.0 standard
and content from defendant 1's later Content Taxonomy (v2.0 since 2017) and Audience Taxonomy

(v.1.0 since 2019) standards.

Offer of Proof: Entire printout of 1st defendant’s Protocol Technical Specifications,
OpenRTB API Specifications Version 2.5, December 2016, available at:
https://iabtechlab.com/wp-content/uploads/2016/07 /0penRTB-API-
Specification-Version-2-5-FINAL.pdf, last accessed 03/23/2021,

submitted as Annex K 46

The bid requests that OpenX broadcasts to an unspecified number of DSPs contain the personal
data of the plaintiff already listed under point A. IL. 1. (p. 15). OpenX makes templates for these bid

requests publicly available.
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“oat® ¢ [ "1ap2cT, “rAOL13-10° ),

OpenX bid requests based on the technical standard OpenRTB API Specifications Version 2.5 of the

1st defendant included all or a selection of the following plaintiff's personal data:

e thelocation, including postcode and GPS data ("geo");

o the place of residence of the applicant ('city’');

o the web content that the plaintiff views, reads or listens to on their device ("site", "app");

o plaintiff's identifiers, including

O

O

O

the user ID ("id");

the DSP identifier ("buyeruid");

a personal identifier of the plaintiff used by a DSP and an advertising exchange
("publisher");

unique device identifiers, such as the IMEI and MAC address, hashed in a manner in
which they remain unique identification codes ("type 2");

the year of birth of the plaintiff ("birth");
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o the sex of the plaintiff ("gender");

o the interests of the plaintiff, based on which websites he or she visits (this may
include very sensitive personal characteristics such as religion, political views,
sexuality or state of health, for more details see A. IV. 2. b) bb), p. 105("cat");

o the "segments" into which plaintiff has been classified (classification is based on
profile data obtained either from Advertising Exchange itself or from third parties,
which may include highly sensitive information about religion, political opinion,
sexuality or health - for example, defendant 1's list includes the segment "cancer".
Further details are described under A. IV. 2. b) cc), p.- 110) ("segment");

o the device characteristics, including:

= [P address ("ip");

= Height, width and aspect ratio of the screen ("banner");
= Device manufacturer, model, version ("ua");

= QOperating system including version ("ua");

=  Browser software and version ("ua");

= Language ("ua").

(3) Corresponding bid requests were also sent by OpenX to various DSPs. This is evidenced by the
server response dated 25.03.2021 that OpenX sent to the 3rd defendant, in response to the server
request initiated by the 3rd defendant (https://yieldlove-d.openx.net/w/1.0/arj). In 3rd
defendant’s server response, all auction-relevant parameters for the advertising space in question

and the plaintiff's cookie information were transferred to the 3rd defendant.

The server response from OpenX contains several clear references to Real Time Bidding and details

of the auction ("auct_win_is_deal") and the currency paid ("EUR").
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Offer of Proof:

website dated 25/03/2021 showing OpenX's server response with

amended details of the Real Time Bidding auction conducted,

The duration of the auction on 25.03.2021 at 17:04 (GMT+0, equivalent to 18:04 German time)

with the disclosure of the plaintiff's personal data to an unspecified number of DSPs was 247.83

milliseconds.

partial printout of the website archive file (HAR file) of the 3rd defendant's
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Offer of proof: partial printout of the website archive file (HAR file) of the 3rd defendant's
website dated 25/03/2021 showing the duration between server request
and server response from OpenX with details of the Real Time Bidding

auction conducted,

presented as Annex K 48

c) Real-time auctioning by means of "OpenRTB Specification v3.0

When the plaintiff called up the article about the plaintiff on the website of the 3rd defendant
(https://onlinemarketing.de/technologie/datenschutzskandal-geheime-google-websites-

verkauf-nutzerdaten) on 25.03.2021 at 17:04 (GMT+0, corresponding to 18:04 German time), it
could also be observed that a server request (https://x.bidswitch.net/sync) was sent to BidSwitch
(BidSwitch GmbH, Bahnhofstrasse 28m, 6304 Zug, Switzerland), another online advertising

exchange (Advertising Exchange), in order to carry out Real Time Bidding.

(1) The server request (https://x.bidswitch.net/sync) initiated by the 3rd defendant to the online
advertising exchange BidSwitch to match the plaintiff's User ID included data parameters of the
plaintiff required for the execution of a Real Time Bidding auction such as the User ID ("aum"),
"ssp_id=adscale" and "dsp_id=236&user". Here, "ssp" stands for Sell Side Platform and "dsp" for
Demand Side Platform. It also contained cookie information, details of the plaintiff's browser

settings, parameters for the auction and server information.
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X Headers Preview Response Initistor Timing Cookies

¥ General
Request URL: https://ums.acuityplatform.com/bum?tpid=298uid=f5@380ab-0d28-4426-b1b7-9b8422b742408bidswitch_ssp_id=adscale
Request Method: GET
Status Code: © 382 Found

Remote Address: 154.59.122.79:80

¥ Response Headers
Access-Control-Allow-Origin: *
Content-Length: @
Location: https://x.bidswitch.net/sync?dsp_id=2368user_id=&expires=3@8user_group=1&ssp=adscale
Set-Cookie: aum=0ikKAfqbdXN1cklhdGNoQnlVc2Vy TWFeYZhpbmdIZE1hcPgBMInejXVZZXINYXRjaGluZolkILgRbGFZdERYD3BUaW11TWlsbGlzIQESGkp+cYaY
bGF zdFN1Y2N1c3NmdWxNYXR §2E1pbGxp cyUBPBpKFnGG  3R0aX IKUGF ydH1VE2VYSNR j Z UMz gw YW I tMGQYOCOBNDL 2LIWIXYj ctOWIANDIYYFcOZ TQu+/ uGdmvyc2l
vbsL7; Domain=.acuityplatform.com; Expires=Fri, 25-Mar-2022 17:04:19 GMT; Path=/; SameSite=None; Secure
¥ Request Headers
£ Provisional headers are shown
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Accept-Encoding: gzip, deflate, br
Accept-Language: en-GB,en-US;q=9.9,en;9=0.8
Connection: keep-alive
Host: ums.acuityplatform.com
Referer: https://ih.adscale.de/
sec-ch-ua: "Google Chrome";v="89", "Chromium";v="89", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?@
Sec-Fetch-Dest: image
Sec-Fetch-Mode: no-cors
Sec-Fetch-Site: cross-site
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 11_2_1) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.8.4389.9@ Safari/S3
7.36

W source view URL encoded

E3

¥ Query String Parameters
tpid: 29
uid: £50380ab-0d28-4426-b1b7-9b8422b74e49
bidswitch_ssp_id: adscale

Offer of Proof: Partial printout of website archive file (HAR file) of defendant 3's website
dated 03/25/2021 showing network connections (server request) with
BidSwitch,

submitted as Annex K 49

(2) Likewise, within the scope of the real-time analysis of the network connections initiated by the
3rd defendant's website, it could be observed on 15.03.2021 at 17:06 (GMT+0, corresponding to
18:06 German time) that the online advertising exchange BidSwitch was also used to forward bid
requests from the SSP "SmartAdServer" (SmartAdServer SAS, 8-10 Rue Saint Paris, 75002 France)

to various DSPs. The forwarding was triggered by a server request from the 3rd defendant
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(https://prg.smartadserver.com/prebid/v1) to conduct a real time bidding auction.

X  Headers Praview Fesporse itianee  Timing  Cockies
¥ General
Request URL: https://prg. ssartadserver. com/prebic/vl

Request Methodt POST
Status Code: @ 20¢ (X

Remote Addresa 185.85,.139.58:80

¥ Reapanse Headers
access-control-alow-credentiale: true
access-control-allow-origin: heps:/ /onlinerarketing.de
cache-control: ro-cachs, no-stors
content-encoding br
content-types application/json; charset<UTf-8

date: Thu, 2S5 Mar 2021 17:06:11 QM1

p3p: CP="8US CUR CONO FIN IVOO ONL OUR MY SAMo TELOD
pragmae no-cache
sot-cookie: vi-30193 Grtadier “ e
sel-cookie: pld-12784 28 - *, sare
set-cookie; pdomice 2t 6 o acure aresitesnons
set-cookie: x-5urt-c=6531025530100; doralneprg.martadzerver.com; pathe/; secure; savesite«none
transter encoding: chunkes
varyt Accept-Encoding
x-smet.di eX3b25X3blee
Offer of proof: Partial printout of website archive file (HAR file) of defendant 3’s website

dated 03/25/2021 showing network connections (server request) with

SmartAdServer,

presented as Annex K 50

(3) The server request (https://prg.smartadserver.com/prebid/v1) included personal data of the
plaintiff that was sent on the server side in the bid request forwarded by BidSwitch to an
unspecified number of DSPs. According to its own information, BidSwitch uses the technical
standards OpenRTB Specification v3.0 (already submitted as Annex K 16) and AdCom
Specification v1.0 (already submitted as Annex K 24) of the 1st defendant.)
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BidSwitch Supplier Protocol v3.0

EldSaitch Protocal 20 b bases an the IAE Open RTE Protacal 3.0 Fully supparting this news varsion of the WAE protocol raquirss combining the
information in the falivaing theee resaurces. RidSwitch supparts all thres of these within oec pratocel.

* The Open BTO 20 specifization. This is 3 continuglon of previous Open [TE specs, sl many of Ui Gelus have now besn moost Lo Ui newy
AoCom guide, OpenRTE vontaing e fields sssodated with U commercial arsscbion ez, suction peramelers, deals, buds, «lc.

* The Acvertsing Commen Object Model spactheation, AgCom Specihcation LU |5 composed of many previous Open K10 helds The helds that
have been moved into this specthcation are thoss whikch specity the Invertory being put up for auction and is comtext, e.n acs, placements,
uzars, devices, sites, publishers, etc.

® | he Az oo spaciheation outines howy to cryptographically sian bid requests,

The Tllowing sertices duseoy hiow Ruyies e inteagrata oo ggrade i intogration with RidSaiteh bused oo this wasian.
Protocol Resources
fimmasn Nules
Dl Coompe wsssion g
Substitution Macras
St Categarks and Rich Media
Compatiblizy ard Ueprecation
Bid Request
Gl Rescpueest 3.0
Bid Response

R Respanscvan

Offer of Proof: Partial printout of integration guide from online advertising exchange
BidSwitch for DSPs, BidSwitch Supplier Protocol v3.0, available at:

https://protocol.bidswitch.com/supplier-protocol.html, last accessed
03/26/2021,

presented as Annex 51

Offer of Proof: Entire printout of integration guide from online advertising exchange
BidSwitch for DSPs, BidSwitch Supplier Protocol v3.0, available at:

https://protocol.bidswitch.com/supplier-protocol.html, last accessed
03/26/2021,

presented as Annex 52

The online advertising exchange BidSwitch claims to have connected 180 SSPs and 220 DSPs and
actively promotes global processing in the Real Time Bidding ecosystem. This underlines the global

and mass processing of the plaintiff's personal data.
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Bidswitch Sitting in a unique position in the

ecosystem, BidSwitch represents neutral
middleware that allows connected

sma rt i nfra st r uct u r e programmatic technology partners to

seamlessly access new platforms and

for the gl°ba1 services; optimize bidstream

performance and generate technical

*
programmatic costs ficiencies.
t Connected to over 180 Supply platforms across all
eco s Ys e m_ media formats, BidSwilch listens to the entire
global programmatic bidstream processing,
iltering for fraud & classifying it layering on data

nd other services, then intelligently distributing it
0 relevant buyers across more than 220 Demand
Side Technology platforms - all in real-time,)

Offer of Proof: Partial printout of website at URL https://www.bidswitch.com, last
accessed 03/26/2021,

submitted as Annex K53

Bid requests, which BidSwitch forwards to an unspecified number of DSPs, contain personal data

of the plaintiff. BidSwitch itself makes templates for bid requests publicly available.
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"tagid": “plo-
"curlx": -
Yaccuret: 1,
"display": |
Pakypet s

1.
"ampren®: U,
"inxkl®: O,

"dimplayfot : |

1.
"event":

nadr; mon
"qey": 2,
"private":
"deal*: |

"display”:
natyper:
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"secure”: 1,
“dizplay*: |
"ctype":

"ampren*: U,
"instl": C,
“displayfmt": [

Agh. 330
wh: 320,

I

e

"h": 230

le
favant": |

“type": 1,
"method": [

1r
"oontext":
"reget: |
ngdpr: L,
"coppa“: [

L

"rastrictions":
"cattax":

"eattax®: 301,
"boat":

[ T
bawl",
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]

"“badv*: |
"example,ccm",

"consent”™: "
"buyeruid®: "IcEd2E24T6238236034abecelZ2040aa5852",
*yob": 1350,
“gender”: "r",
"ext": {

"ocnsented providers settinge": |

"consented providers": |
v

refox/3.6.16",
“make:
"model":
“hwy*: "6e"
"os": 13,
"osv": "11.4.1°,
*mocenc”: "310-005
"geo”: |
“type": |
"lat": 42.3¢01,
*lon*:
"country":
"utaoffeat”:

BidSwitch's sample bid requests can be found in the overall printout of the online advertising

exchange BidSwitch's integration guide for DSPs, BidSwitch Supplier Protocol v3.0, (available at:

https://protocol.bidswitch.com/rtb-ssp/bid-request-examples.html#display-example

last

accessed on 26.03.2021, already submitted as Annex K 52). The same sample bid requests can be
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found in Appendix C of the AACOM Specifications v1.0 standard (overall expression of the technical
specifications of the 1st defendant’s Protocol, AdCOM Specifications v1.0, June 2020, retrievable at:
https://github.com/InteractiveAdvertisingBureau/AdCOM /blob/master/AdCOM%20v1.0%20FI

D

NAL.md, last accessed on 03/24 /2021, already submitted as Annex K 24).

BidSwitch also states that the categories from the 1st defendant’s Content Taxonomy 2.0 technical

standard are included in bid requests.

IRaowssasdal torage apodin sudolea 10 og "abz 120 Nulc umtucaryd be

ot Friond vy el chn the pet bosae (D, 20 e=ing o Fop 22 4t oo iee

L LR N

PRI ‘e ehooete Tt extapecien doc the pet hawr hames =¢ th .

Publisher JSON Example

Offer of Proof:

Furthermore, BidSwitch confirms that the categories from the 1st defendant’s technical standard
Audience Taxonomy are used in bid requests for the use of existing segments about the user, i.e.

the previously recorded interests.

Partial printout of integration guide from online advertising exchange
BidSwitch for DSPs, BidSwitch Supplier Protocol v3.0, available at:
https://protocol.bidswitch.com/rtb-ssp/context-pub.html, last accessed
03/26/2021,

submitted as Annex K 54
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[ots Chject Propertis

etange-qucte Dfeethe cota 2oxdees 4 arple

vew sy Zur by QR C Aree 4 Twa Aok [ern der 1m0 erole

g 108 the oty vt qact® = msha dols peee v s e mpks. 00y

oew i Nevcd Predda agrnalgnatn b Beddaprovida ot ez "stavis

Offer of Proof: Partial printout of integration guide from online advertising exchange
BidSwitch for DSPs, BidSwitch Supplier Protocol v3.0, available at:
https://protocol.bidswitch.com/rtb-ssp/context-data.html, last accessed
03/26/2021,

submitted as Annex K55

The following personal data of the plaintiff were processed in BidSwitch bid requests, based on the

technical standard OpenRTB Specifications 3.0 and AdCom Specification v1.0 of the 1st defendant:

e thelocation, including postcode and GPS data ("geo");
o the place of residence of the applicant ('city');
e the web content that the plaintiff views, reads or listens to on their device ("site");
o plaintiff's identifiers, including
o theuserID ("id");
o the DSP identifier ("buyeruid");
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o a personal identifier of the plaintiff used by a DSP and an advertising exchange
("publisher");

o the year of birth of the plaintiff ("birth");

o ofthe sex of the plaintiff person ("gender");

o the interests of the plaintiff, based on which websites he or she visits (this may
include very sensitive personal characteristics such as religion, political views,
sexuality or state of health, for more details see A. IV. 2. b) bb), p. 105("cat");

o "segments" into which plaintiff has been classified (classification is based on profile
data obtained either from Advertising Exchange itself or from third parties, which
may include highly sensitive information about religion, political opinion, sexuality,
or health - for example, defendant 1's list includes the segment "cancer," described
in more detail in A. IV. 2. b) cc), p. 110("segment"));

o Device features, including:

= [P address ("ip");

= Height, width and aspect ratio of the screen ("banner");
= Device manufacturer, model, version ("ua");

= QOperating system including version ("ua");

=  Browser software and version ("ua");

= Language ("ua").

(4) Corresponding bid requests were also sent by BidSwitch to various DSPs. This is evidenced by
the server response dated 25.03.2021, which was sent to the 3rd defendant in response to the
server request initiated by the 3rd defendant (https://prg.smartadserver.com/prebid/v1). In the
server response, all auction-relevant parameters for the advertising space in question and the

collection of the plaintiff's cookie information are transferred to the 3rd defendant.

The server response contains multiple clear references to Real Time Bidding and details of the

auction ("cpm", "creativeld"), the currency paid ("currency”, "USD"), the advertising medium

delivered ("ad") and image pixels used from SSPs ("dspPixels").
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Offer of proof: partial printout of the website archive file (HAR file) of the 3rd defendant's
website dated 25/03/2021 showing the server response from
SmartAdServer via BidSwitch with details of the Real Time Bidding auction

conducted,

submitted as Annex K 56

The duration of the auction on 25.03.2021 at 17:06 (GMT+0, equivalent to 18:06 German time)

with the disclosure of the plaintiff's personal data to an unspecified number of DSPs was 427.96

milliseconds.
ed 0
DURAT)
Lockup I 82 pu
O 1 201
I MW EIme
M e
ting (7T7R) I <im:
Offer of proof: partial printout of the website archive file (HAR file) of the 3rd defendant's

website dated 25.03.2021 showing the duration between server request

and server response from SmartAdServer with details of the Real Time
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Bidding auction conducted via BidSwitch,

presented as Annex K 57

4. Lack of technical and organizational measures to ensure security in OpenRTB

The system OpenRTB of the defendant 1 is already insecure from the basic structure. The insecurity
is inherent in the data processing operations under OpenRTB and follows from the fundamental

design of the system.

a) the extent of the data processing operations

Elizabeth Denham, head of the UK's Information Commissioner's Office (ICO), said in a report on

industry practices:

"[...] one visit to a website, prompting one auction among advertisers, can result in a person's personal data[5]
being seen by hundreds of organisations, in ways that suggest data protection rules have not been sufficiently

considered. [...]“.

Offer of proof: Information Commissioner's Office, Update report into adtech and real time
bidding, 20 June 2019, p. 4, available at https://ico.org.uk/media/about-
the-ico/documents/2615156/adtech-real-time-bidding-report-201906-
d1191220.pdf, last accessed 10 February 2021,

presented as Annex K 58

This description underestimates the true scale by a factor of 10: Within a single OpenRTB auction,
several advertising exchanges such as the 2nd defendant may be involved. This so called “header
bidding” leads to each Advertising Exchange broadcasting a bid request to up to hundreds or

thousands of companies to auction a single advertising space is auctioned.

The 2nd defendant states that 1,647 companies can receive a bid request from it (cf. printout of the
list of affiliated third parties of the 2nd defendant dated 12.01.2021, available at
https://docs.xandr.com/bundle/service-policies/page/third-party-
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providers.html#ThirdPartyProviders-Ad-serverPartners, last accessed on 24.03.2021, already
submitted as Annex K 13).

As a result, even very small DSPs receive a large number of bid requests. In 2018, the French data
protection regulator (Commission Nationale de I'informatique et des Libertés, CNIL) revealed that
a single DSP called Vectaury collected bid requests from OpenRTB from 68,623,023 individuals in
just one year [CNIL, Décision n°® MED 2018-042 du 30 octobre 2018 mettant en demeure la société
X, available at: https://www.legifrance.gouv.fr/cnil/id/CNILTEXT000037594451/, last accessed
23/03/2021].

These bid requests came from 32,708 different apps. Vectaury was a rather small company with an
annual turnover of only 3.2 million (2017). OpenRTB makes this possible for hundreds or

thousands of DSPs [cf. on the procedure in German Herbrich, DSB 2019, 34].

Each of these companies receives bid requests containing personal and also sensitive data of a large

number of data subjects.

DSP

Step 1. Step 2.
A person loads a SSP sends personal
webpage data (OpenRTB bid

request) to one or
more ad exchanges

.
Empty ad slot

@

DSP

2
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e
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Graphic by Irish Council for Civil Liberties (ICCL)

No safeguards exist in the form of technical or organisational measures to ensure that a company,
such as a DSP, thatreceives personal data in a bid request does not share it with other organizations

(including so-called data brokers) or process it in a way or for a purpose that is not in accordance
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with the data subjects’ wishes. Defendant 1 stated in May 2018:

"[..] there is no technical way to limit the way data is used after the data is received by a vendor for
decisioning/bidding on/after delivery of an ad [...]".
In the same document, the 1st defendant pointed out the extremely high number of companies that

can receive data and share or process it without permission:

"Surfacing thousands of vendors with broad rights to use data w/out tailoring those rights may be

too many vendors/permissions |[...]".

Offer of Proof: Entire printout of the technical specification of defendant 1 and IAB Europe
A.LS.B.L., Pubvendors.json v1.0: Transparency & Consent Framework, as
amended May 2018, available at:
https://github.com/InteractiveAdvertisingBureau/GDPR-Transparency-
and-Consent-
Framework/blob/master/pubvendors.json%20v1.0%20Draft%?20for%20
Public%20Comment.md, last accessed 23/03/2021,

already submitted as Annex K 12

The UK's data protection regulator, the ICO, in its report on Real Time Bidding [Information
Commissioner's Office, “Update report into adtech and real time bidding”, 20.06.2019, available at
https://ico.org.uk/media/about-the-ico/documents/2615156/adtech-real-time-bidding-report-
201906-d1191220.pdf, last accessed 10.02.2021, previously submitted as Annex K 58, p. 21 f]
2019 notes:

"[...] there are no guarantees or technical controls about the processing of personal data by other parties, eg
retention, security etc.. In essence, once data is out of the hands of one party, essentially that party has no way to

guarantee that the data will remain subject to appropriate protection and controls”.

As a result, data subjects have no control over their data after a bid request has been sent. It is not
possible for them to track who has received their data and how these entities process it, or to

exercise their data subject rights under art. 15 et seq. GDPR.

Page 73 of 174



N

The international weekly newspaper The Economist called the defendant 1’s OpenRTB
specifications a "[...] data protection-free zone [...]". The article [The Economist, 23 March 2019, p.

21] states with regard to defendant 1's OpenRTB standard:

"[...] builds in incentives to get as much data to as many bidders as feasible. And that is not particularly conducive

to the protection of privacy. " [...]”

For this reason, a year before defendant 1 and IAB Europe launched the “Transparency & Consent
Framework”, IAB Europe's Managing Director, A.LS.B.L.,, Townsend Feehan, wrote to the EU
Commission saying that an exception to the e-privacy regulation for OpenRTB needed to be

created, otherwise online advertising could no longer be viable.

"[...] it is technically impossible for the user to have prior information about every data controller involved in a

real-time bidding (RTB) scenario [...]"

Prior information requirement will “break” programmatic trading

Consent under the GDPR must be “informed”, that is, the user consenting to the processing
must have prior information as to the identity of the data controller processing his or her
personal data and the purposes of the processing.® As it is technically impossible for the user
to have prior information about every data controller involved in a real-time bidding (RTB)
scenario, programmatic trading, the area of fastest growth in digital advertising spend, would
seem, at least prima facie, to be incompatible with consent under GDPR - and, as noted above,
if a future ePrivacy Regulation makes virtually all interactions with the Internet subject solely
to the consent legal basis, and consent is unavailable, then there will be no legal be no basis for
such processing to take place or for media to monetise their content in this way.

Offer of Proof: Partial printout of letter from Townsend Feehan, CEO of IAB Europe
AILSB.L, June 26, 2017, available at: https://www.icclie/wp-
content/uploads/2020/10/1AB-to-Commission-email-and-attachment-26-
June-2017.pdf (archived), accessed 03/24/2021,

presented as Annex K 59

Offer of Proof: Letter from Townsend Feehan, CEO of IAB Europe A.LS.B.L., June 26, 2017,
available at: https://www.iccl.ie/wp-content/uploads/2020/10/IAB-to-
Commission-email-and-attachment-26-June-2017.pdf (archived), accessed

04/15/2021,
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presented as Annex K 60

Every day, billions of personal and sensitive data are broadcast by OpenRTB. One advertising

exchange called IndexExchange broadcasts 120 billion bid requests per day.

Offer of Proof: Entire printout from website indexexchange.com, Meropol, Meeting 2020's
Business Challenges with Machine Learning, IX Traffic Filter, Aug. 06, 2020,
available at: www.indexexchange.com/ix-traffic-filter-meeting-2020s-

business-challenges-with-machine, last accessed Mar. 24, 2021,

submitted as Annex K61

Pubmatic, also an advertising exchange that uses the 1st defendant’s technical standard, sends 100

billion advertisements daily.

Offer of Proof: Entire printout from PubMatic's website, Jain, Optimizing data processing at
scale, 10 Jun 2020, available at https://pubmatic.com/blog/optimizing-

data-processing-at-scale, accessed on: 24.03.2021,

submitted as Annex K 62

Advertising Exchange OpenX says it receives 100 billion requests for ads every day, which indicates

that it sends as many daily bid requests.

Offer of Proof: Printout from Google's website, OpenX: Power the future of advertising with
Google Cloud, available at: https://cloud.google.com/customers/openx, last

accessed 03/24/2021,

submitted as Annex K 63

These three Advertising Exchanges are estimated to have conducted 113.9 trillion OpenRTB
auctions in 2020. There are other large Advertising Exchanges for which no information is

available, including Google's Advertising Exchange, which also uses OpenRTB.
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Offer of Proof: Entire printout from Google's website, OpenRTB Integration, available at:
https://developers.google.com/authorized-buyers/rtb/openrtb-guide, last
accessed 03/24/2021,

submitted as Annex K 64

Google's Advertising Exchange is used on 13.5 million websites [data from BuiltWith.com, available

at: https://trends.builtwith.com/ads/DoubleClick.Net, last accessed 03/21/2021].

Google itself has not published figures on daily auction volumes, but an analysis by the UK
Competition Authority shows that it is by far the largest advertising exchange [UK Competition &
Markets Authority, Online platforms and digital advertising Market study final report, 01.07.2020,
p. 20, available at:
https://assets.publishing.service.gov.uk/media/5fa557668fa8f5788db46efc/Final_report_Digital
_ALT_TEXT.pdf, last accessed 23.03.2021]. The Authority concludes that it has market power in

OpenRTB, which means that its dominance is such that it can charge higher prices.

Thus, it becomes clear that personal data is broadcast hundreds of billions of times a day through
OpenRTB. Hundreds of trillions of bid requests are therefore processed annually by an unknown

number of companies.

The provided security mechanisms of OpenRTB are not effective for the following reasons:

b) The IAB Transparency & Consent Framework

In April 2018, the 1st defendant, together with IAB Europe A.L.S.B.L., announced that a security
mechanism would be introduced for the OpenRTB system: the Transparency & Consent
Framework ("TCF"). They claimed that the TCF would give data subjects full control over their data.

This is not the case.

The TCF is another standard. The TCF defines how information on the existence and scope of the
data subject's consent to the processing of personal data in OpenRTB auctions is communicated
between actors. Signals stating that the data received may not be processed further are provided

for. However, the system has no means of actually controlling or limiting access.
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Whether or not a company uses TCF does not in any respect affect what processing it actually does
with the data it receives via OpenRTB bid requests. For example, there are no measures in place to
prevent a company that receives OpenRTB data from copying and transmitting it to others, or from
using it for any other conceivable purposes. Nor is there any way to verify that the TCF signal has

been honored or ignored.

Item 6.5 of the TCF policy states:

"[...] Ifa CMP has reasonably believes that a Vendor is not in compliance with the Specifications and/or the Policies,
it must promptly notify IAB Europe according to MO procedures and may, as provided for by MO procedures, pause

working with the Vendor while the matter is addressed. . [...]".

Offer of proof: Full printout from IAB Europe A.L.S.B.L. website., [AB Europe Transparency
& Consent Framework Policies, version 2020-08-24.3.2, 2019, p. 11,
available at: https://iabeurope.eu/wp-content/uploads/2020/08/TCF_v2-
0_FINAL_2020-08-24-3.2.pdf, last accessed on 24/03/2021,

presented as Annex K 65

It is clear from the word "may" that if a company has reasonable grounds to believe that a vendor
is not behaving in accordance with the rules, it is merely permitted to cease cooperation with him.

There is no obligation to discontinue.

[tis a self-regulatory mechanism based on the assumption that the participating companies comply

with it voluntarily.

The General Terms and Conditions of the TCF do not provide any protection either. IAB Europe
A.LS.B.L. stated in response to a request (Challenge) from the Belgian data protection authorities

[Letter from IAB Europe A.L.S.B.L. to Belgian Data Protection Commission, 10.02.2020, p. 10]:

"[..] The Terms and Conditions themselves are not intended to protect personal data or to impose obligations
under the GDPR. We therefore do not know how and why the Terms and Conditions could (or should) take into
account the GDPR and its referenced provisions. It is the TCF that serves as a tool for companies to comply with

certain aspects of the GDPR, not the Terms and Conditions" [...].

Nor is there any way to verify or audit what companies that have received IAB OpenRTB data have

done with it. The TCF Policy does not define any way in which the 1st defendant or any other
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organization could conduct any verification in this regard. Given the scale of the data processing

and transfers, it is not possible to do so.

The TCF therefore cannot guarantee the protection of personal data; nor the lawfulness or the
transparency of the processing. Nor can changes to the TCF create mechanisms that do so, because

no one can control what happens to personal data after they have been broadcast in a bid request.

Another problem with the TCF is that it anticipates that recipients of bid requests will share them
with third parties, regardless of whether there is a legal basis for doing so or whether there are
adequate safeguards to ensure data security. The TCF states that any company is free to share data

with others because it is based on a

"[...] justified basis for relying on the recipient vendor's having a legal basis for processing personal data |[...]".

18. By way of derogation of Policy 16(17), a Vendor may transmit personal data to another Vendor
il it can verify by way of the appropriate Signal in accord with the Specifications and Policies that
the receiving Vendor may process personal data on the basis of a Legal Basis established outside

20

IAB Europe

Transparency & Consent Framework — Policies
Version 2020-08-24 3.2

of the Framework under Policy 16(15) and 16(16), and it has a justified basis for relying on the
reciplent Vendor's having a Legal Basls for processing the personal data In question.

Offer of Proof: Partial printout from IAB Europe A.LS.B.L. website. , IAB Europe
Transparency & Consent Framework Policies, version 2020-08-24.3.2,
2019, p. 21, available at: https://iabeurope.eu/wp-
content/uploads/2020/08/TCF_v2-0_FINAL_2020-08-24-3.2.pdf, accessed
23/03/2021,

submitted as Annex K 66

Thus, TCF grants companies absolute freedom to process and disseminate personal data even if

they know that a recipient is in breach of data protection law. The mechanism relies on trust in the
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good will of hundreds of companies whose business model is to trade in personal data.

As shown in detail under A. IV. 2. c) p. 117, the TCF signals themselves are in turn used to broadcast
recordings of the website visits and app uses of the data subjects. Perfidiously, the alleged

protection mechanism is thus yet another tracking method.

c) The assumption of general compliance

OpenRTB is a system that disseminates personal and sensitive data on a large scale. The
Transparency & Consent Framework of IAB Europe, A.L.S.B.L., offers no protection to data subjects.
The only remaining safeguard is an accumulation of statements in the technical protocols of the 1st
defendant, according to which the participating companies are expected to ensure the conformity

of their actions with all applicable legal standards.

Elsewhere, the 1st defendant states:

"[..] all exchanges that use the protocol - which together constitute the vast majority of activity in the
programmatic ecosystem - should account for all local legislation and not pass any content taxonomy node that is
flagged as "sensitive data". This guidance was also applied to specific sections of the protocol, including the Ad
Object, Content Object, Publisher Object, User Object, and Data Object. Together with the additional sensitive data
signals contained within the Content Taxonomy, downstream platforms should now have much more context to

inform data storage and segmentation practices. [...]”

Offer of Proof: Entire Printout of 1st defendant's Public Statement, Tech Lab Introduces
Additional Consumer Privacy Safeguards into Content and Audience
Taxonomies, Apr. 30, 2020, available at: https://iabtechlab.com/blog/tech-
lab-introduces-additional-consumer-privacy-safeguards-into-content-and-

audience-taxonomies/, last accessed Mar. 24, 2021,

submitted as Annex K 67

On the use of "Extended Identifiers" it states:

"[...] the exchange should ensure that business agreements allow for the sending of this data. Note, it is assumed
that exchanges and DSPs will collaborate with the appropriate regulatory agencies and ID vendor(s) to ensure

compliance. [...]”
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Object: Extended ldentifiers

Extended identifiers support in the OpenRTB specification allows buyers to use audience data in real-time bidding.

Attribute Type Definition
source string Source or technology provider responsible for the set of included IDs. Expressed as a top-level domain.
uids object array Array of extended ID UID objects from the given source . Refer to Object: Extended Identifier UIDs.
ext object Optional vendor-specific extensions.
Offer of Proof: Partial printout of the technical specifications of the Protocol of 1st

defendant, IABTechLab, Inc, AdCOM Specifications v1.0, June 2020,
available at:
https://github.com/InteractiveAdvertisingBureau/AdCOM /blob/master/
AdCOM%20v1.0%20FINAL.md#object_eids, last accessed 03/24/2021,

presented as Annex K 68

The 1st defendant thus expects thousands of companies participating in OpenRTB to protect
personal data, including special category data. It has not itself taken any measures to ensure
security. Relying on such a large number of companies to behave righteously does not constitute a

security measure.

5. Responsibilities of the defendants

The contributions of the individual defendants to the data processing at issue are set out below.

(a) contributions by the 1st defendant

The 1st defendant developed the global standards that determine Real Time Bidding worldwide
and thereby created the necessary precondition for the processing operations at issue. It organizes,
coordinates and facilitates the data processing operations that take place. Moreover, it encourages

them.

(aa) organisation of data processing

The 1st defendant organizes the processing of the plaintiff's personal and sensitive data in dispute

when websites and apps are called up (see point A. II. 3., p. 28 f.) by providing website operators
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(publishers) and SSPs and DSPs as well as DMPs with the technical standards OpenRTB, AdCOM,
Content Taxonomy, and Audience Taxonomy. They form the framework for the global functioning
of the targeting of personalized advertising in RTB auctions of online advertising space on websites
and in apps. The standards are a prerequisite for the successful interaction of the players. The
defendant 1's protocol OpenRTB was created to standardize RTB broadcasts of personal data in

the online advertising industry.

"[...] The mission of the IAB OpenRTB project is to spur growth in Real-Time Bidding (RTB) marketplaces by
providing open industry standards for communication between buyers of advertising and sellers of publisher

inventory. [...]”

Offer of Proof: IAB TechLab, OpenRTB API Specification Version 2.5, December 2016,
Document 44, available at https://www.iab.com/wp-
content/uploads/2016/03/0penRTB-API-Specification-Version-2-5-
FINAL.pdf, accessed 23/03/2021, p. 2,

already submitted as Annex K 46

bb) Coordination of data processing

The 1st defendant has developed and published the technical standards OpenRTB, AdCOM, Content
Taxonomy and Audience Taxonomy. It defines which personal data can be transmitted in bidding
requests and determines the rules according to which auctions for online advertising spaces are
conducted and advertisements are delivered. This concerns, for example, the rules for the sharing
exchange of the plaintiff's personal data in a bid request when a publisher's website is loaded, and

the corresponding response by the third-party platforms involved.

Defendant 1's OpenRTB Specifications v3.0 protocol states [see entire printout of defendant 1's
protocol  technical  specifications, @ OpenRTB  Specification 3.0, available at:
https://github.com/InteractiveAdvertisingBureau/openrtb/blob/master/OpenRTB%20v3.0%20
FINAL.md, already submitted as Annex K 16]:

"The overall goal of IAB OpenRTB is and has been to create a lingua franca for communicating between buyers

and sellers. ”
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As this states, the 1st defendant sets the rules and basic structure for the exchange of bid requests

and bid responses, as well as for the conclusion of an auction:

Object Model

The UML class diagram that follows illustrates the overall payload structure including both request and response objects. Payloads
rooted in named objects; openrtb as a common root and Request and Response as subordinate roots to identify the payload typ
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Offer of Proof: Partial Printout of 1st defendant’s Protocol Technical Specifications,

OpenRTB Specification v3.0, as amended June 2020, available at:
https://github.com/InteractiveAdvertisingBureau/openrtb/blob/master/
OpenRTB%20v3.0%20FINAL.md#objectmodel, last accessed 03/24/2021,

presented as Annex K 69

Companies must abide by these rules, and submit to corresponding contractual obligations vis-a-

vis the 1st defendant in order to be able to use the 1st defendant’s technical specifications.
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Offer of Proof: Entire printout of 1st defendant’s website, Terms of Use, as amended Dec.
10, 2014, available at: https://iabtechlab.com/terms-of-use/, last accessed
Mar. 24, 2021,

submitted as Annex K70

The OpenRTB standard and associated documents recommend the use of unique identifiers for
users of websites. They provide for the broadcast of information about their online user behaviour,

and the classification of their interests.

In addition, representatives of defendant 1 emphasize the need for unique identifiers for website
users in public statements. For example, a senior executive of defendant 1 told industry

representatives that identifiers are essential:

"[...] brand agency use cases rely on identifiers: audience targeting, basic measurement functions like reach and
frequency capping, and just being able to count impressions and clicks.... All these use cases are atrisk as identifiers

are removed [...]".

Evidence quote: Video recording: How the removal of identifiers impacts agencies and
advertisers, [IAB TechLab event of 21.07.2020, available at:
https://vimeo.com /442504076

Another representative of the 1st defendant reiterated that:

"[...] identifiers and addressability fuel all core ad-supported use cases and systems [...]".

Evidence quote: Video recording: Jordan Mitchell, IAB TechLab presentation, Identity,
Project Rearc, Privacy Sandbox - Webinar, IAB TechLab, 04.06.2020
available at: https://youtu.be/Z4VUOrUNET]I, last accessed 26.11.2020

cc) Encouraging data processing

In addition to the development of these standards and protocols, the 1st defendant also supports
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publishers, providers of SSPs and DSPs as well as online advertising exchanges in the
implementation i.e. integration, of the technical standards OpenRTB, AdCOM, Content Taxonomy,
and Audience Taxonomy [see defendant's press release dated 09.06.2020, available at:
https://iabtechlab.com/press-releases/tech-lab-increases-investment-presence-in-europe/,

already submitted as Annex K 5]. Thereby, the 1st defendant enables and encourages the
processing of personal and sensitive data of the Plaintiff when loading the 3rd defendant's website

(cf. pt. A. 1L. 3, p. 28).

In addition, defendant 1 encourages its members to process personal data by providing assistance
in implementing its protocols, and through training programs that promote data sharing specified
in the OpenRTB, AACOM, Content Taxonomy, and Audience Taxonomy technical standards. For
example, an employee of defendant 1 stated in a webinar on personal identifiers that the removal
of users' identifiers (personal data such as Plaintiff's [P address and User ID) would underlie

various advertising agency services:

"[...] brand agency use cases rely on identifiers: audience targeting, basic measurement functions like reach and
frequency capping, and just being able to count impressions and clicks. [...] All these use cases are at risk as

identifiers are removed [...]."

Offer of Proof: Video recording: 'How the removal of identifiers impacts agencies and
advertisers’, dated 21/07/2020, available at:
https://vimeo.com/442504076, last accessed 10/02/2021.

The use of personal identification codes about people who visit websites in bid requests is even
"strongly recommended" in the technical standard AdCOM Specifications v1.0, and thus made a

essential for the normal functioning of the standard:
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This object contains information known or derived about the human user of the device (i.e., the audience for advertising). The user ID is a
vendor-specific artifact and may be subject to rotation or other privacy policies. However, this user ID must be stable long enough to serve
reasonably as the basis for frequency capping and retargeting.

Implementer should ensure compliance with regional legislation around data usage and sharing.

Attribute Type Definition
o string; - "
id Vendor-specific ID for the user. At least one of id or buyeruid is strongly recommended.
recommended
= a string; Buyer-specific ID for the user as mapped by an exchange for the buyer. At least one of id or
uyerul
Ve recommended buyeruid is strongly recommended.
yob integer Year of birth as a 4-digit integer.
gender string Gender, where “M" = male, “F* = female, “O" = known to be other (i.e., omitted is unknown).
keywords string Comma separated list of keywords, interests, or intent.

GDPR consent string if applicable, complying with the comply with the IAB standard Consent

consent string String Format in the Transparency and Consent Framework technical specifications.
geo object Location of the user's home base (i.e., not necessarily their current location). Refer to Object: Geo.
data object array Additional user data. Each Data object represents a different data source. Refer to Object: Data.
eids object Extended (third-party) identifiers for this user. Refer to Object: Extended |dentifiers.
ext object Optional vendor-specific extensions.
. . ' . c o .
Offer of Proof: Partial printout of defendant 1's Protocol Technical Specifications, AACOM
Specifications v1.0, available at:

https://github.com/InteractiveAdvertisingBureau/AdCOM /blob/master/
AdCOM%20v1.0%20FINAL.md#object_user,

already submitted as Annex K 20

dd) Facilitation of data processing

Irrespective of the fact that the 1st defendant already supports the processing of the plaintiff's
personal data by providing the technical standards and by laying down rules (see A. IL. 3., p. 28),

the 1st defendant also facilitates the data processing in question.

[t has developed a tool called “OpenRTB Validator”, which allows companies to check whether they
have properly inserted personal data in their bid requests and accompanying data transfers. The
OpenRTB Validator tool is available at: https://ortbvalidator.iabtechlab.com/login (last accessed
24/03/2021) and is a significant contribution to facilitating data processing in accordance with the

standards defined by the 1st defendant.

Offer of Proof: Partial printout of defendant's website as of 3/24/2021, available at:
https://ortbvalidator.iabtechlab.com/login, last accessed 3/24/2021,

submitted as Annex K 71
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It also provides a document to facilitate the trade of personal data between data broker companies
and advertising technology companies. This is a form in which core information about data sets
available for sale. The information includes the origin of the data, the audience taxonomy segments
to which the data subjects have been classified, and the countries from which the data sets

originate.

Offer of Proof: Entire printout of defendant 1's website, Data Transparency Standard 1.0,
as amended 6/27/2019, available at: https://iabtechlab.com/wp-
content/uploads/2019/06/Data-Transparency-Standard-1.0-Final-June-
2019.pdf, last accessed 3/24/2021,

as Annex K 72

(b) contributions by the 2nd defendant

Defendant 2 operates a platform that allows the buying and selling of inventory from multiple
advertising exchanges [see Wikipedia: Ad Exchange, available at:

https://en.wikipedia.org/wiki/Ad_exchange, accessed on 22.03.2021].

Offer of Proof: Partial printout of Adzine.com website, Xander - Infrastructure for the
Global Advertising Ecosystem, as amended 3/24/2021, available at:
https://www.adzine.de/techfinder/xandr/, accessed 3/24/2021,

submitted as Annex K 73

This platform receives OpenRTB bid requests from SSPs and forwards them to DSPs. Defendant 2

uses defendant 1's standards for this purpose, namely:

OpenRTB 2.4, i.e. the previous version of the current standard of the 1st defendant.
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@xandr Supply Partners

Starting March 31, 2021, docs.xandr.com is the place to be!
 All access to public content will be through the user-friendly and flexible Documentation Center

¢ Xandr employees and clients can still log in to wiki.xandr.com for non-public information

For more information, see Building a Better Customer Experience.

OpenRTB Specs

The following pages describe how Xandr's supply partners can integrate via the OpenRTB protocol. Xandr supports the OpenRTB 2.4 protocol for receiving all media type
impressions. Please follow the OpenRTB 2.4 specification:

* Incoming Bid Request from S5Ps
* Qutgoing Bid Response to SSPs

& Support for legacy mobile integrations using the OpenRTB 2.2 spec will be deprecated on May 21, 2018. Please contact your Xandr representatives if you have
questions.

Offer of Proof: Partial printout of 2nd defendant’s website, Documentation Center:
OpenRTB  Specs, as amended 03/22/2021, available at:
https://docs.xandr.com/bundle/supply-partners/page/openrtb-
specs.html, last accessed 02/22 /2021,

submitted as Annex K 74

The contribution of the 2nd defendant to the data processing in dispute (cf. already point A. II. 3,,
p. 27f) is not only the mere provision of a platform as a central infrastructure where website
operators such as the 3rd defendant can view guidelines for the integration of Real Time Bidding -
based on the technical standards of the 1st defendant - and download programming codes for the

implementation of the real-time auction of advertising spaces.

Rather, defendant 2 provides website operators such as defendant 3 with detailed specifications
for integrating the programming code for conducting the real-time auction of advertising space

based on defendant 1's technical standards.

Offer of Proof: Partial printout of 2nd defendant’s website, OpenRTB Integration Process,
as of 03/29/2021 available at: https://docs.xandr.com/bundle/supply-
partners/page/faqg---integration-process.html, last accessed 03/29/2021,

submitted as Annex K 75
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In addition, defendant 2 explicitly provides program code (API integration and JSON Fields) to

publishers such as defendant 3.

Offer of Proof: Partial printout of 2nd defendant’s website, Documentation Center:
Publisher  Services, as amended 01.04.2021 available at:
https://docs.xandr.com/bundle/xandr-api/page/publisher-service.html,
last accessed 01.04.2021,

submitted as Annex K76

Specifically, in its "Documentation Center," defendant 2 describes its participation in the real-time

auction of advertising space in eight steps as follows:

e A user loads a website/app such as that of the 3rd defendant, which contains an “ad tag”
(code) belonging to the “supply partner”. The ad tag calls the supply partner.

e The supply partner starts an auction for the inventory and sends a bid request to defendant
2.

o Defendant 2 offers the bid request to “demand partners”, who have a certain number of
milliseconds to respond with a bid.

e Defendant 2 holds an auction to select a winning bid based on the data in the bid request
and the defendant 3’s (the publisher) ad quality preferences (ad profile).

o Defendant 2 passes the bid and its “ad tag” to the supply partner. The sales partner includes
the bid in its own auction.

o I[f defendant 2’s bid wins, the supply partner places defendant 2's ad tag on defendant 3's
website, for example.

o The ad tag notifies the 2nd defendant that the bid won, sends the bid clearing price, and
identifies the location of the ad to be placed.

o Defendant 2 places the advertisement on defendant 3's website.
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How Integration Works
7

Xandr
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Partners

User on Supply

Web Page Partner

8

Here's a dicgram and description of what happens when a supply partner that has Integrated with Xandr's platform recetves an od call

1. A user views o web page that contains an od tag belanging to the supply portner. The od tag calls the supply partner

2. The supply partner starts on auction for the inventory and sends a bid request to Xandr

3. Xandr offers the bid request to our demand partners, who have a cartain number of milliseconds in which to respond with a bid.

4. Xandr holds an guction to choose o winning bid based on the data In the bid reguest and the publisher's ad quality preferences (ad profile).
5. Xondr passes the bid and o Xandr ad teg to the supply partner. The supply partner includss the Xandr bid in its own guction

8 If the Xandr bid wins the action, the supply partner drops our ad tag on the web page

7. The ad tog notifies Xandr that the bid won, sands the bid clearing price and identifies the location of the od to serve.

8. Xandr serves the ad.

Offer of Proof: Partial printout of 2nd defendant’s website, Documentation Center: How
Integration = Works, as amended 03/25/2021, available at:
https://docs.xandr.com/bundle/supply-partners/page/how-integration-
works.html, last accessed 03/25/2021,

submitted as Annex K 77

The 2nd defendant admits that it only accepts bid requests from SSPs if a "Xandr user ID" is
included, in order to enable "segment targeting”, i.e. the use of categories from the 1st defendant's

technical standard (cf. already point A. II. 2. d., p. 28) for the placement of advertisements.

Defendant 2 says that matching the "Xandr user IDs" with user IDs (e.g. cookie IDs) of SSPs and
website operators such as the 3rd defendant is also necessary in the run-up to a real-time auction

in order to be able to practice real-time bidding.

"When you send Xandr a bid request, Xandr responds with a bid only when we can map your request to a Xandr
user ID. Without this user ID, we can't apply basic trafficking strategies for our advertisers, such as user frequency

capping and segment targeting. Mapping your user IDs to Xandr user IDs is therefore an essential part of your
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integration. To achieve this, you must use a user sync pixel with specific formatting in order to correctly store the

mapping in your system. [...]”

sxandr \ Supply Partners
Starting March 31, 2021, docs.xandr.com is the place to be!

® All access to public content will be through the user-friendly and flexible Documentation Center

* Xandr employees and clients can still log in to wiki.xandr.com for non-public information

For more information, see Building a Better Customer Experience.

User ID Mapping

Offer of Proof: Partial printout of 2nd defendant’s website, Documentation Center: User ID
Mapping, as amended 03/25/2021, available at:
https://docs.xandr.com/bundle/supply-partners/page/user-id-
mapping.html, last accessed 03/25/2021,

presented as Annex K78

Finally, the 2nd defendant is a member of the 1st defendant and in this way contributes to the
development and provision of the technical standards [see partial printout of the 1st defendant's
website dated 23/03/2021 on IAB Tech Lab Members, available at: https://iabtechlab.com/about-
the-iab-tech-lab/iab-tech-lab-members/, last accessed 23/03/2021, already submitted as Annex
K 4].

(c) contributions by the 3rd defendant

The 3rd defendant operates the website at the URL
https://onlinemarketing.de/technologie/datenschutzskandal-geheime-google-websites-verkauf-

nutzerdaten.

As shown in section A. II. 3, p. 27, the 3rd defendant has actively implemented programming codes
of the 2nd defendant in the source code of its website, which were developed on the basis of the
1st defendant's technical standards. Due to the integration of the programming codes of the 2nd
defendant, several server requests for the execution of Real Time Bidding auctions are triggered to
the 2nd defendant as well as to other advertising exchanges when the 3rd defendant's website is

called up.
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The 3rd defendant transmitted by server request the user ID ("uuid2"), cookie information and
information on the plaintiff's browser settings, among other things, to the 2nd defendant. In the
context of the server responses of the 2nd defendant about the results of the auction according to
the technical standard "OpenRTB API Specifications Version 2.4" of the 1st defendant, the

corresponding advertising material was played on the 3rd defendant's website.

The 3rd defendant integrated a tracking code of the 2nd defendant in the source code of the website
"onlinemarketing.de", which enables the setting of a cookie of the 3rd defendant in the plaintiff's
browser to conduct "User Mapping" with the 2nd defendant. The 2nd defendant has stated that this
is absolutely necessary in the run-up to the real-time auction on the 3rd defendant's website [cf.
partial printout of the 2nd defendant's website, Documentation Center: User ID Mapping, as
amended on 25.03.2021, available at: https://docs.xandr.com/bundle/supply-
partners/page/user-id-mapping.html, last accessed on 25.03.2021, already submitted as Annex K
78].

Offer of Proof: Partial printout of website archive file (HAR file) of defendant 3's website
dated 03/25/2021 showing network connections (server request) with

defendant 2,

already submitted as Annex K27

III. Concerning motion 2

1. Information provided

The privacy notices on the website https://onlinemarketing.de do not contain any references to
processing by the 2nd defendant or processing based on the 1st defendant's technical standards at

issue.)

Offer of Proof: Entire printout of defendant 3's website privacy information, dated
03/22/2021, available at
https://onlinemarketing.de/datenschutzerklaerungen, last  accessed

03/22/2021,

already submitted as Annex K 2
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Information on the essence of a joint responsibility agreement for the processing at issue within
the meaning of the second sentence of art. 26 para. 2 of the GDPR is not provided in the 3rd

defendant's "Privacy Statement” (Annex 75) nor in the "Privacy Information" (see Annex 94).

The defendants have failed to provide information on the substance of the agreement within the
meaning of art. 26 para. 2 sentence 2 of the GDPR, despite entering into a joint responsibility
agreement for the processing at issue pursuant to art. 26 para. 1 sentence 2 of the GDPR. The joint

responsibility agreement between the defendants is in the exclusive domain of the defendants.

Offer of Proof: Motion for production of contract customer on joint responsibility by

defendants.

2. Contributions by the defendants

With regard to the contributions of the defendant, reference is made to the motion to 1 (point A. IL.

5., p. 80£).

IV. Concerning motion 3

Within the scope of the processing processes at issue, which are based on the technical standards
of the 1st defendant, OpenRTB, AdCOM, Content Taxonomy, and Audience Taxonomy, particularly

sensitive data are also processed.

Article 9 para. 1 GDPR prohibits the processing of special categories of data unless specific

conditions are met:

"[...] Processing of personal data revealing racial or ethnic origin, political opinions, religious or philosophical
beliefs or trade union membership, and the processing of genetic data, biometric data for the purpose of uniquely
identifying a natural person, data concerning health or data concerning a natural person's sex life or sexual

orientation shall be prohibited [...]."
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1. Processing of particularly sensitive data triggered by visit to defendant 3's website:
"Does my job put my health at risk?"

the URL

the website at

The plaintiff accessed

https://onlinemarketing.de/karriere/unternehmenskultur/gefahrdet-mein-job-meine-
gesundheit-corona-ruckenschmerzen-stress-risikofaktoren-arbeitsplatz on 01.04.2021. There, an

article with the title "Does my job endanger my health - Corona, back pain and stress as risk factors

at work" is available.

The same processing operations with regard to the personal data of the applicant took place as

those already described under A. II. 3. (p. 27f.).
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Gefahrdet mein Job meine Gesundheit?
Corona, Ruickenschmerzen und Stress als
Risikofaktoren am Arbeitsplatz

Michelle Winner | 06.08.20

| ceite2hzep3g. . CUPANONT L. 1
DO e 1
SMHETIGED... s0~ero.. Cb |

ANrequesss | KE M) fnreemed | 15 MU mearens | |

Eine Studie von Lenstore zeige, dass berufshedingte Krankschreibungen keine Seftenhait

Offer of proof: Printout of the website of the defendant 3 under the URL:
https://onlinemarketing.de/karriere /unternehmenskultur/gefahrdet-

mein-job-meine-gesundheit-corona-ruckenschmerzen-stress-

risikofaktoren-arbeitsplatz under display of the console for web developers
of the standard browser Chrome from 01.04.2021,

submitted as Annex K 79
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(1) When the plaintiff called up the website on 01.04.2021 at 2:11 p.m. (GMT+1 after time change,
corresponds to 3:11 p.m. German time), a server request was sent from the plaintiff's browser
("Request URL") to Adform (https://adx.adform.net) with the request to set a cookie and to assign
auser ID in the browser of the plaintiff's end device ("setcookie") due to the source code of the 3rd
defendant. As part of the corresponding server response ("Response Headers"), Adform assigned
plaintiff a User ID with the value (uid=375268191286918135), which was stored in the plaintiff's

browser in Adform's cookie named "uid."

X Headers DPrevie Responie  Iritianc Timing Cockies
¥ Genweeal
Request URL: https: //adx, adforn, net /ads /7rp=aRbaIkPT caMzaani ZHcef uc 2F JA0T vik 1kPTE 2N Fhmite NELIMSY Tk ENDUZ Yy rSMe Y 1L TASM2C SN RenDgy

CQX30X0ALNIKPTC My 28CuF 0C2F 106 1vEk LKPTLEY ZAZNOMWLWMS MGMTNG L1 Y Joh L T LoOhF 1 24YyN g2 YR Xa0:08pT~gra

-abda- bl - F118e80f fdeil Rgdpr=18gdpr_consent =CPOnSULPDT pf XAF ADCENBTC s AP _AAH_AMAYROOND_X_fb193-_%9__teey1f9_

LEXAZMIVvEIS v -3_3_VpRIDCAL TDUW
ECLKAkOZBABRYS CATNE BREK YEQIMQUY s ABLECOWASDATABQDY = Al ohAk IM3 pa0UWIC I Foo ) S InK LYYW
whBKKAAS AANMAMAAS Fdi= 1 y3i< 2 y 1Vl xT1dnbEL

VEpOV I JCalFuMpZNiVy 4 PGl 2JrT 3 A TNIN INSCT R1JFUIN

IPKVEpHY ZARSUL T 22F 2 PLANARIEWS 1IN ) 6UMX GF 1] putv IV Oma 2REMLZ SUnTVe 1 IV XSS T

W2 IWQ1LNS DeMUY 29T L 1p 7 Lk 1 ENS 1aSE1PHT JOMK1 BSHFpoarQmdx cF cna28qdESn0E p2a INSSUSXVIpFN1ERL JpoMVI 9 FQ30%30
Request Method: GET

Status Code: @ 20

Remote Address 17.157.2.216:80

¥ Remgrorme Huaders
access-control-sllow-credentishs trus
access-control-allow-headers Content-Type, Cache-Control, Accept-Encoding, X-Requestec-wWith
access-control-allow-methods: GET, S
accoss-control-alow-origin: https://onlinemarket ing.de
access-control-max-ages 26300
Cache-controk no-cache, no-store, rust-revalidate O-transfore
comtent-length: 19
content-types application/3zon; charset-utf-8
date: Thu, @1 Apr 2e21 13:11:42 GMI
expares: -1
p3pt CP="NOL DSP COR NID CQURa ADMa DEVa TALa PSAS PSDa OUR LEG NV INT™
pragma no-cache
server: nginx

setcookies Uid=375268191286018135; comain=adform.net; expires-Mom, 31-May-2021 13:11:42 GMT; path«/; secure; SameSite-None

daSublo

strict-trancport-socurity: nax-ape-31536¢

Offer of Proof: Partial printout of website archive file (HAR file) of defendant 3's website
dated 04/01/2021 showing network connections (server request) using

Adform,
submitted as Annex K 80

As a result of Adform's server response, the user ID (uid=375268191286918135) assigned by

Adform was stored in Adform's cookie (uid) in the plaintiff's browser.

Page 94 of 174



D

X Headers Preview Response Initistor Timing Cookies

Response Cookies

Name Value Domain P. |E.. |Size HetpO... | Secure | Same... |Priority

uid 375268191286918135 adform.net £ |2, mn y None Mediu...
Offer of Proof: Partial printout of the website archive file (HAR file) of defendant 3's

website dated 04/01/2021 showing network connections (server request)

with Adform and plaintiff's browser web storage,

submitted as Annex K 81

(2) Adform operates a data marketplace. The personal data distributed there are classified into

categories corresponding to those of the Audience Taxonomy of the 1st defendant.

Offer of Proof: Video Recording, Adform: Introducing Audience Marketplace for the
Adform DSP, available at: https://vimeo.com/312698522, last accessed
03/24/2021,

Accordingly, sensitive information in the health context about the plaintiff's website visit was
processed using the technical standard Audience Taxonomy of the 1st defendant. The same applies
to the technical standard Content Taxonomy of the 1st defendant (cf. on this already point A. II. 3.
a), p- 44).

(3) When the plaintiff visited the website onlinemarketing.de, a server request (track.adform.net)
was also sent to the company Adform Advertising, LLC. (1400 Parker Rd Baltimore, MD 21227,
USA) to carry out the matching with other buying and SSPs for the execution of a Real Time Bidding

auction.
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Offer of Proof: Partial printout of website archive file (HAR file) of defendant 3's website
dated 03/25/2021 showing network connections (server request) using

Adform,
submitted as Annex K 82

According to Adform's own statements, this "Adform Audience Tracking Code" (i.e. the above
server request) is used to classify the plaintiff or the content he has accessed into categories
defined by the technical standards Audience Taxonomy and Content Taxonomy of the 1st
defendant. These categories disclose sensitive information about the plaintiff. The classification is

used for the automated targeting of advertising.
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Offer of Proof: Partial Printout of Adform's Integration Guide for Incorporating Tracking
Code to Create Categories for Website Operators, as amended 03/19/2019,
available at: https://www.adformhelp.com/s/article/UUID-7539fb22-bOff-
e321-b3f3-72e007106d9a, last accessed 04/06/2021,

submitted as Annex K 83

According to the plaintiff's own statements, the categorization of the plaintiff's personal data for
sale on Adform's marketplace is also based on results from Internet search engines and social
media, historical purchase data from advertisers' customer databases, e-mail addresses, and

information from other data sources, such as arbitrary third parties and market research institutes.
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Offer of Proof: Partial printout of presentation slides by Adform's former Senior Product
Director Adform Audience Products, Ashu Mathura, available at:
https://i.iinfo.cz/files/iac/449/ashu-mathura-adform-1.pdf, last accessed
06/04/2021,

submitted as Annex K 84

Adform, moreover, is a member of defendant 1's working group that develops the Audience
Taxonomy standard [see Defendant 1's website, Taxonomy & Mapping Working Group, available
at https://iabtechlab.com/working-groups/taxonomy-mapping-working-group/, last accessed

Apr. 09, 2021].

(4) Asalready explained in section A. II. 3. a), p. 32, the 3rd defendant used header bidding for the
real-time auction of advertising space to maximize the number of companies placing bids for its
advertising inventory. As a result of header bidding, each ad slot was routed to multiple SSPs. The
(Java)Script "yieldlove-bidder.js" of the provider Yieldlove (Yieldlove GmbH, Kehrwieder 9, 20457
Hamburg) is integrated in the source code of the website of the 3rd defendant. It orchestrates the

header bidding, i.e. determines which DSPs are used in which order based on which rules.
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Request Method: G
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¥ Query String Parameters view source view URL encoded
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Offer of Proof: Partial printout of website archive file (HAR file) of defendant 3's
website dated 04/01/2021 showing network connections (server

request) with Yieldlove,

submitted as Annex K 85

Based on the header bidding script of Yieldlove, the following DSPs were called and all data
parameters and personal data of the plaintiff relevant for the execution of the auction were

transferred to them, inter alia, to the 2nd defendant:

o Criteo,

o Adscale,

o Xandr (defendant 2),

o Smartadserver,

o Adform,

o OpenXand

o other third-party providers such as NuggAdd and Adscale.
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X Headers Preview Response Initiator Timing

¥ Request initiator chain

¥ https://onlinemarketing.de/
¥ https://storage.googleapi: /adlib/ 2_adlib.js
¥ https://cdn-a.yieldlove.com/yieldlove-bidder.js?onlinemarketing.de
¥ https://gum.criteo.com/sid/json?origin=prebid&topUrl=https%3A%2F32Fonlinemarketing.de%2F&:domain=onlinemarketing.ded:gdprString=CPDalLctPDaLe0AFADBDEBSCSAP_AAH_AAAYg
https://mug.criteo.com/sid?cpp=N9iC5Xx1dGINazB3Q3pXSWVHZWtVRzI)Q1NWYmMhCMIMISJIEVWpZTGUWU2VKamRqUOxrQ2V6bmVOWGRSMOIxa3hEbIRmY1ZER2s4cjVmemgwbnpLSESIR
https://hb.adscale.de/dsh
https://ib.adnxs.com/ut/v3/prebid
https://prg.smartadserver.com/prebid/v1
https://prg.smartadserver.com/prebid/v1
https://adx.adform.net/adx/2rp=4&bWIkPTc4NzAXNIZOcmFuc2FjdGlvbkIkPTAZMzgxZDNmLThKNTYtNDMyNy04MzkzLWQ2M2U30WYSNDk4OA%3D%3D & bWIKPTc4NZAYMyZOcmFuc2FjdGl:
https://yieldlove-d.openx.n .0/arj?ju=https%3A%2F%2Fonlinemarketing.de%2Fa&ich=UTF-8&res=1739x979x24&ifr=false8itz=-608itws=1740x511&be=1&bc=hb_pb_3.0.2&dddid=033|
v https://js.adscale.de/usercol s
https://ih.adscale.de/userconnect?ssl=18&sid=585d16ce-8a87-411e-886b-579643e179708cbfn=stroeerCoreConnect&ts=16163321794548umd=falsedigdpr=1&gdpr_consent=CPDaLctP|
¥ https://si.nuggad.net/rc2nuggn=571289945&nuggsid=1029839715&gdpr=1&gdpr_consent=CPDalLctPDalLe0AFADBDEBSCSAP_AAH_AAAYgG6Nd_X_fb39j-_59_9t0eY1f9_7_v20zjheds-8Nyj
https://nugmw.userreport.com/rc-ap/00fd835a-032e-49ed-9c08-a058e5863b5d/si.nuggad.net/nuggad?nuggn="571289945&inuggsid=10298397158gdpr=18gdpr_consent=CPDalLctPC|
https://ih.adscale.de/nuggad?/nvars/d7=2&d10=1&d2=3&d4=18d11=58d8=2&d9=2&d12=4&d1=28&d3=1
https://sak.userreport.com/sdm/launcher,js
+//tracking.yieldlove-ad-serving.net/hb2.php
://api.yieldlove-ad-serving.net/v1/bl/4574/4678423083
d5-sync.com/g/v2/433.json?gdpr_consent=CPDalLctPDaLe0AFADBDEBSCSAP_AAH_AAAYGGENG_X_fb39j-_59_9t0eY1fa_7_v20zjheds-8Nyd_X_LeX42M7vB36pg4KuR4EU3LBAQFIHOHU
+//prg.smartadserver.com/prebid/v1
+//adx.adform.net/adx/?rp=4&bWIkPTcANzAYMyZ0cmFuc2FjdGlvbkIkPTdhOWQOZGY1LWEyMDAtNGYXMiO5MDY2LWE2Y2RhMzY40GIzMw%3D%3D&pt=grossaistid=44ba1bd9-75db-4
b.adnxs.com/ut/v3/prebid
b.adscale.de/dsh
jieldlove-d.openx.net/w/1.0/arj?ju=https%3A362F%2Fonlinemarketing.ded%2F8ich=UTF-8&res=1739x979x24 &ifr=false&itz=-608itws =1740x6208be=18&bc=hb_pb_3.0.2&dddid=739
s.adscale.de/userconnect,js
://tracking.yieldlove-ad-serving.net/hb2.php

It was established that the technical standard of the 1st defendant OpenRTB was used for the
execution of the auctions. Among other things, the relevant server request for the execution of the
Real Time Bidding auction was also made to Adform (cf. partial printout of the website archive file
(HAR file) of the website of the 3rd defendant dated 25.03.2021 under display of the network

connections (server request) with Adform, already submitted as Annex K 82).

In the process, several bid responses were sent back to Adform from the DSPs, from which details
of the real-time auctions conducted can be observed. The server response ("Response") contains
unique references to Real Time Bidding auctions ("bidder": "adform", "bid", "prebid modules",
"isStroeer2ndPriceAuctionon”, "cmp", "cutofPrice": "0.52"), thus evidencing the dissemination of
plaintiff's personal data based not only on the OpenRTB technical standard, but also on defendant
1's Content Taxonomy and Audience Taxonomy technical standards when accessing health-related

articles on defendant 3's website.
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Offer of Proof: partial printout of the website archive file (HAR file) of the 3rd defendant's
website dated 04/01/2021 showing the server response with details of the

Real Time Bidding auction conducted,

submitted as Annex K 86

The execution of the auction on 01.04.2021 with the disclosure of the plaintiff's personal data to

an unspecified number of DSPs amounted to 42 milliseconds.
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X Headers Preview Response |Initistor Timing

Queusd at 18707.8 days

Started at 18707.8 days

Connection Start DURATION

Stalled
Explanation 2ps
Server Timing TIME
During development, you can use the Server Timing AP to add insights into the server-side timing of this request.
Offer of proof: partial printout of the website archive file (HAR file) of the 3rd defendant's

website dated 01.04.2021 showing the duration between server request
and server response with details of the Real Time Bidding auction

conducted,

presented as Annex K 87

2. Processing of particularly sensitive data relating to the applicant

a) Location

According to the legal definition in art. 2 lit. ¢ of Directive 2002/58/EC as amended by Directive

2009/136/EC (hereinafter referred to as the ePrivacy Directive), location data are:

"[...] data processed in an electronic communications network indicating the geographical location of the terminal

equipment of a user of a publicly available electronic communications service; |[...]".

Recitals 71 and 75 of the ePrivacy Directive confirm the particular sensitivity of location data. The

ECJ also emphasized this in the "Child Focus" case [judgment of 06.10.2020, C 511/18 para. 117]:

"'[...] traffic and location data may reveal information on a significant number of aspects of the private life of the
persons concerned, including sensitive information such as sexual orientation, political opinions, religious,
philosophical, societal or other beliefs and state of health, given that such data moreover enjoys special protection
under EU law. Taken as a whole, that data may allow very precise conclusions to be drawn concerning the private
lives of the persons whose data has been retained, such as the habits of everyday life, permanent or temporary
places of residence, daily or other movements, the activities carried out, the social relationships of those persons
and the social environments frequented by them. In particular, that data provides the means of establishing a

profile of the individuals concerned, information that is no less sensitive, having regard to the right to privacy,
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than the actual content of communications (see, to that effect, judgments of 8 April 2014, Digital Rights, C-293/12
and C-594/12, EU:C:2014:238, paragraph 27, and of 21 December 2016, Tele2, C-203/15 and C-698/15,
EU:C:2016:970, paragraph 99).

The location of the data subject can be transmitted in bid requests. Likewise, the IP address may
be transmitted, by means of which the location can be determined under certain circumstances.
This location information may reveal health or religious affiliation information and is also used for

this purpose by companies participating in Real Time Bidding.

For example, UberMedia, a data broker headquartered in California that operates in the EU, has
publicly disclosed that it trades data from IAB OpenRTB bid requests. It refers to it as "bid stream"
data [UberMedia, SDK Data Impact to the Vista API, available at: [archived]:
https://www.iccl.ie/wp-content/uploads/2020/11/SDK_Data_Impact_to_the_Vista_API-
UberMedia.pdf], p. 2].

["Bid Stream Data: UberMedia is a marketing demand side platform and participates in ad exchanges, thus
collecting data in the process of displaying banner and video ads in over 100,000 apps (~68% of data by volume).
This data is also known as RTB data and is collected from an SDK installed by app publishers. [...]”

Elsewhere, the company announced that location data from OpenRTB bid requests is accurate to
within less than 10 feet. This is equivalent to about 3.05 meters [UberMedia, Location data sources,
available at: [archived]: https://www.iccl.ie/wp-
content/uploads/2020/11/Location_Data_Sources_One_Sheet-UberMedia.pdf], last accessed
03/23/2021, p. 2].

Company representatives said data from bid requests had a "significant amount of high quality due
to scale." The original states [UberMedia, Location data sources, retrieved from: [archived]:
https://www.iccl.ie/wp-content/uploads/2020/11/Location_Data_Sources_One_Sheet-
UberMedia.pdf], last accessed 03/23/2021]:

"[...] significant amount of high quality due to scale [...]
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In March 2020, UberMedia published a study on how far Italian citizens traveled during the Covid

19 pandemic.

The CEO of UberMedia wrote about OpenRTB data as a source for profiling [Datta, A largely ignored
but critical dimension to incorporate in understanding consumers on mobile, The Data Source,
Oracle, 2016, available at: https://cdn2.hubspot.net/hubfs/4309344 /the-data-source-magazine-
fall-2016.pdf), last accessed 23/03/2021, p. 22]:

"[...] Ad requests are not only information-rich, but are also relatively easy to interpret, given the structure
imposed on them by standards bodies (such as the IAB OpenRTB organization). [...] Bid requests (BRQs) [...]

represent a key source of data [...]".

UberMedia is not alone; Mobilewalla, a Kolkata-based data broker, has publicly stated that the
company collects OpenRTB data on individuals and has millions of profiles of devices in the
European Union [Mobilewalla, Time: A critical dimension of understanding mobile consumers,
presentation hosted at AdSquare.com, March 2017, available at: https://www.adsquare.com/wp-

content/uploads/2017/03/08_AIM_Mobilewalla.pdf, last accessed 21/03/2021].

Mobilewalla uses IAB OpenRTB data to profile people over a period of years and analyze where a
person is now, how many times they have been to that location before and whether the location is
their home, workplace or other location [full listing of information collected: Mobilewalla,
Mobilewalla Aggregated Data Dictionary, 2020, available at:
https://cdn2.hubspot.net/hubfs/4309344 /Content%200ffers/Mobilewalla%20Data%20Diction

ary_Aggregated_FEB2020.pdf, last accessed 12/09/2020)]. This allows the company to categorize

people as "expectant parents,” "dieting and weight loss," "low income," and many more.

The company's CEO revealed in an article that Mobilewalla uses IAB OpenRTB location data to find
out people's religious beliefs [Datta, A largely ignored but critical dimension to incorporate in
understanding consumers on mobile, The Data Source, Oracle, 2016, available at:
https://cdn2.hubspot.net/hubfs/4309344 /the-data-source-magazine-fall-2016.pdf), last
accessed 23/03/2021, p. 22]:

"[...] Note that the data elements that enable behavioral persistence identification are already embedded in ad
requests-timestamps and location. [...] To identify regular churchgoers, we must figure out which devices have

appeared in churches weekly over a period of six months |[...]".

Mobilewalla uses OpenRTB data on a massive scale. An engineer who worked for the company
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between 2014 and 2019 [Jiang HaoYuan, https://haoyuan90.github.io/Resume/] said what
Mobilewalla had produced:

"[...] a data segmentation product [...] on top of collected mobile bid stream data [...]".

b) Viewed online content

aa) Website currently under consideration

Beyond location data, information about the website or app where an auction is taking place is also
transmitted in the bid request, which may constitute special category data. For example, the use of
a dating app that targets homosexuals allows conclusions to be drawn about the person's sexual

orientation.

bb) Data classified by means of content taxonomy

In addition, bid requests may contain information about what content the data subjects are
currently accessing, in the form of tags specified by the 1st defendant's standard content taxonomy.
Categories are used from which the political opinion, religion, health data or sexuality of the data

subject can be inferred.

Defendant 1 has publicly acknowledged that Content Taxonomy discloses special category data and

has adopted the acronym "SCD" ("Special Category Data") to identify it,

"[...] to minimize the risk that content categorization signals within Open RTB (Real Time Bidding) requests could

be used to generate sensitive data points about things like race, politics, religion or other personal characteristics

that could result in discrimination. [...]”

Offer of Proof: Entire printout of 1st defendant's website, Final Audience Taxonomy v1.1
and Content Taxonomy v2.1 provide additional consumer privacy
safeguards, as amended 09/07/2020, available at:
https://iabtechlab.com/blog/final-audience-content-taxonomies-provide-

additional-consumer-privacy-safeguards/, last accessed 03/24/2021,

submitted as Annex K 88
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However, the 1st defendant has confirmed that the addition of the abbreviation to the relevant
categories of the standard does not mean that data of this type will no longer be processed. Its
senior manager Benjamin Dick, on the other hand, wrote to the plaintiff in an email dated

27.08.2020:

"[...] the SCD flag is a marker that those categories should be treated with special consideration [...]".

Offer of Proof: Printout of email from Benjamin Dick to plaintiff dated 8/27/2020,
submitted as Annex K 89

The table below shows some of the interests included in the Content Taxonomy v2.2 standard for

distribution in OpenRTB bid requests. For example, "Mental Health", "Infertility", "Cancer" and

"Substance Abuse" are included.
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Content Taxonomy Mapping

AB Tech Lab common license

ontent Taxonomy version 2.2

Relational ID System

nique ID  Parent Name Tier 1 Tie
289 287 Ear, Nose and Throat Conditions Medical Health Dis
290 287 Endocrine and Metabolic Diseases Medical Health Dis
291 290 Hormonal Disorders Medical Health Dis
292 290 Menopause Medical Health Dis
293 290 Thyroid Disorders Medical Health Dis
294 287 Eye and Vision Conditions Medical Health Dis
295 287 Foot Health Medical Health Dis
296 287 Heart and Cardiovascular Diseases Medical Health Dis
297 287 Infectious Diseases Medical Health Dis
298 287 Injuries Medical Health Dis
299 298 First Aid Medical Health Dis
300 287 Lung and Respiratory Health Medical Health Dis
301 287 Mental Health Medical Health Dis
302 287 Reproductive Health Medical Health Dis
303 302 Birth Control Medical Health Dis
304 302 Infertility IMedical Health Dis
305 302 Pregnancy Medical Health Dis
306 287 Blood Disorders Medical Health Dis
307 287 Sexual Health Medical Health Dis
308 307 Sexual Conditions Medical Health Dis
309 287 Skin and Dermatology Medical Health Dis
310 287 Sleep Disorders Medical Health Dis
3N 287 Substance Abuse Medical Health Dis
312 287 Bone and Joint Conditions Medical Health Dis
313 287 Brain and Nervous System Disorders Medical Health Dis
314 287 Cancer Medical Health Dis
315 287 Cold and Flu Medical Health Dis|
316 287 Dental Health Medical Health Dis
317 287 Diabetes Medical Health Dis
318 287 Digestive Disorders Medical Health Dis
319 286 Medical Tests Medical Health Me
320 286 Pharmaceutical Drugs Medical Health Ph
321 286 Surgery Medical Health Su
322 286 Vaccines Medical Health Va
323 286 Cosmetic Medical Services Medical Health Co
324 Movies Movies
325 324 Action and Adventure Movies Movies Aci

Content Taxonomy v2 ’ Taxonomy ID Mapping

Offer of Proof:

Partial printout of 1st defendant’s Protocol technical specifications, Content
Taxonomy v2.2, as amended December 2020, available at:
https://iabtechlab.com/standards/content-taxonomy/, last accessed

03/22/2021,

submitted as Annex K 90

There are also categories related to the user's religion:
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Content Taxonomy Mapping
IAB Tech Lab common license
Content Taxonomy version 2.2
Relational ID System
|Unique ID Name Tier 1 Tier 2
443 441 Retail Property Real Estate Retail Property
444 441 Vacation Properties Real Estate Vacation Properties
445 441 Developmental Sites Real Estate Developmental Sites
446 441 Hotel Properties Real Estate Hotel Properties
447 441 Houses Real Estate Houses
448 441 Industrial Property Real Estate Industrial Property
449 441 Land and Farms Real Estate Land and Farms
450 441 Office Property Real Estate Office Property
451 441 Real Estate Buying and Selling Real Estate Real Estate Buying and Selli
452 441 Real Estate Renting and Leasing Real Estate Real Estate Renting and Lea:
453 Religion & Spirituality Religion & Spirituality
454 453 Agnosticism Religion & Spirituality ~ Agnosticism
455 453 Spirituality Religion & Spirituality  Spirituality
456 453 Astrology Religion & Spirituality ~ Astrology
457 453 Atheism Religion & Spirituality ~ Atheism
458 453|Buddhism |Religion & Spirituality ~ Buddhism
459 453 Christianity Religion & Spirituality  Christianity
460 453 Hinduism Religion & Spirituality ~ Hinduism
461 453 Islam Religion & Spirituality  Islam
462 453 Judaism Religion & Spirituality ~ Judaism
463 453 Sikhism Religion & Spirituality ~ Sikhism
464 Science Science
465 464 Biological Sciences Science Biological Sciences
466 464 Chemistry Science Chemistry
467 464 Environment Science Environment
468 464 Genetics Science Genetics
469 464 Geography Science Geography
470 464 Geology Science Geology
47 464 Physics Science Physics
472 464 Space and Astronomy Science Space and Astronomy
Offer of Proof: Partial printout of 1st defendant’s Protocol technical specifications, Content
Taxonomy v2.2, as amended December 2020, available
https://iabtechlab.com/standards/content-taxonomy/, last accessed
03/22/2021,
submitted as Annex K91
Offer of Proof: Full printout of 1st defendant’s Protocol technical specification, Content

Taxonomy v2.2,

https://iabtechlab.com/standards/content-taxonomy/, last

03/22/2021,

as amended December

2020, available
accessed
submitted as Annex K 92

Defendant 2 itself acknowledges that it uses defendant 1's Content Taxonomy.
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Offer of Proof: Partial printout of 2nd defendant's website, Incoming Bid Request from
SSPs, as amended 06/04/2021, available at:

https://docs.xandr.com/bundle/supply-partners/page/incoming-bid-
request-from-ssps.html, last accessed 06/04 /2021,

submitted as Annex K 93

Defendant 1’s Content Taxonomy is used, for example, by a data broker company called
“OnAudience”. The company offers for sale personal profiles of over 200 individuals in Ireland
categorized as interested in "Incest & Abuse Support” [OnAudience: Audience Taxonomy, formerly
available at: https://www.onaudience.com/taxonomy/ireland, last accessed on: 09/15/2020,
OnAudience recently removed this information from their website]. This category comes from
defendant 1’s standard Content Taxonomy. OnAudience states that it uses standards of the 1st
defendant [Oracle Data Cloud: "OnAudience.com: a buyers guide", available at:
http://www.oracle.com/us/solutions/cloud/data-directory-2810741.pdf, last accessed on
07.04.2021, p. 109].

Furthermore, OnAudience offers 100 profiles of people from the category "Brain Tumor”, 1,300
with the attribute "AIDS & HIV" and 1,200 people to the category "Substance Abuse." [archived
screenshots available at: https://www.iccl.ie/wp-content/uploads/2020/11/screencapture-
onaudience-taxonomy-ireland-2020-09-15-06_25_49.png and at: https://www.iccl.ie/wp-
content/uploads/2020/11/screencapture-onaudience-taxonomy-ireland-2020-09-15-06_25_49-

2.png].

OnAudience stated that it collects data from DSPs that receive OpenRTB bid requests from

Advertising Exchanges such as defendant 2 or data from Oracle Data Cloud [OnAudience.com,
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Oracle Audiences: A buyers guide, available at: http://www.oracle.com/us/solutions/cloud/data-

directory-2810741.pdf, last accessed 07/04/2021, p. 110]:

"[...] We analyze more than several billion impressions daily working closely with DSP and DMP partners [...].

Defendant 3 allows both OnAudience and Oracle Data Cloud to have a presence on its website.

This allows these companies to build profiles by constantly monitoring website views as well as

viewed website content:

"[...] observing [...] websites visited, content consumed and history paths to find clear behavior patterns and proper

level of intent” [...].

The Article 29 Working Party has confirmed [Art. 29 Working Party: Guidelines on Automated
individual decision-making and Profiling for the purposes of Regulation 2016/679, WP 251 rev.

01] that special category data are involved:

"[...] Profiling can create special category data by inference from data which is not special category data in its own
right but becomes so when combined with other data. For example, it may be possible to infer someone’s state of

health from the records of their food shopping combined with data on the quality and energy content of foods. [...]”

Incidentally, data that refer to an individual but are inaccurate also constitute personal data.

Otherwise, the right of rectification under art. 16 GDPR would have no scope.

According to a case study published by OnAudience, the company profiled over 1.4 million people
to influence the 2019 Polish general election. Through data obtained via OpenRTB, they built
profiles on these people's sexuality and political views [OnAudience, Creating custom segments for
"I vote for love" campaign, p. 1, archived available at:
http://web.archive.org/web/20201004015441 /https://www.onaudience.com/files/Case-Study-
VMLYR-OnAudience.pdf, last accessed on 2020-09-15].

cc) Data classified by means of audience taxonomy

Finally, "segments" can also be transmitted with a bid request, which classify the website or app
user as such into categories. These segments originate from the standard Audience Taxonomy of

the 1st defendant. This is stated in a communication of the 1st defendant:

Page 110 of 174



"[...] With the introduction of IAB Tech Lab's Audience Taxonomy 1.0, the industry now has a common nomenclature

for audience segment names to improve comparability of data across different providers. [...]”

Audience Taxonomy, according to the 1st defendant, is to be used as part of OpenRTB so that DSPs

(DSPs) receive the segment identifier with the bid requests and make appropriate allocations:

["Sophisticated DSPs will be able to adjust weighting / frequency of use for different audience segments and
vendors in real-time. DSPs will also be able to adjust the price paid for data and / or bid prices for audience + media

packages, using the taxonomy to compare similar segment performance across vendors. [...]”

Offer of Proof: Entire printout of 1st defendant's website, Audience Taxonomy, as amended
April 2020, available at: https://iabtechlab.com/standards/audience-
taxonomy/, last accessed 03/24/2021,

submitted as Annex K 94

Audience Taxonomy is used to categorize people into segments based on their individual

characteristics. Version 1.0 includes 1,679 attributes that can be added to people's profiles.

Here are some examples that relate to health status:
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Offer of Proof: Partial printout of 1st defendant’s Protocol technical specifications,

Audience Taxonomy v1.0, as amended May 2018, available at:
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https://iabtechlab.com/standards/audience-taxonomy/, last accessed

03/23/2021,
submitted as Annex K 95

Audience Taxonomy also provides attributes related to religious affiliation:
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Offer of Proof: Partial printout of 1st defendant’s Protocol technical specifications,

Audience Taxonomy v1.0, dated 2018, available at:
https://iabtechlab.com/standards/audience-taxonomy/ last accessed

03/23/2021,

submitted as Annex K 96

In addition to information on the financial situation of the website visitor, Audience Taxonomy v1.0
also contains information on political preferences, which can be used to influence advertisements

in the run-up to an democratic election.
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Offer of Proof: Partial printout of 1st defendant’s Protocol technical specifications,
Audience Taxonomy v1.0, as amended May 2018, available at:
https://iabtechlab.com/standards/audience-taxonomy/, last accessed
03/23/2021,
submitted as Annex K 97
Offer of Proof: Entire printout of 1st defendant’s Protocol technical specifications,

Audience Taxonomy v1.0, as amended May 2018, available at: https
https://iabtechlab.com/standards/audience-taxonomy/, last
03/29/2021,

accessed

presented as Annex K 98

A new version also exists (Audience Taxonomy v1.1.), in which some of these particularly sensitive

attributions have been removed, but not the majority. Both versions are available for download on

the website of defendant 1.

Categories are included that describe health, debt, crime, political views, and religious affiliation.

There are also categories that describe personal wealth. For example:

e Personal wealth: very low net wealth (IAB code 193), debts (IAB code 537)
e Household: rural (IAB code 147)
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e Personal interests: Vaccinations (IAB code 404)

e Health related issues: Weight loss (IAB code 414)
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Offer of Proof: Partial printout of 1st

Audience Taxonomy v1.1,

https://iabtechlab.com/standards/audience-taxonomy/,

03/24/2021,

Offer of Proof:

Taxonomy vl.1, as

defendant’s Protocol technical specifications,

as amended April 2020, available at:

last accessed

submitted as Annex K 99

Entire printout of 1st defendant’s Protocol technical specification, Audience

amended  April 2020, available at

https://iabtechlab.com/standards/audience-taxonomy/, last accessed Feb.

12,2021,

presented as Annex K100
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The 2nd defendant admits that it only accepts bid requests from SSPs if a "Xandr user ID" is
included in order to enable "segment targeting”, i.e. the use of categories from the 1st defendant's
technical standard (cf. already point A. II. 2. d), p. 28) for the placement of advertisements [cf.
partial printout of the 2nd defendant's website, Documentation Center: User ID Mapping, available
at: https://docs.xandr.com/bundle/supply-partners/page/user-id-mapping.html, last accessed on
25.03.2021, already submitted as Annex K 78].

"[...] When you send Xandr a bid request, Xandr responds with a bid only when we can map your request to a Xandr

user ID. Without this user ID, we can't apply basic trafficking strategies for our advertisers, such as user frequency

capping and segment targeting. [...]".

c) Consent String Record

As described in section A. IL. 1. (p. 15), an identifier called a Consent String is sent with a bid request.

The Consent String is a unique identifier about a person that records which websites and apps they
have used. For example, the consent string records whether a person uses a gay dating app, a Bible

app, reads conservative online newspapers, or visits cancer forums or union websites.

The following data is contained in the Consent String:

e A permanent record of the exact time (to within a tenth of a second) and date that the TCF
Consent String was first created about the individual (this timestamp is highly likely to be
unique to each individual);

e Language of the person;

e the country in which the website being viewed is hosted;

o The options the individual selected in the TCF Consent & Transparency Notices;

e the version of the Consent Management Platform;

o the exact time (to a tenth of a second) and date when the record was last modified. This

allows anyone with access to the Consent String to add new data about the person.
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Offer of Proof: Partial Printout of 1st defendant's Technical Specification, Transparency
and Consent String with Global Vendor & CMP List Format, as amended
December 2019, available at:
https://github.com/InteractiveAdvertisingBureau/GDPR-Transparency-
and-Consent-Framework/blob/master/TCFv2/1AB%20Tech%20Lab%20-
%?20Consent%20string%20and%20vendor%20list%20formats%20v2.md
#the-core-string, last accessed 03/24 /2021,

submitted as Annex K 101

Offer of Proof: Entire Printout of 1st defendant's Technical Specification, Transparency
and Consent String with Global Vendor & CMP List Format, as amended
December 2019, available at:
https://github.com/InteractiveAdvertisingBureau/GDPR-Transparency-
and-Consent-Framework/blob/master/TCFv2/1AB%20Tech%20Lab%20-
%?20Consent%20string%20and%20vendor%20list%20formats%20v2.md
,last accessed 03/29/2021,

submitted as Annex K 102

The underlying Transparency & Consent Framework is used for 80% of such activities in Europe,
so the overview of the Internet usage behaviour of the data subjects is likely to provide very

intimate insights.

d) Extensions

As shown in A.Il.1, OpenRTB bid requests also include "extensions".

This allows additional personal data, including special category data, to be included in the bid

request.

"[...] Extended identifiers support in the OpenRTB specification allows buyers to use audience data in real-time bidding [...]."
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Object: Extended Identifiers

The exchange should
ensure that business agreements allow for the sending of this data. Note, it is assumed that exchanges and DSPs will collaborate with the
appropriate regulatory agencies and ID vendor(s) to ensure compliance.

Attribute Type Definition
] Source or technology provider responsible for the set of included IDs. Expressed as a top-
source string -
level domain.
- . Array of extended ID UID objects from the given source . Refer to Object: Extended Identifier
uids object array
UIDs.
ext object Optional vendor-specific extensions.
Offer of Proof: Partial printout of 1st defendant’s Protocol Technical Specifications, AACOM

Specifications v1.0, as amended June 2020, available at:
https://github.com/InteractiveAdvertisingBureau/AdCOM /blob/master/
AdCOM%20v1.0%20FINAL.md#object--extended-identifiers-, last
accessed 03/24/2021,

submitted as Annex K 103

This can be used to send further unknown personal data, such as data from existing customer

databases.

e) Sensitive data of the plaintiff were processed.

Plaintiff visited the website at the URL:
https://onlinemarketing.de/karriere /unternehmenskultur/gefahrdet-mein-job-meine-

gesundheit-corona-ruckenschmerzen-stress-risikofaktoren-arbeitsplatz and accessed an article
there entitled "Is my job putting my health at risk? Corona, back pain and stress as risk factors in

the workplace".

The fact that the plaintiff has called up this article allows conclusions to be drawn about his state
of health, namely that he might be affected by stress or back pain or fear an infection with the
coronavirus at his workplace. Regardless of whether categories according to the Content
Taxonomy were transferred in the corresponding bid requests, these conclusions are already

possible on the basis of the retrieved URL.

This information was sent to a large number of companies, as described in section A. II. 3. b) (p.49).
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3. Norequest for explicit consent for special categories of personal data

When calling up the website of the 3rd defendant, no explicit consent is requested for the

processing of the aforementioned special categories of personal data in accordance with art. 9 para.

2 lit. a GDPR.

Viaiting for images-dup-b.taboola.com...

German English

Googhe Truralat

Privatsphare-Informationen

Wir und unsare Drittanbieter nutzen Technologian (z. 8. Cookies), um Informationen auf
Nutzergerdten zu speichern und abzurufen, um persénliche Daten, wie Adressen oder
Browserdaten 2u verarbeiten. Sie kénnen der Verarbeitung Ihrer perssnichen Daten f0r
die unten Alternativ karnen Sie Ihre
Ei bevor Sie oder ablehnen. Bitte

beachten Sie, dass manche Anbleter basierend auf legitimen Geschaftsinteressen Ihre

G Daten , ehne nach Ihrer zu fragen. Um Ihe Racht auf
Widerspruch gegen die Verarbeitung suf der Basis von legitimen Geschiftsinteressen
auszulben, sehen Sle sich bitte unsere Anbleterliste an. You can change your privacy
settings o withdraw your consent at any time by clicking on cur Privacy Button.

@ Datenschutzerifiinng 5 impressum  QF Anbistertiste € Enstelhngen verwalten

Verarbeitungszwecke

Informationen auf einem Gerat speichern undfoder abrufen
Auswahl einfacher Anzeigen

Ein personalisiertes Anzaigan-Profil erstellan
Personalisierte Anzeigen auswahlen

Ein personalisiartes inhalts-Frofil arstallon

Personaiisierte Inhalte auswihlen

einstelld3gen
Ll Alles ablehnen

Alles akzeptieren und
weiter

Pemared by Usercenn 4 Corsent Marsgerment

Offer of Proof:

Offer of Proof:

Printout of the home page of the website at the URL

www.onlinemarketing.de of the 3rd defendant dated 26/03/2021,

already submitted as Annex K 26

Entire Printout 3rd defendant’s website, Privacy Information, as of
03/25/2021, available at: https://onlinemarketing.de, last accessed
03/25/2021,

submitted as Annex K 104

4. Contributions by the defendants

With regard to the contributions of the defendant, reference is made to the motion to 1 (point A. IL.
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5., p. 80).

V. Concerning motion 4
1. Transfer of data to third countries
The 3rd defendant states in the privacy settings on its website that it transmits personal data of

website visitors, i.e. data of the plaintiff (section A. II. 3., p. 27f.) to the 2nd defendant in the USA on
the basis of the technical standards provided by the 1st defendant (section A. Il. 2., p. 25f.).

Privacy Einstellungen

Sie ktinnen unten suf detailiertere Informatianen ober alle prarh:-n ingszwedke und
Drittanbieter, die auf dieser Websete implementiert sind, zugreifen, Se kdnnen lnre
Privatsphare-Einstdlurgen basierend auf besonderen Ve
Anbeter-Leve jederzeit anpazsen

arbe'tungszwecken und auf

& Datenschuszerdarung & Impressum

Verarbeilungszwede Anbieter
N
Xandr, Inc. Logtines Interwsse @) Fewitiguns (R~
YOC AG Logtines Interesse @) Frwitigune (B
YicldLift LLC Erwiligung --
Yicldlab AG Erwiligung \
Yicldlove GmbH Legtines Interesse @) Eewitigun (R

Einstellungen Alles akzeptieren und

Offer of Proof: Partial Printout of 3rd defendant’s website, Privacy Settings, as of
3/24/2021, available at https://onlinemarketing.de, last accessed
3/24/2021,

submitted as Annex K 105
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The list of third parties to which personal data are transferred is more than 200 pages long. Data

subjects must therefore scroll through 200 pages to understand the consequence of their consent.

Offer of Proof: Entire Printout of 3rd defendant’s website, Privacy Settings, as of
03/25/2021, available at https://onlinemarketing.de, last accessed
03/25/2021,

submitted as Annex K106

Neither in the data protection information nor in the privacy settings of the 3rd defendant is there
any information on the existence of a so-called adequacy decision of the EU Commission, or any
other appropriate or adequate guarantee to ensure an adequate level of protection, for the third
country transfer to the USA [cf. complete printout of the data protection information of the 3rd
defendant's website of 22.03.2021, available at
https://onlinemarketing.de/datenschutzerklaerungen, last accessed on 22.03.2021, already

submitted as Annex K 2].

Data transfers abroad in the context of real-time bidding auctions are also worrying US lawmakers.
At the beginning of April this year, a bipartisan group of members of the US Senate sent a letter to
the largest online advertising exchanges, including the American telecommunications company
AT&T, of which the 2nd defendant is a subsidiary. In particular, the senators demand information
on the foreign companies to which personal data is transferred during real-time bidding in order
to be able to assess the resulting threats to national security [Patience Haggin, U.S. Senators Ask
Digital-Ad Auctioneers to Name Foreign Clients Amid National-Security Concerns, Wall Street
Journal Online, 02.04.2021 available at: https://www.wsj.com/articles/u-s-senators-ask-digital-
ad-auctioneers-to-name-foreign-clients-amid-national-security-concerns-11617393964,

retrieved on 06.04.2021].

2. Contributions by the defendants

With regard to the defendant's contributions, reference is made to the motion under 1 (point A. II.

5., p. 80£).
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B. Legal assessment

I. Admissibility of the action

1. International jurisdiction of the Hamburg Regional Court

The court seized has international jurisdiction pursuant to art. 79 para. 2 sentence 1 GDPR. For the
establishment of international jurisdiction in disputes concerning claims arising from the GDPR,

the existence of an establishment in Germany is sufficient.

The term "establishment” in art. 79 para. 2 sentence 1 GDPR is to be understood broadly. According
to recital 22 p. 2 of the GDPR, establishment only requires "[...] the effective and real exercise of
activity through stable arrangements.” Furthermore, the third sentence of the recital states that
"[t]he legal form of such arrangements, whether through a branch or a subsidiary with a legal

personality, is not the determining factor in that respect. “

For example, in the "Weltimmo" case, the EC] ruled that the activities of an agency that operates a
website and undertakes marketing activities are sufficient for the existence of an establishment by
means of a "fixed establishment" [EC], judgment of 01.10.2015 - C- 230/14 = ZD 2015, 580, paras
28, 32 - Weltimmo].

Similarly, according to the judgment of the EC] in the case "Google Spain and Google" on the concept
of establishment under data protection law, the phrase "processing in the context of the activities
of an establishment" must be interpreted broadly and effectively with a view to the protection of
fundamental rights and freedoms (art. 7 and art. 8 CFR) [ECJ, Judgment of. 13.05.2014 - C-131/12
=7D 2014, 350, para. 53 - Google Spain and Google]. In this respect, too, only advertising activities
of an agency are sufficient. The decision states with regard to the activities of an establishment

(para. 55):

"[...Jif the latter is intended to promote and sell, in that Member State, advertising space offered by the search

engine which serves to make the service offered by that engine profitable.. [...]“

Three specially seconded employees ("dedicated staff") and a managing director who acts as the
public representative, permanently represent the 1st defendant in the business premises of
vonwersch Digital Strategies GmbH in Hamburg, and handle key aspects of the 1st defendant's

business and look after the market relations with partners in Europe, show that there is an effective
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and actual exercise of an activity through stable arrangements. This establishment is recognizably

ofa permanent nature.

The 2nd defendant is permanently represented by the German subsidiary, AppNexus Germany

GmbH, at its registered office in Hamburg.

The 3rd defendant is itself domiciled in Hamburg.

2. Local and subject-matter jurisdiction of the Hamburg Regional Court

The subject-matter jurisdiction of the Hamburg Regional Court follows from section 44 para. 1
sentence 1 of the Bundesdatenschutzgesetz (BDSG, Federal Data Protection Law) as the place of

establishment of the controller.

Notwithstanding the foregoing, territorial jurisdiction is derived from section 32 ZPO, since the

defendant's unlawful data processing constitutes a tortious act under national law.

Pursuant to sections 71 para. 1, 23 no. 1 Gerichtsverfassungsgesetz (GVG, Court Constitution Act),

the court seized has subject-matter jurisdiction.

II. Merits of the action

The action is well founded.

1.  Burden of proof of the defendant

The defendants have the full burden of proof for the lawfulness of the processing due to the legal
regulation. The established obligations to provide evidence from art. 5 and art. 24 GDPR also

regulate the burden of proof.

The responsible parties are subject to a reversal of the burden of proof in data protection [Kramer
in: Paschke/Berlit/Meyer/Kréner, Hamburger Kommentar Gesamtes Medienrecht, 2021,
9.1.76.C.IX,, marginal no. 47].

[f the controller cannot prove compliance with the principles of art. 5 para. 1 of the GDPR, contrary
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to his accountability obligation under art. 5 para. 2 of the GDPR, this is at his expense [see Herbst
in: Kiihling/Buchner, DSGVO/BDSG, 2nd ed. art. 5, para. 77 et seq.]

Art. 24 para. 1 sentence 1 of the GDPR also contains an obligation to provide evidence, which, as
part of an effective compliance and control system including the accountability obligation, also
extends to the technical-organisational measures and precautions mentioned in art. 24 para. 1 of
the GDPR, and is thus to be understood more broadly than the principles mentioned in art. 5 of the
GDPR [Hartung in: Kiihling/Buchner/DSGVO/BDSG, 2nd ed. 2018, art. 24, para. 20].

As a consequence of these obligations to provide evidence, the controller must always be able to
prove that the processing is carried out in accordance with the requirements of the GDPR [Hartung
in: Kiihling/Buchner/DSGVO/BDSG, 2nd ed. 2018, art. 24, marginal no. 20]. Therefore, the
obligations to provide evidence under art. 5 para. 2 GDPR lead to a reversal of the burden of proof
in civil proceedings [cf. Voigt, in: v. d. Busche/Voigt, Konzerndatenschutz, 2nd ed. 2019, Part 2, Ch.

3, marginal no. 9 with further references].

Following this, also the LG Rostock [Urt. v. 15.09.2020 - Az.: 3 0762/19 = GRUR-RS 2020, 32027,
Rn. 44 f. ] has stated that the burden of proof for the lawfulness of the use of tracking technologies
on websites is incumbent on the responsible party due to the general obligations of proof and

accountability from art. 24 para. 1 GDPR and art. 5 para. 2 GDPR:

["The plaintiff has further argued, naming various tracking cookies, that there is a cross-website transmission of
personal data, such as the IP address. With regard to the implemented tool "Google Analytics”, the defendant has
denied that it forwards the IP address to the third-party provider. In all other respects, however, it has merely

flatly denied that a cross-website data transmission takes place.

This is insufficient in this respect, as the defendant bears the burden of presentation and proof that the design
of the website complies with data protection law, as follows from art. 5(2) and art. 24(1) GDPR (cf. BeckOK
DatenschutzR/Schantz, 32nd ed. 1.5.2020, DS-GVO art. 5, marginal no. 39 with further references). Since the
tracking technologies specifically named by the plaintiff (cf. pleading of 04.06.2020, p. 7) are not only in principle
capable, but are also regularly used precisely for the purpose of collecting personal data and transmitting it to
third-party providers, the defendant would therefore have to specifically plead and demonstrate that the
aforementioned cookies do not transmit any personal data to other websites. It has not met this burden of

presentation and proof. [...]“

Emphasis by the author.
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2.  Joint data protection responsibility of the defendants

The defendants are jointly responsible for the processing of personal data of the plaintiff, in the
sense of art. 4 para. 7 and art. 26 para. 1 sentence 1 GDPR. This processing was triggered by loading
the  website  https://onlinemarketing.de/technologie/datenschutzskandal-geheime-google-

websites-verkauf-nutzerdaten,.

According to art. 4 No. 7 GDPR, a "controller" is the natural or legal person, public authority, agency
or other body which alone or jointly with others determines the purposes and means of the
processing of personal data. If two or more controllers jointly determine the purposes and means

of the processing, they are joint controllers under art. 26 para.l, first sentence, GDPR.

a) Broad interpretation of the concept of liability

According to the established case law of the EC], the concept of controllership must be interpreted
broadly. Both according to the wording and the objective [cf. art. 1 para.l1 GDPR], a broad
interpretation is necessary in order to comprehensively ensure the protection of the fundamental
rights and freedoms of the data subjects (art. 7 and art. 8 CFR) [EC], Judg. v. 13.05.2014 - C-131/12
=7D 2014, 350, para. 34 - Google Spain and Google; EC], judgment 05.06.2018 - C-210/16 = EuZW
2018, 534, para. 28 - Wirtschaftsakademie; ECJ, judgment v. 10.7.2018 - C-25/17 = ZD 2018, 469,
para. 66 - Jehovah's Witnesses; EC], Judgment of. 24.09.2019 - C-136/17 = NJW 2019, 3503, para.
37 - Google/CNIL; EC], Judgment of. 29.7.2019 - C-40/17 = MMR 2019, 579, para. 66 - Fashion ID].

For the decision-making power over the purposes and means of data processing, it is not necessary
that the controller itself is involved in the implementation of the processing [Klabunde in:
Ehmann/Selmayr, DSGVO, art. 4 para. 36].
" Furthermore, it would be contrary not only to the clear wording of that provision but also to its objective — which
is to ensure, through a broad definition of the concept of ‘controller’, effective and complete protection of data
subjects — to exclude the operator of a search engine from that definition on the ground that it does not exercise

control over the personal data published on the web pages of third parties.” [EC] (Grand Chamber), Judgment of
13.5.2014 - C-131/12 para 34].

The Article 29 Working Party has already confirmed in 2010 that data protection accountability
may result from the actual influence on processing operations, especially in "[..Jcomplicated
environments, often making use of new information technologies, where relevant actors are often

inclined to see themselves as "facilitators” and not as responsible controllers." [Article 29 Working
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Party, WP 169, Opinion 1/2010 on the notions of "controller" and "processor”, p. 14].

The determining factor for the decision-making power on the purposes and means of processing is

therefore either

e an explicit legal competence in the form of a statutory regulation,
e an indirect responsibility based on current legal practice or traditional roles (e.g.
employer), or

e the actual influence on the processing operation

[Article 29 Working Party, WP 169, Opinion 1/2010 on the notions of "controller" and "processor”,
pp. 12, 15 et seq; Gierschmann, ZD 2020, 69, 70].

The actual influence leads to the affirmation of a data protection responsibility. A formal
assessment, e.g. how a contract is headed, is not relevant [Article 29 Working Party, WP 169,
Opinion 1/2010 on the terms "controller”" and "processor”, p. 11 f.; Laue/Kremer/Nink, Das neue

Datenschutzrecht in der betrieblichen Praxis, 2016, § 1 marginal no. 52].

Itis not necessary, according to the EC] [EC], judgment of 10.7.2018 - C-25/17 =ZD 2018, 469 para.

69], that every controller has access to the data:

"[...] the joint responsibility of several actors for the same processing, under that provision, does not require each

of them to have access to the personal data concerned|...]".

b) Liability of the defendant

The joint responsibility of the defendants is a consequence of the joint decision on the purposes

and means of the processing within the meaning of art. 26 para.1, first sentence, of the GDPR.

One of the purposes of the rules on joint responsibility is to protect the rights and freedoms of data
subjects by ensuring that data subjects (e.g. website visitors or app users) can see a clear allocation
of responsibilities. Otherwise, data subjects will not be able to exercise their rights under Art. 12-

22 GDPR to the appropriate extent.

According to Martini [Martini, in: Paal/Pauly, DSGVO/BDSG, 2021, Art. 26 marginal no. 8], art. 26
GDPR is intended to take account in particular of hybrid forms of cooperation in the digital world,

which generate new, collaborative accountability structures and thus make it more difficult for
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data subjects "to identify and understand whether personal data relating to them are being collected,

by whom and for what purpose” [cf. recital 58 p. 3 GDPR].

The provision aims to create clear attribution rules that counteract the incentive of a diffusion of

responsibility.
This is confirmed by recital 79 of the GDPR:

"The protection of the rights and freedoms of data subjects as well as the responsibility and liability of controllers
and processors, also in relation to the monitoring by and measures of supervisory authorities, requires a clear
allocation of the responsibilities under this Regulation, including where a controller determines the purposes and
means of the processing jointly with other controllers or where a processing operation is carried out on behalf of

a controller.”

Petri [Petri in: Simitis/Hornung/Spiecker gen. D6hmann, Datenschutzrecht, Art. 26 DSGVO Rn. 2]

directs the attention to the attribution criterion of the increase in risk through division of labour:

["Article 26 responds to the increasingly networked processing of personal data, which is characteristic of
digitalisation and the Internet. If several or more entities process personal data cooperatively, this can have
considerable data protection implications for the data subject: Services that cooperate in this way are not
transparent for the users concerned, because and to the extent that they are unlikely to be able to understand the
data flows that affect them. Processing of personal data based on the cooperation of several entities tends to
increase risks; in particular, it can obscure who is actually responsible for a processing operation, who is thus the

addressee of rights and obligations, and who may be liable in the event of damage. [...]“

The processing guidelines of OpenRTB, AACOM, Audience Taxonomy and Content Taxonomy of the
1st defendant define how Real Time Bidding operates. They specify what personal data are sent to
thousands of companies to programmatically target individualized advertising, the way in which
the data are transmitted to which actors, and which technical systems are used by the participants

in this system.

aa) Criteria of the EC] case law on actual influence on the purposes and means of

processing

(1) In the Jehovah's Witnesses case, the EC] had to deal with the joint responsibility of the
Jehovah's Witnesses Community with its members with regard to the taking of notes for missionary
and preaching purposes during home visits. The notes were not centrally recorded and their

preparation was not prescribed by the Community.

Page 127 of 174



D

The ECJ affirmed a joint responsibility according to the previous definition of controller with the
same wording pursuant to art. 2 lit. d) of the Data Protection Directive (now art. 4 No. 7 GDPR). It
ruled that the organization, coordination, and encouragement of promotional activity by the
Community made it a data controller. [EC], judgment of 10.7.2018 - C-25/17 =ZD 2018, 469, para.
70, 75]. The GDPR definition of controller in art. 4 No. 7 is identical. Thus, the ECJ's reasoning
applies also under the GDPR [GA Bobek, Opinion of 19.12.2018 - C-40/17, para. 87 - Fashion ID;
Schulz, MMR 2018, 421, 422; Gierschmann, ZD 2020, 69, 70].

The relevant consideration for the assumption of joint liability was that one exerts influence over
the Members “for his own purposes”. The community did so, organising, coordinating and
encouraging the processing of personal data [EC], judgment of 10.7.2018 - C-25/17 =ZD 2018, 469,

para. 68 - Jehovah's Witnesses].

The ECJ ruled that the Jehovah's Witness Community was a data controller because it provided
guidance on data collection, produced maps and made records of its members (who directly
collected data from individuals) [EC], judgment of 10.7.2018 - C-25/17 = ZD 2018, 469, para 71].

There was no interaction of the community with the data subjects.

["Furthermore, not only does the Jehovah’s Witnesses Community have knowledge on a general level of the fact
that such processing is carried out in order to spread its faith, but that community organises and coordinates
the preaching activities of its members, in particular, by allocating areas of activity between the various

members who engage in preaching. [...]”

Even the complete freedom of members to determine how and to what extent they process data in
detail does not exempt the Community from a common attribution of processing [EC], judgment of

10.7.2018 - C-25/17 =ZD 2018, 469, para. 70 - Jehovah's Witnesses].

For the question of joint controllership, it is irrelevant whether each actor has equivalent
responsibility [EC], judgment of 10.7.2018 - C-25/17 = ZD 2018, 469, para. 69 - Jehovah's
Witnesses]. It is also irrelevant whether each controller has access to the data [EC], judgment of

10.7.2018 - C-25/17 =7ZD 2018, 469, para. 69 - Jehovah's Witnesses].

Rather, controllership depends on the interests of the parties involved, and the influence they exert.
According to the EC] [EC], judgment of 10.7.2018 - C-25/17 = ZD 2018, 469, para. 69 - Jehovah's

Witnesses]:
"[...] a natural or legal person who exerts influence over the processing of personal data, for his own purposes, and
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who participates, as a result, in the determination of the purposes and means of that processing, may be regarded

as a controller within the meaning of Article 2(d) of Directive 95/46.[...]".

It was not necessary for the decision on the purposes and means of the processing to be by means
of written instruction, or for collection of personal data to be mandatory [EC], judgment of

10.7.2018 - C-25/17 =7ZD 2018, 469, para. 67 - Jehovah's Witnesses].

This can be directly applied to the activities of the 1st defendant: it provides guidelines and digital
maps. The other actors, in particular the 2nd defendant, are members of the 1st defendant. The 1st
defendant is also aware that processing operations of this kind take place, as it actively promotes

them and benefits economically from these processing operations.

(2) The ECJ has ruled in the "Wirtschaftsakademie" case - still using the definition of controller
in art. 2 lit. d of the Data Protection Directive - that the operator of a Facebook fan page is a joint
controller with Facebook Ireland Ltd. for the processing of personal data of visitors to its page [EC],

judgment 05.06.2018 - C-210/16 = EuZW 2018, 534, para. 44 - Wirtschaftsakademie].

An entity that operates a Facebook fan page determines the purposes of and the means for
processing together with Facebook. This results from the actual processes during the use of the
social network. A Facebook fan page can be created with a few "clicks" via Facebook's platform.
Only the name of the fan page and optionally a description (e.g. company in Hamburg) have to be
provided. After entering the contact details, a profile picture and a background picture can be
selected and the page is ready. Subsequently, data about users' visits to the website as well as their
activity are collected by Facebook and used by Facebook for evaluations. The behavior of visitors

to the fan page is recorded on the basis of Facebook's technical specifications.

An operator of a fan page can ask for demographic data and statistics relating to its target
audience(so-called insights). This entails Facebook processing these data, which the EC] ruled
made both the Operator and Facebook joint controllers [EC], Judgment 05.06.2018 - C-210/16 =
EuZW 2018, 534, para. 37 - Wirtschaftsakademie].

Joint controllership arises from the tracking of user behavior by Facebook, as is also the case with
Real Time Bidding. In this context, the operator of a Facebook fan page is involved in the decision
on the purposes and means of the processing of personal data of the visitors of a Facebook fan page
because of the parameterization carried out - inter alia, corresponding alignment with the target

audience, and objectives of promoting its activities [EC], Judgment 05.06.2018 - C-210/16 = EuZW
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Specifically, the Court clarified that there did not need to be an equivalent responsibility, nor did
each of the parties need to have access to the data. [EC], Judgment 05.06.2018 - C-210/16 = EuZW
2018, 534, para. 38 - Wirtschaftsakademie].

The final decision in the "Wirtschaftsakademie" case confirmed joint controllership with regard to
tracking with cookies and similar tracking technologies. Thus, the Federal Administrative Court on
the joint controllership of Facebook and an operator of a fan page made the following assumption
with regard to tracking by means of cookies in the judgment of 11.09.2019 [Ref.: 6 C 15.18 = NJW
2020,414 et seq.]:

"[...] The ECJ relies significantly on the consideration that the operator of a fan page maintained on Facebook, by

setting up such a page, enables Facebook to place cookies on the computer or any other device of the person who
has visited his fan page, irrespective of whether that person has a Facebook account (ECJ, Judgment of 5 June 2018,
loc. cit. para. 35). In doing so, the operator makes a significant contribution to the processing of personal data of

the visitors of the fan page (ECJ, Judgment of 5 June 2018 loc. cit. para. 36).

In addition, the anonymous visitor statistics compiled by Facebook from the data enable the operator in general to
design its information offering in as targeted a manner as possible (ECJ, judgment of 5 June 2018, loc. cit., para.
37). For the affirmation of a responsibility under data protection law, it is not necessary that, in the case of joint
controllership of several operators for the same processing, each has access to the personal data concerned (EC],

Judgment of 5 June 2018 loc. cit. para. 38). [...]“

Conclusion: The mere use of a third-party infrastructure - including that of the defendants 1, 2 or

3 - that enables the user's behaviour to be traced, establishes joint liability.

(3) Finally, in the "Fashion ID" case, the EC] confirmed joint controllership with regard to

implementations of third-party technical standards.

Due to the implementation of the Facebook social plugin (Facebook Like button) in its website,
Fashion ID (online shop of Peek & Cloppenburg) had decisively influenced the collection and
transmission of personal data, which would not take place without an integration of the Facebook

plugin [EC], judgment of 29.7.2019 - C-40/17 = MMR 2019, 579, para. 77 f. - Fashion ID].

Facebook’s provision of the plugin, and the website operator’s incorporation of that plugin into the
source code of the website, jointly determined the means of data processing (art. 4 No. 7

GDPR)[EC], judgment of 29.7.2019 - C-40/17 = MMR 2019, 579, para. 77 - Fashion ID].

As regards the purposes of the processing, the EC] clarified that joint controllership can exist
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without identiy of purposes when mutual economic interests are tacitly pursued by the controllers
[EC], judgment of 29.7.2019 - C-40/17 = MMR 2019, 579, para. 80 - Fashion ID]. In order to benefit
from this economic advantage, the website operator consents, at least implicitly, to the disclosure
by transmission (art. 4 No. 2 GDPR) [EC], judgment of 29.7.2019 - C-40/17 = MMR 2019, 579, para.
80 - Fashion ID].

Even if Facebook alone took the decision to process the data for other purposes, the processing
operations would be to both parties’ mutual economic advantage, as they are the counterpart for
the benefits offered by website operators [EC], judgment of 29.7.2019 - C-40/17 = MMR 2019, 579,
para. 80 - Fashion ID].

Whether the website or app operator can access the transmitted data or not does not prevent it
from being a joint controller [EC], judgment of 29.7.2019 - C-40/17 = MMR 2019, 579, para. 69 -
Fashion ID].

It follows from the decision that website operators are jointly responsible with Facebook for
compliance with European data protection law if they embed Facebook's "Like button" in the
source code of their website (as JavaScript or iFrame etc.), and this plugin then processes the

personal data of visitors to those websites.

In other words: Anyone who actively takes action and, like the 3rd defendant, embeds the third-
party code of the 2nd defendant on his website on the basis of the 1st defendant's technical
standards, thereby enabling data processing of visitors to his website, is also jointly responsible

with the provider of the technical standards.

(4) Finally, according to the EC]J, further liability under national law, e.g. national civil law, contract
law or tort law, remains untouched. For the question of joint controllership, it does not matter
whether the website or app operator has access to the transmitted data or not [EC], judgment of

29.7.2019 - C-40/17 = MMR 2019, 579, para. 74 - Fashion ID].

If claims for injunctive relief and damages for unlawful data processing as violations of personality
rights are based on German tort law (Sections 823 et seq. Biirgerliches Gesetzbuch (BGB, German
Civil Code)), its broad attribution rules for accomplices and participants apply and a website or app
operator must also be liable beyond the mere transfer of data to Facebook or other third parties

for their more extensive violations of rights (cf. point B. II. 3.).

In this respect, reference should be made to the judgment of the Landgericht Dresden (LG Dresden,

District Court Dresden) on the joint liability of a website operator and Google for the use of the
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technical standard Google Analytics from the general right of personality from January 2019 [LG
Dresden, Urt. V. 11.01.2019 - la 0 1582/18, available at:
https://www.spiritlegal.com/files/userdata_spiritlegal-com/downloads/19-06-20-LG-Dresden-
Google-Analytics-Urteil.pdf, last accessed on 11.02.2020); cf. on this Hense, DSB 2019, 204].

bb) Enabling, coordinating, promoting and facilitating as effective influence

Defendant 1 not only enables, but it coordinates, it organizes, and it intensifies the processing of
plaintiff's personal data by the Participating Companies through the provision, integration, and
monitoring of its technical standards OpenRTB, AdCOM, Audience Taxonomy, and Content

Taxonomy.

The 1st defendant specifies the types of personal data that can be disseminated and transmitted by

means of a bid request and the rules according to which data are exchanged.

The technical protocols of the 1st defendant often encourage concrete processing operations, for
example with formulations such as "At least one of id or buyeruid is strongly recommended”, and
facilitate the processing of data subjects' data through these concrete instructions for action (cf.

Annex K 24).

Also, as part of defendant 1's training programs and through public statements, defendant 1
encourages and promotes companies to process personal data when conducting Real Time Bidding

auctions.

The recording of defendant 1's webinar entitled "How the removal of identifiers impacts agencies

and advertisers,” dated 07 /21/2020 is available at: https://vimeo.com/442504076.

(Outlining the need for unique identifiers for defendant 1's standards to work in its 07/21/2020

webinar);
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By providing tools to check whether the personal data in a bid request are processed correctly, the
1st defendant facilitates and enables the processing of the plaintiff's personal data at issue [see

Annex K71].

Influencing processing is also done for self-interest: As a subsidiary organization of the industry
association International Advertising Bureau, Inc. (IAB), of which the 2nd defendant is a member,
the 1st defendant represents the interests of the members of the association in the economic

returns from Real Time Bidding, and related data trade.

The technical protocols of the 1st defendant that are the subject matter of the dispute provide far

more extensive and detailed instruction on the aims and means of collecting personal data than the
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brief guidelines on the questioning of persons by missionary members of the religious community

of "Jehovah's Witnesses" in the EC]J decision.

Finally, the application of the criteria developed by the ECJ in the "Wirtschaftsakademie" decision

also leads to the assignment of controllership of the defendants in the present case.

The most essential connecting factor for the Bundesverwaltungsgericht (BVerwG, Federal
Administrative Court) in its final decision on the Facebook fan page [Urt.v. 11.09.2019 - 6 C 15.18
= NJW 2020, 414 et seq.] after the EC] answered the questions referred is that the operator of a
Facebook fan page sets the necessary condition for users to visit a certain Facebook page and that
the operator of the fan page thereby makes the processing of personal data by Facebook possible

in the first place.

The 1st defendant also sets the necessary conditions for data processing in the context of Real Time
Bidding through its standards, their monitoring and curation, and is causally responsible for the
associated processing of personal data. The extent to which it determines the processing
operations exceeds the influence of a fan page operator in the aforementioned decision many times

over.

cc) Joint decision on the means and purposes of processing
(1) The use of third-party technologies by website operators and other platform providers for
analysis and advertising purposes corresponds to the circumstances clarified by the EC]J in the

"Fashion ID" decision.

(2) Defendant 1 provides the technical standards OpenRTB, AdCOM, Audience Taxonomy and
Content Taxonomy like a missionary guide to the data economy. Instead of believers, however,

consumers are won over.

(3) Defendant 2 has set up its business model entirely around the implementation of these
standards and the mass processing of personal data, thereby earning directly from the

monetization of data subjects’ privacy.

The contribution of the 2nd defendant in the context of the data processing in dispute (see already
point A. II. 3., p. 27f) is not only, in accordance with the "Wirtschaftsakademie" case [EC], Judt.
05.06.2018 - C-210/16 = EuZW 2018, 534] the mere provision of a platform as a central

infrastructure where website operators such as the 3rd defendant can view guides on the
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integration of Real Time Bidding - based on the 1st defendant's technical standards - and download
programming codes for the implementation of the real-time auction of advertising spaces. Rather,
the 2nd defendant provides detailed guidelines for the integration of programming codes for the
implementation of real-time auctioning of advertising space based on the 1st defendant's technical
standards for website operators [see Annex K 75], as does the 3rd defendant, and is therefore also

jointly responsible under the standards of the "Jehovah's Witnesses" case.

In addition, defendant 2 explicitly provides programming code (API integration and JSON Fields)
for publishers such as defendant 3 [Annex K 76].

(4) The 3rd defendant, in turn, uses its content to lure data subjects to its website in order to access
their personal data there with the help of the 2nd defendant's technology, according to the exact
specifications of the 1st defendant, and to auction it off to an unlimited number of third parties for

commercial purposes.

As shown under point A. II. 3. (p. 27), the 3rd defendant has actively implemented programming
code of the 2nd defendant in the source code of its website, which was developed on the basis of
the 1st defendant's technical standards. As a result of the integration of defendant 2's programming
codes, when defendant 3's website is accessed, multiple server requests are triggered to conduct
Real Time Bidding auctions to defendant 2, as well as to other Advertising Exchanges. In line with
the "Fashion ID" case [EC], judgment of 29.7.2019 - C-40/17 = MMR 2019, 579], the 3rd defendant

is jointly responsible.

The 3rd defendant’s server request transmitted, among other things, the user ID ("uuid2"), cookie
information and information on the plaintiff's browser settings to the 2nd defendant. The server
responses of the 2nd defendant about the results of the auction, using the technical standard
"OpenRTB API Specifications Version 2.4" of the 1st defendant, then caused advertising material to

be displayed on the 3rd defendant's website.

(5) Each defendant sets a condition that shapes the final outcome. Each defendant is causally
responsible for the fact that the plaintiff's personal data is auctioned, because each defendant acts

and earns in the auction process.

The actions of each defendant are each a piece of the puzzle without which the "marketing of users

on websites" would not work. Only in the conscious and deliberate interaction of all defendants is
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the demonstrated (unlawful) processing of the plaintiff's personal data possible.

Since the 1st defendant makes the processing of the user data possible in the first place through its
standards, their implementation and distribution, it is involved in the decision on the purposes and
means of the processing of the plaintiff's personal data, which, according to the case law of the EC]J,
necessarily results in joint controllership within the meaning of art. 26 para. 1 sentence 1 of the

GDPR with the other parties involved.

As regards the joint decision on the purposes of the processing, the ECJ clarified in the "Fashion ID"
decision that mutually tacitly pursued convergent economic interests are sufficient. To enjoy its
own economic benefits, the 1st defendant encourages the processing of the plaintiff's personal data
by making its technical standards available, just like the ecclesiastical organizational structure of a
missionary active religious community. The larger the number of members, the more prosperous
the religious community. This consideration is also echoed by defendants: the more publishers,
advertisers, and ad tech platforms submit to community standards, the more data can be processed

and the greater revenue can be leveraged.

The integration of the technical standards of the 1st defendant into websites such as those of the
3rd defendant and into technology platforms such as those of the 2nd defendant enables the 1st
defendant to optimize the advertising of products and thus to increase the sales of its own
members. The facts of the case on this point of convergence of interests correspond almost entirely

to those of the EC]'s "Fashion ID" decision.

For all defendants, the processing operations at issue secure mutual economic benefits. Defendant

1’s OpenRTB technical standard generates annual sales of several billion euros in Europe alone.

3. Joint tortious liability of the defendants under section 830 BGB

(a) complicity of the defendants in the joint action

If one takes the German civil law conventions on co-perpetration as a basis [cf. Wagner, in:
MiinchKomm BGB, 2020, § 830 marginal no. 17], it must be stated that all defendants are jointly

responsible as co-perpetrators in tort for the tortious acts committed by them.

The defendants, as links in a unified processing chain, unlawfully process plaintiff's personal data

pursuant to a specific plan of action, with each defendant playing its part in enabling and allowing
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the processing to succeed at subsequent stages.

The defendants bring about the unlawful processing through a conscious and deliberate
cooperation based on a common plan of action. This plan of action is defined by the standard-
setting organization 1st defendant in each individual point, so that a deviation from the plan of
action manifested in the said standards is excluded. The contributions of each defendant are sine
qua non for the success of the processing, and for the defendant’s joint economic benefit, because

all defendants share in the proceeds of the auction of the plaintiff's personal data.

The defendants are also aware of their complicity, because commercialization of the plaintiff's data
is precisely the goal of the implementation of the 2nd defendant’s technology and the standards of
the 1st defendant on the 3rd defendant's website. Therefore, all defendants are aware of the
circumstances of the action not only in broad outlines, but even in detail, and the defendants also
have the respective will to carry out the action jointly with others or, in any case, to support it as

another's action.

b) Incitement of the 1st defendant equates to complicity

Since accomplices, instigators and assistants are to be treated in the same way under tort law
pursuant to section 830, Subsection 2, BGB, the legal distinction of the form of participation is
irrelevant [cf. BGHZ 137, 89, 103 = NJW 1998, 377, 382 on the liability of demonstrators for
damages for blocking a construction site for more than a short time - industrial park]. Even if for
some reason one did not hold the 1st defendant complicit for its the elaboration and supervision
of the plan of the action, as well as for the authority of the action, the 1st defendant is at least an
instigator. The first defendant is liable as an instigator because it knowingly and willfully causes
others to commit intentional tortious acts by its standards, and thereby fulfils the requirements of
civil law instigation. Defendant 1 is aware that the standards it sets are used by defendants 2 and
3 in a manner that conforms to the standards, and which is therefore unlawful. The creation of
situations that encourage the commission of an offence as a sufficient prerequisite for the act of
instigation [see Bundesgerichtshof (BGH, Federal Court of Justice), judgement of 17.10.1979, ref.:
3 StR401/79 = NStZ 1981, 69 ff] is the essence of the 1st defendant’s mission.

According to the case law of the Federal Supreme Court, a communicative act between the
instigator and the instigated is not required [Wagner in: MiinchKomm BGB [2020], § 830 marginal
no. 23]. Defendant 1 nevertheless communicates the illegal acts openly and unabashedly to all

users of its standard and thus creates a pool of potential (co-)perpetrators in order to optimize the
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financial gain of the acts. In this context, the 1st defendant does not even need to know the identity
of those it instigates, because the intend of instigation encompass every implementer of its codified
crime plan. If the target of the instigating act is elastic, the instigator's intent extends to the

principal acts of each of the instigators.

c) Aiding and abetting by the 1st defendant equates to complicity

Aiding and abetting is also equivalent to complicity under tort law, section 830 para. 2 BGB. For the
assumption of aiding and abetting, any form of assistance comes into consideration, including mere
psychological support [BGH, judgment of 10.7.2012, ref.: VI ZR 341/10 = NJW 2012, 3439, 3441
marginal no. 15], whereby providing assistance in the preparatory stage is sufficient for
establishing liability [BGH, judgment of 29.10.1974, ref.: VI ZR 182/73 = NJW 1975, 49, 52 on the
joint liability of the psychologically supporting aider and abettor for assaults committed during
demonstrations]. For the determination of an aiding and abetting act, the conscious promotion of
another's act is sufficient [BGH, judgment of 22.2.2019, Ref: VZR 244 /17 = NJW 2019, 3638, 3642

marginal no. 46].

In a recent decision on the aiding and abetting liability of a foreign broker in the case of chanceless
options businesses, the Federal Court of Justice (BGH) emphasized how immoral business models
based on the division of labour also increase the risk of abuse for the parties concerned by
expanding the circle of participants [BGH, judgement of 25.1.2011, ref.: XI ZR 195/08=NJW-RR
2011, 1193, 1195 marginal no. 33].

["...] Aiding and abetting within the meaning of section 830 BGB requires neither a communicative agreement
between the principal offender and the aider and abettor on a common plan of action nor the participation of the
aider and abettor in the execution of the act (cf. BGHZ 70, 277, 285 = NJW 1978, 816, 819). Rather, any conscious
promotion of another's act is sufficient. If the broker in such a case, knowing of the high risk of abuse, has
consciously and obviously opened the uncontrolled access to his online system to the intermediary without prior
examination of his business model and at the same time has expressly permitted him to engage sub-brokers, he
resigns himself to the realization of the recognized danger and thus approvingly accepts the damage to investors
through an immoral business model practised in this context. The permission given by the broker to the
intermediary to engage sub-intermediaries within the framework of his business model, which has remained
uncontrolled, not only expands the circle of those involved, but also increases the danger of abuse known to the

broker. [...]”
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The defendants work with technological assistance, due to the complexity in a division of labour,
but always together, on the basis of a standardized plan of action to realize their business model,
namely the real-time auctioning of personal data of data subjects. This business model is, as shown,
contrary to applicable European and German data protection, privacy and tortlaw. The defendant's
actions are so immoral that they even violate a whole series of prohibition laws as a targeted
violation of legal requirements under Section 134 BGB (as lex specialis to Section 138 para. 1 BGB)
[see OLG Frankfurt/Main, judgment of 24.1.2018, Ref.: 13 U 165/16 = NJW-RR 2018, 887 et seq. on

the nullity of a contract for the acquisition of addresses].

"[...] It is recognized in case law and literature that a contract which obliges to commit unfair competition is null

and void according to section§ 134 BGB [...]. However, the same applies to an address trading contract which
violates section 28 1l 1 BDSG because the consent of the data subjects required for a use of the data for purposes

of address trading is missing. [...]”

The regulations on the lawfulness of the processing of data in the GDPR constitute prohibition laws
in the sense of section 134 BGB, since the regulations of art. 6 and 9 GDPR on the lawfulness of the
processing of (special categories of) personal data are aimed at prohibiting transactions with these
data due to their content, which necessarily involves an infringement of third party rights. The 1st
defendant contributes to this business model by the standardization and training, in the
supervising and assisting in the implementing of its unlawful standard, which enables, facilitates
or intensifies the execution of the acts by the other accomplices and 2nd and 3rd defendants.
Without defendant 1's preparatory work and assistance, defendants 2 and 3 would not be able to
conduct the transactions described because they would not have a standard with which to do so.
In every real-time auction and in every infringement of the rights of the affected persons caused
thereby, the contributions of the 1st defendant are effective. Without it being necessary, the acts of
the 1st defendant are a conditio sine qua non for the acts of the other joint tortfeasors and become

effective in the joint tort. An offence cannot be committed even more jointly.

4. Merits of request1

The plaintiff can demand that the defendants cease the processing of his personal data if it happens

as under A.IL. 3, p. 27f.

The claim arises from

Page 139 of 174



N

e sections 823 para. 2, 1004 para. 1 sentence 2 BGB analogue in conjunction with. art. 5 para.
11it. f, 24 para. 1, 32 para. 1, GDPR as well as from
e sections 823 para. 2, 1004 para. 1 sentence 2 BGB analogue in conjunction with. art. 83

para. 4 lit. a) GDPR, section 41 para. 1 BDSG, art. 32 para. 1 GDPR.

a) Claim under sections 823 para. 2, 1004 para. 1 sentence 2 BGB analogously in

conjunction with. art. 5 para. 1 lit. f, 24 para. 1, 32 para. 1 GDPR

(1) The contested data processing operations infringe art. 5 para. 1 lit. f, 24 para. 1, 32 para. 1 of
the GDPR.

As shown, personal data is sent to thousands of companies through bid requests via defendant 1's
technical standards through defendant 2 and defendant 3. The plaintiff has no way to protect his

data against the unauthorized disclosure and processing in any way.

Art. 24 para. 1 sentence 1 of the GDPR requires data controllers to maintain technical and
organisational measures to ensure compliance with the regulation and to provide evidence of such

compliance:

" Taking into account the nature, scope, context and purposes of processing as well as the risks of
varying likelihood and severity for the rights and freedoms of natural persons, the controller shall
implement appropriate technical and organizational measures to ensure and to be able to

demonstrate that processing is performed in accordance with this Regulation.|...]"

The design of the OpenRTB standard and the complementary standards creates possibilities for an
extremely large number of actors to process extensive and intimate data about an even larger
number of individuals. This is not matched by technical and organizational measures to effectively
limit, for instance, the number of processors, the sets of data processed, the categories of data, or

the purposes of processing.

The data protection principles of integrity and confidentiality pursuant to art. 5 para. 1 lit. f GDPR

provide that personal data must be
"[..] processed in a manner that ensures appropriate security of personal data, including protection against

unauthorized or unlawful processing and against accidental loss, destruction or damage by appropriate technical

or organizational measures ('integrity and confidentiality’'); [...]"
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The OpenRTB system, by its nature as a protocol for auctions as defined in the stakeholder
specifications, is not able to guarantee the integrity and confidentiality of the data processed.
OpenRTB does not provide any protection against unlawful or unauthorized processing of the data

by thousands of companies receiving personal data through bidding requests.
Article 32 para. 2 of the GDPR:

"[...] In assessing the appropriate level of security account shall be taken in particular of the risks that are presented

by processing, in particular from accidental or unlawful destruction, loss, alteration, unauthorized disclosure of,

or access to personal data transmitted, stored or otherwise processed. [...]”

Adequate data security is part of the essence of the European fundamental right to "protection of
personal data" as enshrined in article 8 of the Charter of Fundamental Rights [EC], Judgment of
8.4.2014, Joined Cases C 293/12 and C-594/12 - Digital Rights Ireland, para. 40; Jarass in: ibid.
Charter of Fundamental Rights of the EU, 4th ed. 2021, art. 8, para. 15].

The European Court of Justice has consistently held, in relation to art. 8 of the CFR, that individuals
whose personal data are affected by data processing operations must have sufficient guarantees
from the controller to ensure effective protection of their data against risks of misuse [see most
recently EC] Judgment of 6.10.2020, Ref: C-623/17 - Privacy International, para. 68 with further

references.].

What the defendants are engaging in is complete and warrantless user surveillance by technology
and advertising companies on websites for the purpose of commercializing information about the
population of the EU and the EEA. The collection of data on this scale is equivalent in its impact on
fundamental rights to an unconditional data retention by the member states of the European Union,
which can at least claim to fulfil the legislative mandate of effectively guaranteeing internal

security.

However, even this data retention, which is one of the most controversial European legislative
projects, has been set narrow limits by the EC], despite the benefits for the security of member
states [EC], Judgment of 6.10.2020, Joined Cases Ref: C-511/18, C-512/18, C-520/18 - La

Quadrature du Net and others, para. 138]:

["Moreover, such data retention must be subject to limitations and must be circumscribed by strict safeguards

making it possible to protect effectively the personal data of the persons concerned against the risk of abuse. Thus,
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that retention cannot be systematic in nature.. [...]“

Safeguard mechanisms and guarantees are all the more necessary if, instead of internal security for
the benefit of all citizens, only the commercial interests of a few companies are weighed in the
balance of fundamental rights. The EC] already provides for restrictions on state data collection to
which access is only permissible in the event of "a serious threat to national security" [EC], [Grand
Chamber], Judgment of 6.10.2020, Joined Cases Ref: C-511/18, C-512/18, C-520/18 - La

Quadrature du Net and others, para. 139].

"[...] In view of the seriousness of the interference with the fundamental rights enshrined in Articles 7 and 8 of the
Charter resulting from a measure involving the general and indiscriminate retention of data, it must be ensured
that recourse to such a measure is in fact limited to situations in which there is a serious threat to national security

as referred to in paragraphs 135 and 136 of the present judgment.|...]."

According to this jurisprudence, these and much stronger restrictions must apply a fortiori when

data processing by private parties reduces rather than enhances the security of citizens.

The guarantee of European fundamental rights in Germany is ultimately incumbent on the
Bundesverfassungsgericht (BVerfG, Federal Constitutional Court), also for disputes under private
law [BVerfG, Order of 6.11.2019, Ref: 1 BvR 276/17 - Recht auf Vergessen I, Leitsatz 4 = NJW 2020,
314, 322, para. 96, 97].

(2) Due to the extremely high number of advertising recipients of a bid request and the sensitivity
of the information transmitted, the processing operations entail very high risks for the data

subjects and, in this case, the plaintiff.

The defendants have not taken appropriate technical and organizational measures to ensure a level
of protection appropriate to the risk, in accordance with the "state of the art", as required by art.

32 para. 1 of the GDPR.

The state of the art in this sense is to be understood as a "developed stage of the technical
possibilities at a certain point in time, based on appropriately secured knowledge of science,
technology and experience" [DIN EN 45020:2007, term 1.4, Standardization and related activities

- General terms].

For the proof of the "state of the art", the defendants are already burdened with proof according to
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general rules, because the wording of the normative textin art. 32 GDPR as a preventive prohibition
with reservation of permission imposes the burden of proof for compliance with the security of the
processing on the controller. In addition, according to art. 5 para. 2 GDPR, the controller has the
general burden of proof to demonstrate compliance with the data protection principles

("accountability"), which according to art. 5 para. 1 lit. f also includes data security.

The UK's data protection regulator, the ICO, in its report on Real Time Bidding [Information
Commissioner's Office, Update report into adtech and real time bidding, 20.06.2019, available at
https://ico.org.uk/media/about-the-ico/documents/2615156/adtech-real-time-bidding-report-

201906-d1191220.pdf, last accessed 10.02.2021, previously submitted as Annex K 58, p. 21 f. ]
2019, found that also with regard to the OpenRTB technical standard, there are no safeguards or

technical means of control for the processing operations of data subjects such as the applicant:

"[...] there are no guarantees or technical controls about the processing of personal data by other

parties, eg retention, security etc.. In essence, once data is out of the hands of one party, essentially
that party has no way to guarantee that the data will remain subject to appropriate protection and

controls|...]".

Without additional technical and organizational measures, including verification of the legal basis
of the processing, data protection agreements with all (!) parties involved and regular documented

audits, of which the defendants do not even fulfil one criterion, lawful processing is not possible:

["However, this contract-only approach does not satisfy the requirements of data protection legislation.
Organizations cannot rely on standard terms and conditions by themselves, without undertaking appropriate
monitoring and ensuring technical and organizational controls back up those terms. For example, ICO guidance

on controller/processor and contracts and liabilities states that controllers must:

o  assess the processor is competent to process personal data in line with the GDPR;
o putin place a contract or other legal act meeting the requirements in Article 28(3); and
o ensure a processor's compliance on an ongoing basis, in order for the controller to comply with the

accountability principle and demonstrate due diligence (such as audits and inspections)/[...]".

The 1st defendant itself admitted in May 2018 that there are no technical and organizational

measures in place to limit the use of personal data from bid requests [see Annex K 12]:

"[..] there is no technical way to limit the way data is used after the data is received by a vendor for

decisioning/bidding on/after delivery of an ad [...]"
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However, if a measure does not (any longer) correspond to the state of the art, the controller
violates its obligations if it fails to take the new measure and convert its system accordingly [Mantz,
in: Sydow: Europdische Datenschutzgrundverordnung. 2nd edition 2018, art. 25 para. 38]. The
defendants fail to take any technical-organizational measures at all to ensure data security, and in

this way consistently violate all applicable legal requirements.

The information collected about the plaintiff's behavior through Real Time Bidding can lead to the

creation of extensive profiles of the plaintiff's personality and life circumstances.

In the context of an auction, personal data can be sent out to thousands of companies via several
advertising exchanges - according to the 2nd defendant. Also, each of the companies that receives
the bid request can forward it to other companies. The high number of participants results in an
equally high number of risks of unauthorized disclosure or unlawful processing. These risks of
serious interference with fundamental rights, and their high probability of occurrence, are not

matched by effective security measures.

Defendant 1's technical standards do not contain measures to control unauthorized disclosure or
processing. The companies involved are not technically prevented, for example, from using
information received for any conceivable purposes. Security of data processing, purpose limitation,
transparency, data subject rights, deletion periods: all these are foreign words for the parties

involved in the RTB auction system, including the defendants.

(4) Due to the fact that the defendants also process special categories of personal data, in particular
health data of the plaintiff (cf. point B. II. 5. a), p. 152), the protective measures to be taken by the

defendants are subject to particularly high requirements.

Verwaltungsgericht Mainz (VG Mainz, Administrative Court Mainz) recently put it aptly [VG Mainz,
judgment of 17.12.2020, Az.: 1 K 778/19.MZ, in full text at BeckRS 2020, 41220, there Rn. 37]:

['It follows from all this that special protective measures must be taken in any case for data falling under Art. 9 or

10 of the GDPR, since in this respect a high risk must always be assumed on the basis of the general assessment

under data protection law. [...]”

The defendants do not have such special protective measures in place. Even the simplest
safeguards are lacking. Inherent in the standards and technologies used is the insecure
transmission to an uncontrollable multitude of recipients, because this allows defendants to

conduct their auctions of online users' data without much technical effort.
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The defendants must allow themselves to be accused of maintaining unlawful and insecure data
processing and operating it intensively as a business model. In the case of the telecommunications
company 1&1, the large criminal division of the Regional Court of Bonn found [LG Bonn, judgment

0f 11.11.2020, Ref.: 29 OWi 1/20 [final] = BeckRS 2020, 35663, para. 54]:

"[...] In a telecommunications company like the one concerned, the call centre is the primary point of contact for

personal contact with the customer. It is therefore necessary to examine the level of data protection in the area of
the call centre on an ad hoc basis and also at regular intervals. This already follows from the fact that data
protection law is not static, but that the state of the art is also and especially evolving with regard to new risks.
Accordingly, art. 32(1)(d) of the GDPR now also explicitly requires a regular review, assessment and evaluation of
the effectiveness of the technical and organizational measures to ensure the security of processing. The reform of
the European data protection law through the introduction of the GDPR gave reason to review the data processing

processes for compliance with the new law.

K X did not use the transitional period for the introduction of the GDPR. In a corresponding review, the company
would have had to make the same considerations as the Board. A similarly conscientious review based on the
criteria of art. 32 GDPR would have led to the conclusion that the authentication process had to be improved. The
necessary expertise for this existed on the part of K X. The company has its own legal department, as a
telecommunications company it deals with data protection issues on a daily basis and must have special
competences in this area. If doubts had remained, the BfDI would have been available as the competent supervisory

authority to reliably clarify the questions of doubt. The infringement would have been avoided as a result. [...]”

A detailed examination of the legal situation, the evaluation of data security measures in the
processing operation and the establishment of an adequate level of protection for the personal data
of website visitors are the applicable legal requirements for the defendants. However, they have

done nothing of the sort.

Defendant 1 consists of a conglomerate of technology companies, each of which has a legal

department with appropriate expertise and the ability to obtain qualified outside legal advice.

The 2nd defendant is a subsidiary of WarnerMedia, a branch of the US telecommunications giant
AT&T with an annual turnover of USD 171 billion (2020), and is undoubtedly equipped with the

means to obtain adequate legal advice in every respect.

Even the 3rd defendant, as a leading industry portal, is in a position, due to its size and
organizational structure, to adequately adjust to the applicable legal situation and to obtain

external legal advice.
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b) Claim under sections 823 para. 2, 1004 para. 1 sentence 2 BGB analogously in

conjunction with art. 83 para. 4 lit. a GDPR in conjunction with section 41 para. 1 BDSG

The claim also arises from sections 823 para. 2, 1004 para. 1 sentence 2 BGB analogously in
conjunction with. art. 83 para. 4 lit. a GDPR in conjunction with section 41 para. 1 BDSG, because
section 41 para. 1 BDSG is a protective law in the sense of section 823 para. 2 BGB, since the norms
of the GDPR, to which the fine provision of section 41 para. 1 BDSG refers, protect data subjects’
rights and freedoms. art. 32 para. 1 GDPR explicitly refers to the "risk to the rights and freedoms of
natural persons”, i.e. of any data subject. Since a violation of art. 32 GDPR is subject to a fine via art.
83 para. 4 a GDPR pursuant to section 41 para. 1 BDSG and this fine also serves the interest of the
data subjects, the requirements of a protective law pursuant to section 823 para. 2 BGB are

consequently met [see Sprau in: Palandt, BGB, 80th edition, 2021, section 823 no. 115].

5. Merits of request 2

The plaintiff can demand that the defendants cease processing his personal data if they do not
provide him with the mandatory information under data protection law in a transparent and
comprehensible and easily accessible form pursuant to art. 12 para. 1, 13 and 26 para. 2 sentence

2 of the GDPR, as set out in Annex K 75.

With regard to claim 2, the claim follows from sections 823 para. 2, 1004 para. 1 sentence 2 BGB
analogously in conjunction with art. 12 para. 1, art. 13 para. 1 and para. 2 GDPR as well as art. 26
para. 2 sentence 2 GDPR. In addition, the claim based on the transparency violation follows from
sections 823 para. 1, 1004 para. 1 p. 2 analogous BGB in conjunction with. art. 2 para. 1 in

conjunction with. art. 1 para. 2 Grundgesetz (GG, German Constitution).

a) Claim based on sections 823 para. 2, 1004 para. 1 sentence 2 BGB analogously in
conjunction with art. 12 para. 1, art. 13 para. 1 and para. 2 GDPR or art. 26 para. 2 sentence

2 GDPR

(1) Pursuant to art. 12 para. 1, first sentence, art. 13 para. 1 and art. 13 para. 2 of the GDPR, the
defendants are obliged to provide the following information in a precise, transparent, intelligible

and easily accessible form in plain and simple language cumulatively in relation to a specific
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the name and contact details of the person responsible and, where appropriate, of his
representative;

if applicable, the contact details of the data protection officer;

the purposes for which the personal data are to be processed and the legal basis for the
processing;

where the processing is based on art. 6 para. 1 lit. f, the legitimate interests pursued by the
controller or by a third party;

where applicable, the recipients or categories of recipients of the personal data; and
where applicable, the intention of the controller to transfer the personal data to a third
country or an international organization and the existence or absence of an adequacy
decision by the Commission or, in the case of transfers pursuant to art. 46 or art. 47 or the
second subparagraph of art. 49 para. 1, a reference to the appropriate or adequate
safeguards and how to obtain a copy of them or where they are available;

the duration for which the personal data will be stored or, if this is not possible, the criteria
for determining this duration;

the existence of a right of access by the controller to the personal data concerned, as well
as the right to rectification or erasure or to restriction of processing or a right to object to
processing, as well as the right to data portability;

where the processing is based on art. 6 para. 1 lit. a or art. 9 para. 2 lit. a, the existence of a
right to withdraw consent at any time without affecting the lawfulness of the processing
carried out on the basis of consent up to the moment of withdrawal;

the existence of a right of appeal to a supervisory authority;

whether the provision of the personal data is required by law or by contract or is necessary
for the conclusion of a contract, whether the data subject is obliged to provide the personal
data and what the possible consequences of not providing the personal data would be, and
the existence of automated decision-making, including profiling, pursuant to art. 22 para.1l
and para. 4 and, at least in those cases, meaningful information about the logic involved and

the scope and intended effects of such processing for the data subject.

The data protection notices on the website https://onlinemarketing.de [cf. Annex K 2] of the 3rd

defendant do not contain any information about the processing by the 2nd defendant nor any

processing within the scope of the disputed technical standards of the 1st defendant for the real-
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time auction of advertising spaces on the basis of the plaintiff's personal data (cf. point A.I1. 3. a,, p.
29f.). The failure to provide the legally required information constitutes a violation of art. 12 para.
1 sentence 1 of the GDPR (time, form and address) as well as article 13 para. 1 and para. 2 of the
GDPR (lack of indication of purposes, legal bases, recipients, third country transfer, storage period

and data subject rights).

(2) In addition, the defendants violated the specific information obligations under art. 26 para. 2

sentence 2 GDPR.

It has already been fully explained that the defendants jointly determine the purposes and means

of the processing and therefore qualify as joint controllers (see point B. 1. 2. b), p. 126).

Therefore, there is a joint responsibility according to art. 26 para. 1 sentence 1 GDPR, which is why,
as a legal consequence, it must be specified in an agreement in a transparent manner which

controller, i.e. which of the defendants, fulfils which obligations under the GDPR.

According to article 26 para. 2, second sentence, of the GDPR, the essence of the agreement must

be made available to data subjects such as the plaintiff.

The purpose of these information requirements is, among other things, to protect the rights and
freedoms of consumers by ensuring that a clear allocation of responsibilities is apparent to data
subjects. Otherwise, data subjects will not be able to exercise their rights under art. 12 to 22 GDPR

to the appropriate extent. This is confirmed by recital 79 of the GDPR:

"[..] The protection of the rights and freedoms of data subjects as well as the responsibility and liability of
controllers and processors, also in relation to the monitoring by and measures of supervisory authorities, requires
a clear allocation of the responsibilities under this Regulation, including where a controller determines the
purposes and means of the processing jointly with other controllers or where a processing operation is carried out

on behalf of a controller. [...]“

Information about the essence of joint controllership agreement for the processing at issue within
the meaning of art. 26 para. 2 sentence 2 GDPR is not provided in the "Privacy Statement" [Annex

K2] nor in the "Privacy Information" [Annex 104].
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b) Claim under sections 823 para. 1, 1004 para. 1 sentence 2 BGB analogously in

conjunction with. art. 2 para. 1 in conjunction with art. 1 para. 1 GG

Notwithstanding the above liability of the defendant, the plaintiff is entitled to injunctive relief
under sections 823 para. 1, 1004 para. 1 sentence 2 BGB analogously in conjunction with. Art. 2

para. 1 in conjunction with art. 1 (1) GG due to the violation of the general right of personality.

The LG Dresden has affirmed a corresponding injunctive relief of a website visitor because the
analysis service "Google Analytics" was implemented on the website and personal data such as the
I[P address and user ID were processed without a legal basis [LG Dresden, Urt. v. 11.01.2019 - 1a O
1582/18 = BeckRS 2019, 12930; Discussion: Hense, DSB 2019, 204 et seq.].

The scope of the processing of personal data in a bid request exceeds mere "analysis" of the usage
behavior of a website many times over. This is all the more true when one considers that
comprehensive movement profiles about the plaintiff can be created on the basis of the processed

location data of the plaintiff.

The data processing impairs the plaintiff's general right of personality in the form of the right to
informational self-determination pursuant to art. 2 para. 1 in conjunction with art. 1 para. 1 GG. It
protects the individual against the unlimited collection and processing of his or her personal data
in order to prevent resulting restrictions on his or her freedom of action [BVerfG, judgment of 13

April 1983 - 1 BvR 209/83 - Volkszahlung = NJW 1984, 419 et seq. ].

The right to informational self-determination must also be observed in the relationship between
private parties due to indirect third-party effect and therefore has an impact on civil law as a
constitutional value decision [BVerfG, Order of 6.11.2019 - 1 BvR 16/13 - Right to be Forgotten I,
paras. 86, 87]. It includes here the possibility,

"[..] to exert a differentiated influence on the context in which and the manner in which one's own data are

accessible to and used by others, and thus to have a substantial say in the attributions that apply to one's own

person [..]".

In particular, the right to informational self-determination between private parties grants

protection against this [BVerfG, Order of 6.11.2019 - 1 BvR 16/13 - Recht auf Vergessen I, para. 90],

"[..] that third parties seize individual data and use them in an incomprehensible way as an instrument to
determine the persons concerned to characteristics, types or profiles over which they have no influence and which
are, however, of considerable importance for the free development of the personality as well as an equal

participation in society. [...]“
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What the Federal Constitutional Court makes emphatically clear in this judgment with the words
"in an incomprehensible manner" is a separate national transparency principle for complex
automated data processing, which is already known from the "census judgment” [BVerfG, judgment

0f13.04.1983 - 1 BvR 209/83 - census = NJW 1984, 419, 422].

"[...] Anyone who is not able to assess with sufficient certainty what information concerning him or her is known in
certain areas of his or her social environment, and anyone who is not to some extent able to assess the knowledge
of possible communication partners, can be substantially inhibited in his or her freedom to plan or decide on the
basis of his or her own self-determination. The right to informational self-determination would not be compatible
with a social order and a legal order enabling it in which citizens can no longer know who knows what, when and
on what occasion about them. Those who are uncertain whether deviant behaviors will be noted at any time and

permanently stored, used or passed on as information will try not to be conspicuous by such behaviors. [...]“

For it is precisely this knowledge of the data-processing processes and their consequences that is
the prerequisite for freedom of action, without which there can be no informational self-
determination. The data subject must not only be informed about the purpose of the processing, he
must know exactly "who knows what, when and on what occasion” about him [Munz in:

Westphalen, Graf von/Thiising, Vertragsrecht und AGB-Klauselwerke, Stand: 46. EL, 2020].

The individual is therefore to be protected not only from the disclosure of data which he does not
wish to disclose, "but also of such data whose significance as a 'fact of life' he is not even in a
position to assess" [Kunig/Kdmmerer in: von Miinch/Kunig, Grundgesetz (7th edition, 2021), art. 2
marginal no. 77]. And the defendants must also allow themselves to be confronted with these
considerations, which are shaped by fundamental rights, in their capacity as private commercial
enterprises, because in the scope of the right to informational self-determination between private
parties, the power relationships of the parties involved must be taken into account. The more
dominant the position of the responsible party, the closer the scope of the fundamental rights
obligation is to that of the state [BVerfG, Order of 6.11.2019 - 1 BvR 16/13 - Right to be Forgotten
[, para. 88].

Due to its immense market-dominating influence, the 1st defendant must allow itself to be
measured against a particularly strict standard with regard to its commitment to fundamental
rights [see Oberlandesgericht Dresden (OLG Dresden, Higher Regional Court Dresden), order of
07.04.2020 - TwitterSperrt I = BeckRS 2020, 7500; Az. 4 U 2805/19; OLG Nuremberg, decision of
06.04.2020, ref. 3 U 4566/19 - TwitterSperrt II; in each case with the participation of the plaintiff's
legal representatives as well as OLG Nuremberg, judgment of 4.8.2020, ref: 3 U 3641/19 -
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Goldstiicke].

The fact that the plaintiff visited the aforementioned websites and which media he consumed is
relevant information from which his interests and personal traits can be derived and which can be
assigned to the plaintiff's personal sphere. The data processing are significant encroachments on
the right to informational self-determination due to the large number of advertising companies
that received information about his visit (without his necessarily being aware), and due to the
inevitable and routine profiling of the plaintiff, as well as the use of his personal data for

advertising, commercial or even political purposes.

The 1st defendant exerts a determining influence over this data processing and advertising
platforms by its industry standard, which is used by thousands of companies worldwide. It is
almost impossible for data subjects to escape that influence in the everyday use of websites and

apps.

The lack of transparency of the data processing, which is expressed in the breach of the legally
standardised information obligations of the GDPR, also leads to an illegality of the processing at

issue when applying purely national tort and constitutional law.

6. Merits of motion 3

The plaintiff can demand that the defendants refrain from processing his personal data if they do

so as explained under A. IV. 1., p. 93et seq.
With respect to motion 3, the claim follows from:

e sections 823 para. 2, 1004 para. 1 sentence 2 BGB analogously in conjunction with art. 9
para. 1, para. 2 GDPR,

e sections 823 para. 2, 1004 para. 1 p. 2 BGB analogue in conjunction with section 15 para. 3
Telemediengesetz (TMG, German Telemedia Act) in conjunction with art. 6 para. 1 p. 1 lit.
a GDPR and from

e sections 823 2, 1004 para. 1 sentence 2 BGB analogue in conjunction with. art. 5 para. 1 lit.

f, 32 para. 1 GDPR.
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a) Claim based on sections 823 para. 2, 1004 para. 1 sentence 2 BGB analogously in

conjunction with art. 9 para. 1 and para. 2 GDPR

The very fact that plaintiff accessed an article titled: "Is my job putting my health at risk? Corona,
back pain and stress as risk factors at work" allows conclusions to be drawn that the plaintiff is
affected by the aforementioned health-related problems. Therefore, it is a special category data

according to art. 9 para. 1 GDPR.

According to their own documentation, the defendants also use context-related information in the
processing in question in accordance with the technical standards Context Taxonomy and

Audience Taxonomy (see A. 1. 3. a), p. 441V. 2. b) bb) and cc), p. 105f.)).

The processing of such data is prohibited under art. 9 para. 1 of the GDPR unless one of the
conditions set out in paragraph 2 applies. This is not the case. In particular, the plaintiff has not

given express consent to the processing of such data, art. 9 para. 2 lit. a GDPR.

(1) According to the correct view of the UK supervisory authority (ICO) and the Irish supervisory
authority, due to the assignment of a e.g. health-specific context - defined in content taxonomies of
the IAB (e.g. Content Taxonomy v.2.0, available at: https://iabtechlab.com/blog/iab-tech-lab-
announces-final-content-taxonomy-v2-ready-for-adoption/, last accessed on 08.02.2021) - the
user data transmitted in a bid request are special categories of personal data (health-related data)
within the meaning of art. 9(1) of the GDPR [see Information Commissioner's Office, Update report

into adtech and real time bidding, already submitted as Annex K 58, p. 13].

The same applies if data subjects are classified into, for example, health-related segments by means
of target group formation (e.g. "Audience Taxonomy v.1.1" of 12.02.2021, available at
https://iabtechlab.com/standards/audience-taxonomy/, last accessed on 07.04.2021).

The practice has not changed to date. The ICO is still of the opinion that such information on website
contentregarding the content taxonomy within a bid request is to be regarded as special categories
of personal data within the meaning of art. 9 para. 1GDPR [see the results of the consultation of the
UK supervisory authority with industry representatives on bid requests: [CO Adtech Fact-Finding
Forum of 19 November 2019, available at https://ico.org.uk/media/about-the-
ico/documents/2616750/fff2-bid-requests-201912.pdf and https://ico.org.uk/media/about-the-
ico/documents/2616754/fff2-info-gathering-201912.pdf, last accessed on 07.02.2021].
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Similarly, the Irish Data Protection Commission classifies the attribution of content taxonomies to
a user profile from contextual data based on the association with personal data of the user when
visiting the website as health-related data within the meaning of art. 9 para. 1 GDPR by endorsing
the view of the ICO [see Report by the Data Protection Commission on the use of cookies and other
tracking  technologies of  06.04.2020, p. 10 f, p. 18, available at:
https://www.dataprotection.ie/sites/default/files /uploads/202004/Data%Z20Protection%20Co
mmission%20cookies%20sweep%20REVISED%2015%20April%202020%20v.01.pdf, last
accessed on 10.02.2021].

The Supreme Court of Austria (OGH) has recently ruled that the grouping of data subjects into
marketing categories or the addition of categories to a person constitute personal data under art.
4 No. 1 GDPR: [OGH, Urt. v. 18022021 - 6 Ob 127/20z available at:
https://www.ris.bka.gv.at/Dokumente/Justiz/]JT_20210218_0GH0002_00600B00127_20Z0000

_000/JJT_20210218_0GH0002_00600B00127_20Z0000_000.pdf, last accessed on 07.04.2021]. In

this context, the OGH stated with regard to marketing classifications by Osterreichische Post AG:

"[...] In the sense of the opinion set out in 2.1, the information to be assessed here is subject to the regime of the
GDPR, since it is directly associated with the plaintiff and contains statements about, for example, his preferences

and attitudes; whether the assessments are actually accurate, on the other hand, is irrelevant [...]."

If a classification is assigned to a person, then this constitutes a personal data in the sense of the
GDPR. Thus, the Supreme Court explicitly classifies data stored for advertising purposes, e.g. when
residents of a street are assigned to a certain buyer group or purchasing power class based on the
population structure, as personal data [Supreme Court, judgment of 18.02.2021 - 6 Ob 127/20z,
para. 17].

The Federal Administrative Court in Austria (BVwG) has ruled in this sense that marketing
measures based on "[...] special categories of personal data in the context of the exercise of the
trade of 'address publishers and direct marketing companies' [...]" are invalid under art. 9 para. 1
and para. 2 lit. a GDPR [BVwG, decision of 26.11.2020 - W258 2227269-1/14E, available at:
https://www.bvwg.gv.at/presse/Datenschutzverfahren_Oesterreichische_Post.html, last accessed

on 07.04.2021].

The Austrian Federal Administrative Court held that the linking of party affinity with an individual
person fulfilled the content element of personal information; thus, even if the actual political

opinion of the person concerned is not known, party affinity contains a direct statement about the
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specific person, namely with what probability he or she is interested in advertising from a specific
political party; this statement, even if it is subject to a statistical range of fluctuation due to the
method of determination, is not entirely random, but is derived from correlations obtained from
opinion polls and election results; it is a statistically based assessment of the person with regard to
his or her interest in advertising for a particular political party [BVwG, decision of 26.11.2020 -
W258 2227269-1/14E, para. 3.2.3].

In order to determine what are special categories of personal data, the Supreme Administrative

Court of Austria stated:

["Due to the wording of art. 9 (1) GDPR, according to which the prohibition relates to the processing as such, it is
only the fundamental suitability of the types of data to trigger these risks that is relevant. The specific processing
context, such as the purpose of the processing or specific processing steps, are thus not to be taken into account in
assessing whether a personal data item is to be classified under one of the special categories of data (disputed in
the case of indirectly sensitive data; denying the context of use, e.g. Petri in Simitis/Hornug/Spiecker (eds.)
Datenschutzrecht (2019) art. 9 Rz 12 with reference to Bergauer in Knyrim Das neue Datenschutzrecht in
Osterreich and probably also Schiff in Ehmann/Selmayr Datenschutz-Grundverordnung? Art 9 Rz 2 f: aA Schulz in
Gola Art 9 Rz 13; Weichert in Kiihling/Buchner (eds.), DSGVO? Art 9 Rz 22) [....]"

(2) Each of the defendant's bid requests contain information on, among other things, the plaintiff's
religion, political views, health and income can be processed as special categories of personal data
within the meaning of art. 9 para. 1 of the GDPR. In the course of each individual (!) of server
request shown (cf. point A. 1. 3. a), p. 29et seq. ), at least the complete IP address, information about
the device and software, as well as the User ID is processed. For example, the User ID
6390846609290577797 was assigned to the plaintiff by the 2nd defendant when the plaintiff

loaded the 3rd defendant's website. This information therefore also has a personal reference.

According to the case law of the EC] [Judgment of 19.10.2016 - C-582/14, para. 48 - Breyer], the

possibility of attribution to users' plain names or other direct identifiers is sufficient:

"[..] Thus, it appears that the online media services provider has the means which may likely reasonably be used
in order to identify the data subject, with the assistance of other persons, namely the competent authority and the

internet service provider, on the basis of the IP addresses stored.|[...]“

Similarly, according to the highest court ruling of the Federal Court of Justice, a randomly generated
number stored in cookies (user ID of the third-party provider) constitutes a pseudonym within the

meaning of Section 15 para. 3 TMG. S. d. § 15 para. 3 TMG [BGH, Urt. v. 28.05.2020 - I ZR 7/16 -
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Cookie Einwilligung II = MMR 2020, 609, 611; agreeing Menke, K&R 2020, 650, 652;
Baumgartner/Hansch, ZD 2020, 435, 436], whereby the BGH still referred to the legal definition in
section 3 para. 6a BDSG old version. Even pseudonymous data constitute personal data according
to recital 26 p. 2 GDPR, and even pseudonymous data constitute personal data within the meaning

of art. 4 No. 1 GDPR.

(3) On the website https://onlinemarketing.de of the 3rd defendant, there is no request for
effective consent (for more details, see B. II. 5. b. p. 155f.) in accordance with art. 4 No. 11, art. 6

para. 1lit. a and art. 7 GDPR for the processing in dispute.

(4) A fortiori, there is no explicit consent under art. 9 para. 2 lit. a GDPR for the processing of
special categories of personal data such as health data. The defendant's Transparency & Consent

Framework (1) itself states that it cannot cover the processing of special categories of data.

Similarly, no other justification under art. 9 para. 2 GDPR is relevant for the basic prohibition to

process health-related data or other special categories of personal data.

b) Claim from sections 823 para. 2, 1004 para. 1 sentence 2 BGB analogue in conjunction

with. section 15 para. 3 TMG in conjunction with art. 6 para. 1 p. 1lit. a GDPR

aa) Mandatory consent requirement for the processing at issue

The unlawfulness of the use of tracking technologies for the storage of information and access to
information already stored in the terminal device without informed and voluntary consent of the
user was confirmed by the BGH after the ECJ decision "Planet49" [Urt.v.28.05.2020 - Ref: I1ZR7/16
- Cookie consent II = NJW 2020, 2540].

Contrary to the wording of the provision, the BGH interpreted Section 15 para. 3 TMG in accordance
with art. 5 para. 3 of the ePrivacy Directive. Pursuant to art. 5 para. 3 sentence 1 ePrivacy Directive
(Directive 2002/58/EC as amended by Directive 2009/136/EC), any storage of information and
any access to information already stored in a user's terminal equipment requires the user's consent

on the basis of clear and comprehensive information provided to the user.

Irrespective of this, the GDPR applies in addition to the provisions of the TMG, which must be

interpreted in conformity with the Directive, insofar as corresponding technologies also process
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personal data of the users, as is naturally the case with tracking technologies. Both regulations are
based on entirely different protective purposes, as the BGH correctly observes in its decision that
art. 5 para. 3 ePrivacy Directive does not concern the scope of application of the GDPR, as [BGH,

judgment of 28 May 2020 - [ ZR 7/16, para. 61 - Cookie Consent II].

However, the two regulations apply side by side where technologies requiring consent under art.
5 para. 3 ePrivacy Directive also process personal data, in view of the conflict of laws provision in
art. 95 GDPR [Gierschmann, MMR 2020, 613 (614 et seq.); Spittka, DB 2019, 2850 (2854)].
However, this is of limited relevance in practice, as effective consent pursuant to art. 5 para. 3
ePrivacy Directive is usually also effective consent within the meaning of art. 6 para. 1 sentence 1
lit. a GDPR due to the reference for the definition of consent and the information requirements in

the GDPR (previously Directive 95/46/EC and due to art. 94 para. 2 sentence 1 GDPR in the GDPR).

Since these refer to art. 5 para. 3 of the ePrivacy Directive via the interpretation of Section 15 para.
3 TMG in conformity with the Directive, and this in turn refers to the concept of consent in art. 4

No. 11 GDPR, various legal concepts of the GDPR apply in the present case.

Therefore, in the case of terminal access involving special categories of personal data within the

meaning of art. 9 para. 1 of the GDPR, the requirements of art. 9 para. 2 lit. a of the GDPR apply.

Due to the access to and storage of personal data of the plaintiff during his visit to the website of
the 3rd defendant by means of tracking technologies of the 2nd defendant on the basis of the
technical specifications OpenRTB, AdCOM, Audience Taxonomy and Content Taxonomy of the 2nd
defendant, consent is required pursuant to section 15 para. 3 sentence 1 TMG in conjunction with
art. 5 para. 3 sentence 1 ePrivacy Directive. Consent is required in accordance with art. 4 No. 11,

art. 6 para. 1 sentence 1 lit. a, art. 7 of the GDPR.

In addition to the judgment of the Rostock Regional Court [judgment of 15.09.2020 - ref.: 3
0762/19 = GRUR-RS 2020, 32027, marginal no. 44 f], the Cologne Regional Court has now also
explicitly assumed a violation of Section 15 para. 3 TMG if access to or storage of data on a user’s
terminal by means of cookies takes place without effective consent [judgment of 29.10.2020 - ref.:

31 0194/20 = GRUR-RS, 2020, 37085].

Consequently, all processing of personal data of the plaintiff referred to, in particular such data in

RTB bid requests, is subject to a consent requirement pursuant to Section 15 para. 3 TMG in
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conformity with art. 5 para. 3 sentence 1 of the ePrivacy Directive.

With regard to the interpretation of section 15 para. 3 TMG and the Directive, the BGH has also
assumed that the exception from the consent requirement under art. 5 para. 3 sentence 2 of the
ePrivacy Directive must be taken into account [BGH, judgment of 28 May 2020 - 1ZR 7/16, para. 49

- Cookie consent II].

"[..] In the case in dispute, the storage or retrieval of the information is not technically necessary within the
meaning of the second sentence of art. 5(3) of Directive 2002/58/EC, but is for advertising purposes, so that the

exception to the consent requirement does not apply. [...]“

bb) Ineffective consent mechanism on the website of the defendant 3

Even if the plaintiff presses the button "Accept all and continue" on the first layer of the cookie
banner displayed on the 3rd defendant’s website [cf. partial printout of the "Privacy Information"
of the 3rd defendant's website "www.onlinemarketing.de" of 25.03.2021, already submitted as

Annex K 26], there is no effective consent.
The request for presumed consent is invalid for four reasons.

(1) Firstly, the purported consent is inadequate, pursuant to Section 15 para. 3 sentence 1 TMG in
conjunction with art. 5 para. 3 sentence 1 ePrivacy Directive in conjunction with art. 4 No. 11 GDPR

because of a lack of information.

According to art. 4 No. 11 GDPR, consent must be given "in an informed manner".

The Chief Executive of IAB Europe, Townsend Feehan, admitted a year before the publication of
the Transparency & Consent Framework that it was technically impossible to request informed
consent under the GDPR from users for the fully automated targeting of. The lobby association's
letter to the EU Commission [already submitted as Annex K 60] urged that an exemption from the
E-Privacy Regulation (not yet adopted) be created for OpenRTB, otherwise the online advertising

business practice would no longer be viable.

"[...] it is technically impossible for the user to have prior information about every data controller involved in a

real-time bidding (RTB) scenario [...]".
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Prior information requirement will “break” programmatic trading

Consent under the GDPR must be “informed”, that is, the user consenting to the processing
must have prior information as to the identity of the data controller processing his or her
personal data and the purposes of the processing.® As it is technically impossible for the user
to have prior information about every data controller involved in a real-time bidding (RTB)
scenario, programmatic trading, the area of fastest growth in digital advertising spend, would
seem, at least prima facie, to be incompatible with consent under GDPR - and, as noted above,
if a future ePrivacy Regulation makes virtually all interactions with the Internet subject solely
to the consent legal basis, and consent is unavailable, then there will be no legal be no basis for
such processing to take place or for media to monetise their content in this way.

The ECJ] confirmed in the "Planet49" case that the clear and comprehensive information for consent
under art. 5 para. 3 sentence 1 of the ePrivacy Directive also includes information on the functional
duration of the cookies and whether third parties have access to the cookies [EC], Judgment of

01.10.2019 - C-673/17 = EuZW 2019, 916, para 75 f.]. In detail, the Court stated:

"[...] In a situation such as that at issue in the main proceedings, in which, according to the file before the Court,
cookies aim to collect information for advertising purposes relating to the products of partners of the organiser of
the promotional lottery, the duration of the operation of the cookies and whether or not third parties may have
access to those cookies form part of the clear and comprehensive information which must be provided to the user

in accordance with art. 5(3) of Directive 2002/58.

76. In that regard, it should be made clear that Article 10 of Directive 95/46, to which art. 5(3) of Directive 2002/58
and art. 13 of Regulation 2016/679 refer, lists the information with which the controller must provide a data

subject from whom data relating to himself are collected. [...]“

According to the information provided by the 2nd defendant, 1,647 companies can receive a bid
request from it [see printout of the list of affiliated third parties of the 2nd defendant dated
12.01.2021, already submitted as Annex K 13].

In relation to users such as the plaintiff, who call up the website of the 3rd defendant, only a fraction
of these possible recipients of a bid request are mentioned in the "privacy information" with which
an alleged consent is to be queried [cf. total printout of the "privacy information" of the website
www.onlinemarketing.de of the 3rd defendant of 25.03.2021, already submitted as Annex K 104].
Complete information about the recipients is also hardly possible, since the number of companies
to which data can be transmitted is actually unlimited. IAB Europe’s admission that it is technically
impossible to request informed consent shows that in the run-up to the actual data processing it is
not known which companies, and from which third countries, may receive sensitive information

about the plaintiff.
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Moreover, there is no sufficient description of the processing of the plaintiff's personal data in real
time bidding auctions in accordance with the purpose limitation principle (art. 5 para. 1 lit. b
GDPR). Purposes such as "serving personalized advertisements" do not convey the global and

comprehensive processing of sensitive information involved.
(2) Secondly, there is no consent for the “specific” processing in the meaning of art. 4 No. 11 GDPR.

In the case "Cookie Einwilligung II" [I ZR 7/16] decided by the BGH, the data subject had the
possibility to select the advertising sponsors and cooperation partners from a linked list of 57
companies. If the data subject did not, then the defendant made the selection. The BGH declared
that consent mechanism invalid because there was no consent for the specific case. In detail, the

court stated:

["This is not the case in the dispute, because according to the findings of the appellate court, which are not
objectionable under the law of review, the design of the declaration of consent challenged by the plaintiff is
designed to confront the consumer with an elaborate procedure for deselecting partner companies on the list in
order to induce him to refrain from exercising this choice and instead to leave the choice of advertising partners to
the defendant. If the consumer, in the absence of knowledge of the content of the list and without exercising the
right of choice, does not know which products or services of which entrepreneurs the consent covers, there is no

consent for the specific case.

The fact that the consumer may well recognize the given multiplicity of advertising partners, as the defendant's
appeal asserts, does not alter the fact that the consumer will reqularly have no knowledge of the concrete content

of the consent given due to the design of the selection process. [...]“

The "provider list" linked on the first layer of the cookie banner of the 3rd defendant's website
includes 676 third parties [cf. overall printout of the "privacy information" of the 3rd defendant's
website www.onlinemarketing.de of 25.03.2021, already submitted as Annex K 104]. In this

respect, a fortiori, there is no consent for the specific case.

(3) Thirdly, there is no unambiguous indication of consent within the meaning of art. 4 para. 11

GDPR if the only button provided is to accept all tracking-related data processing.

The Rostock Regional Court considered a comparable cookie banner with an "Allow cookies"
button on the first layer that granted consent for around two dozen third-party companies, and
concluded that in view of a button on the first layer on a cookie banner "Allow cookies", consent
for data processing by means of cookies and similar tracking technologies was preselected and

merely activated by pressing the button. The decision of the Rostock Regional Court [Urt. v.
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15.09.2020 - Az.: 30762/19 = GRUR-RS 2020, 32027, Rn. 53] expressly states in this regard:

["An effective consent is therefore also not possible with the cookie banner now used. This is because all cookies are
also preselected in this case and are "activated" by pressing the green "Allow cookie"” button. Thus, the design of

the cookie banner basically corresponds to the design in the case decided by the BGH.

It is true that the consumer has the option to have the details displayed and to deselect individual cookies.
In fact, however, the consumer will regularly shy away from the effort of such a procedure and therefore press
the button without prior information about the details. In this way, however, the consumer does not know the

consequences of his declaration. [...]“

The display of more than 100 listed affiliates in defendant 3’s cookie banner discourages

consumers from activating or opting out of certain tracking companies.

(4) Fourth, there is no unequivocal expression of will because the defendant has preselected
consent. The defendant pre-selected consent for a number of tracking providers - including the 2nd
defendant and Yieldlove GmbH, which is responsible for header bidding - in a misleading manner
under the guise of a legitimate interest that does not exist in reality, i.e. it is already activated
without a user having taken any action [cf. partial printout of the privacy settings on the 3rd
defendant's website onlinemarketing.de dated 24 March 2021, already submitted as Annex K
105].

That buttons that have already been activated or ticked do not constitute an unequivocal
declaration of intent is expressly stated in recital 32 of the GDPR and has been confirmed by the

ECJ in the "Fashion ID" case (C-40/17).

cc) Blocking effect for the application of art. 6 para. 1 sentence 1 lit. f GDPR

As the extensive presentation of the facts has shown, a transmission of user data takes place due to
the direct access to information in the user's terminal device - specifically at least the IP address

and user ID in the user's browser.

Due to the direct access to terminal devices, section 15 para. 3 sentence 1 TMG in conjunction with

art. 5 para. 3 ePrivacy Directive forbids the application of the legal basis in art. 6 para. 1 sentence
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1 lit. f GDPR. The BGH decision "Cookie consent II" [judgment of 28.05.2020 - I ZR 7/16] confirms
the priority of Section 15 para. 3 sentence 1 TMG in conjunction with art. 5 para. 3 ePrivacy

Directive over legal bases of the GDPR:

"[..] art. 95 of the Regulation (EU) 2016/679 regulates the delimitation of the scopes of application of both legal
acts in case of conflict, which is only given if both legal acts contain competing obligations pursuing the same
objective. In this case, according to art. 95 of Regulation (EU) 2016/679, the provisions of the Directive take
precedence (cf. Karg in Simitis/Hornung/Spiecker gen. Déhmann, Datenschutzrecht, Art. 95 DSGVO Rn. 1, 17;
Klabunde/Selmayr in Ehmann/Selmayr, DSGVO, 2nd ed,, art. 95 Rn. 16). [...]“

Therefore, the use of legitimate interest according to art. 6 para. 1 sentence 1 lit. f GDPR or other

legal bases from art. 6 para. 1 GDPR is impossible.

c) Claim under sections 823 para. 2, 1004 para. 1 sentence 2 BGB analogously in

conjunction with art. 5 para. 1 lit. f, 32 para. 1 GDPR

Finally, the established case law of the EC] confirms that the processing at issue infringes the data
protection principles listed in art. 5 GDPR - cf. on the infringement of art. 5 para. 1 lit. f GDPR due
to the lack of sufficient technical and organizational measures pursuant to art. 32 para. 2 GDPR

already point B. IL. 3. a), p. 140.

As the European Court of Justice has repeatedly ruled, in accordance with the provisions of

Directive 95/46/EC:

"[...] any processing of personal data [...] must comply with the principles set out in art. 6 of the Directive as regards
the quality of the data and with one of the principles set out in art. 7 of the Directive as regards the lawfulness of the
processing of data" [EC], Judgment of. 29.07.2019 - C-40/17 marginal no. 93 = WRP 2019 1146 - Fashion ID; EC],
judgment of01.10.2015 - C-201/14, marginal no. 30 f. = ZD 2015, 577- Bara m. Anm. Petri; ECJ, judgment of. 20.05.2003
- C-465/00, C-138/01, C-139/01, para. 65 = EuR 2004, 276 - Osterreichischer Rundfunk et al; ECJ, Judgment of.
16.12.2008 - C-524/06, para. 48 = MMR 2009, 171 - Huber; ECJ, judgment of. 24.11.2011 - C-486/10, C-469/10, para.
26 =ZD 2012, 33 - ASNEF and FECEMD)].

It follows that the unlawfulness of the data processing required for the claim for injunctive relief
under sections 823 para. 2, 1004 para. 1 sentence 2 BGB mutatis mutandis can result on the one
hand from an infringement of the principles of data processing laid down in art. 6 of Directive
95/46/EC or art. 5 GDPR, and on the other hand from the non-existence of one of the conditions

for the lawfulness of the processing in art. 7 of Directive 95/46/EC or art. 6 of the GDPR.
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Because the GDPR’s principles of processing and lawfulness of processing are identical, the case

law of the EC] remains valid under the GDPR.

7. Merits of motion 4

The basis of claim for motion 4 is sections 823 para. 2, 1004 para. 1 sentence 2 BGB analogously in

conjunction with art. 45, 46 GDPR.

The defendants also transfer personal data of the plaintiff to the USA. In its judgment in Case C-
311/18 "Schrems II", the European Court of Justice clarified that personal data of EU citizens may
only be transferred to third countries outside the European Economic Area if they enjoy an
essentially equivalent level of protection in that third country as in the EU. It found that the US does
not have such an adequate level of protection. As shown, despite this clear court decision, the
defendants transfer personal data of the plaintiff to the USA many times, including to the 2nd
defendant. There is no justification in European or national law for any of these processing

operations.

The fact that the defendants, contrary to their obligation under art. 13 para. 1 lit. f of the GDPR,
provide neither information on the details of the data transfer using the 1st defendant’s technical
standards to the 2nd defendant in the USA, nor information on the required protective measures
or appropriate or adequate safeguards, fits seamlessly into the picture of the intentional breach of

law that is evident in all of the defendants' acts.

Page 162 of 174



R

If the court does not consider the plaintiff's submissions or offers of evidence to date to be
sufficient, or if it does not share the legal opinion represented here, it is expressly requested that

the plaintiff be informed accordingly - if necessary by telephone - in accordance with section 139

ZPO.
Peter Hense Tilman Herbrich Elisabeth Niekrenz
(Lawyer) (Lawyer) (Lawyer)

Page 163 of 174



Attachments

Annex K1

Annex K 2

Annex K 3

Annex K 4

Annex K 5

Annex K 6

Annex K7

Annex K 8

Annex K9

Annex K 10

Processing of plaintiff's Personal Data Triggered by Visit to 3rd defendant’s
website, Privacy Scandal: Secret Google Websites to Sell User Data?, URL:
https://onlinemarketing.de/technologie/datenschutzskandal-geheime-
google-websites-verkauf-nutzerdaten, pp. 28-79 of the application,

Entire printout of defendant 3’s website privacy information as of
3/22/2021, available at
https://onlinemarketing.de/datenschutzerklaerungen, accessed
3/22/2021,

Processing of particularly sensitive data triggered by visiting the website of
defendant 3’s, Does my job endanger my health?, URL:
https://onlinemarketing.de/karriere /unternehmenskultur/gefahrdet-
mein-job-meine-gesundheit-corona-ruckenschmerzen-stress-
risikofaktoren-arbeitsplatz, p. 95-104 of the application,

Partial printout of defendant 1’s website as of 03/23/2021 via [AB Tech Lab
Members, available at: https://iabtechlab.com/about-the-iab-tech-lab/iab-
tech-lab-members/, last accessed 03/23/2021,

Partial printout of the website of the defendant 1: press release of
09.06.2020, available at: https://iabtechlab.com/press-releases/tech-lab-
increases-investment-presence-in-europe/, last accessed on 12.02.2021,

Partial printout of the website of vonwersch Digital Strategies GmbH as of
12.02.2021 on Tech Lab Leadership, available at:
https://vonwerschpartner.com/case-studies/iab-tech-lab, last accessed on
12.02.2021,

Partial printout of the website of the defendant 1, European Communication
Groups, as amended on 23.03.2021, available at:
https://iabtechlab.com/eea/, last accessed on 23.03.2021,

Partial printout of Xandr, Inc. website, Platform Privacy Policy, as amended
2/24/2021, available at: https://www.xandr.com/privacy/platform-
privacy-policy/ last accessed 4/14 /2021,

Printout of the extract from the commercial register of defendant 2 dated
23.03.2021,

Partial printout from defendant 3's website, Gau: Secret Google Websites to
Sell User Data?, Sept. 05, 2019, available at:
https://onlinemarketing.de/technologie/datenschutzskandal-geheime-
google-websites-verkauf-nutzerdaten, last accessed on April 14, 2021,

The partners of Spirit Legal Fuhrmann Hense Partnerschaft von Rechtsanwalten
are attorney Peter Hense and attorney Sabine Fuhrmann.



Annex K 11

Annex K12

Annex K 13

Annex K 14

Annex K 15

Annex K 16

Annex K 17

Annex K 18

D

Entire Printout of defendant 1's Website , Standard Header Container
Integration with an Ad Server, as amended June 2017, available at:
https://iabtechlab.com/wp-

content/uploads/2016/07 /IABTechLabStandardHeaderContainerIntegrati
onwithanAdServer_DRAFTforpubliccomment.pdf, last accessed
03/23/2021,

Entire printout of defendant 1's website , Pubvendors.json v1.0:
Transparency & Consent Framework, as amended May 2018, available at:
https://github.com/InteractiveAdvertisingBureau/GDPR-Transparency-
and-Consent-
Framework/blob/master/pubvendors.json%20v1.0%20Draft%20for%20P
ublic%20Comment.md, last accessed 03/23/2021,

Partial printout of Xandr, Inc. website: Third Party Providers, as amended
12/01/2021, available at https://docs.xandr.com/bundle/service-
policies/page/third-party-providers.html#ThirdPartyProviders-Ad-
serverPartners, last accessed 3/24/2021,

Partial Printout of 1st defendant’s Technical Specifications, OpenRTB
Specifications v3.0, as amended June 2020, available at:
https://github.com/InteractiveAdvertisingBureau/openrtb/blob/master/0
penRTB%20v3.0%20FINAL.md#object_request, last accessed Feb. 11, 2021,

Partial Printout: Example of Bid Request under 1st Defendant’s Technical
Specifications, OpenRTB Specification v3.0, as amended June 2020, available
at:
https://github.com/InteractiveAdvertisingBureau/openrtb/blob/master/0
penRTB%20v3.0%20FINAL.md#bidrequest, last accessed Feb. 11, 2021,

Entire printout of 1st defendant’s Technical Specifications, OpenRTB
Specification v3.0, as amended June 2020, available at:
https://github.com/InteractiveAdvertisingBureau/openrtb/blob/master/0
penRTB%20v3.0%20FINAL.md#, last accessed 03/26/2021,

Partial Printout of 1st defendant’s Technical Specifications, AdCOM
Specifications v1.0, as amended June 2020, available at:
https://github.com/InteractiveAdvertisingBureau/AdCOM/blob/master/A
dCOM%20v1.0%20FINAL.md#object_geo, last accessed 03/24/2021,

Partial Printout of 1st defendant’s Technical Specifications, AdCOM
Specifications v1.0, as amended June 2020, available at:
https://github.com/InteractiveAdvertisingBureau/AdCOM/blob/master/A
dCOM%20v1.0%20FINAL.md#object_site, last accessed 03/24 /2021,
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Annex K 19

Annex K 20

Annex K 21

Annex K 22

Annex K 23

Annex K 24

Annex K 25

Annex K 26

Annex K 27

D

Partial Printout of 1st defendant’s Technical Specifications, AdCOM
Specifications v1.0, as amended June 2020, available at:
https://github.com/InteractiveAdvertisingBureau/AdCOM/blob/master/A
dCOM%20v1.0%20FINAL.md#object_publisher, last accessed 03/22/2021,

Partial Printout of 1st defendant’s Technical Specifications, AdCOM
Specifications v1.0, as amended June 2020, available at:
https://github.com/InteractiveAdvertisingBureau/AdCOM/blob/master/A
dCOM%20v1.0%20FINAL.md#object_user, last accessed 03/24/2021,

Partial Printout of 1st defendant’s Technical Specifications, AdCOM
Specifications v1.0, as amended June 2020, available at:
https://github.com/InteractiveAdvertisingBureau/AdCOM/blob/master/A
dCOM%20v1.0%20FINAL.md#object_data, last accessed 03/22/2021,

Partial Printout of 1st defendant’s Technical Specifications, AdCOM
Specifications v1.0, as amended June 2020, available at:
https://github.com/InteractiveAdvertisingBureau/AdCOM/blob/master/A
dCOM%20v1.0%20FINAL.md#object_segment, last accessed 03/22 /2021,

Partial Printout of 1st defendant’s Technical Specifications, AdCOM
Specifications v1.0, as amended June 2020, available at:
https://github.com/InteractiveAdvertisingBureau/AdCOM/blob/master/A
dCOM%20v1.0%20FINAL.md#object_device, last accessed 03/24/2021,

Entire printout of 1st defendant’s Technical Specifications, AdCOM
Specifications v1.0, as amended June 2020, available at:
https://github.com/InteractiveAdvertisingBureau/AdCOM/blob/master/A
dCOM%20v1.0%20FINAL.md, last accessed 03/24/2021,

Entire printout of 1st defendant's website, Implementation Guide for Brand
Suitability with the Content Taxonomy v2.2, as amended December 2020,
available at: https://iabtechlab.com/wp-
content/uploads/2020/12/Implementation_Guide_for_Brand_Suitability_wi
th_[ABTechLab_Content_Taxonomy_2-2.pdf), accessed 03/23/2021,

Printout of the home page of the 3rd defendant’s website at the URL
www.onlinemarketing.de displaying the console for web developers of the
standard browser Chrome on 25.03.2021,

Partial printout of the website archive file (HAR file) of the website of
defendant 3 dated 25/03/2021 showing the network connections (server
request) with defendant 2,
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Annex K 29

Annex K 30

Annex K 31

Annex K 32

Annex K 33

Annex K 34

Annex K 35

Annex K 36

Annex K 37

Annex K 38

D

Partial printout of the website archive file (HAR file) of the website of
defendant 3 dated 25/03/2021 showing the network connections (server
request) with defendant 2 and the web memory of the browser,

Partial printout of defendant 2's website, "User ID Syncing with External
Partners," as amended 03/31/2021, available at:
https://docs.xandr.com/bundle/invest_invest-standard/page/topics/user-
id-syncing-with-external-partners.html, accessed 03/31/2021,

Partial printout of the website archive file (HAR file) of the website of
defendant 3 dated 25/03/2021 showing the network connections (server
request) with defendant 2,

Partial printout of the website archive file (HAR file) of the website of
defendant 3 dated 25/03/2021 showing the network connections (server
request) with defendant 2,

Partial printout of the website archive file (HAR file) of the website of
defendant 3 dated 25/03/2021 showing the network connections (server
request) with defendant 2,

Partial printout of the website archive file (HAR file) of the website of
defendant 3 dated 25.03.2021 under display of a server request for the
submission of a bid request by defendant 2

Partial printout of the website archive file (HAR file) of the 3rd defendant's
website dated 25/03 /2021 showing the details for the 2nd defendant's
server request.)

Partial printout of the website archive file (HAR file) of the 3rd defendant's
website dated 25/03 /2021 showing the details for the bid requests by the
2nd defendant.)

Entire Printout of defendant's Integration Guide for SSPs, Incoming Bid
Requests from SSPs, as amended Feb. 5, 2021, available at:
https://docs.xandr.com/bundle/supply-partners/page/incoming-bid-
request-from-ssps.html, last accessed Mar. 29, 2021,

Entire printout of 1st defendant’s Technical Specifications, OpenRTB API
Specifications Version 2.4, as amended March 2016, available at:
https://iabtechlab.com/wp-content/uploads/2016/04/OpenRTB-API-
Specification-Version-2-4-FINAL.pdf, last accessed 03/29/2021,

Partial Printout of defendant's Integration Guide for SSPs, Incoming Bid
Requests from SSPs, as amended Feb. 5, 2021, available at:
https://docs.xandr.com/bundle/supply-partners/page/incoming-bid-
request-from-ssps.html, last accessed Mar. 25, 2021,
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Annex K 39

Annex K 40

Annex K 41

Annex K 42

Annex K 43

Annex K 44

Annex K 45

Annex K 46

Annex K 47

Annex K 48

Annex K 49

D

Partial printout of the website archive file (HAR file) of the 3rd defendant's
website dated 25/03/2021 showing the 2nd defendant's server response
with details of the Real Time Bidding auction conducted.

Partial printout of the website archive file (HAR file) of the 3rd defendant's
website dated 25.03.2021 showing the duration between server request
and server response of the 2nd defendant with details of the Real Time
Bidding auction conducted

Partial printout of the website archive file (HAR file) of the website of
defendant 3 dated 25.03.2021 showing the server response of defendant 2
with modified details of the Real Time Bidding auction conducted

Partial printout of the website archive file (HAR file) of the website of
defendant 3 from 25.03.2021 under display of the network connections
(server request) with OpenX

Partial printout of the website archive file (HAR file) of the 3rd defendant's
website dated 25/03/2021 displaying the server request to conduct a Real
Time Bidding auction using OpenX,

Partial printout of the website archive file (HAR file) of the 3rd defendant's
website dated 25/03 /2021 displaying the server request to conduct a Real
Time Bidding auction using OpenX,

Partial printout of integration guide from online advertising exchange
OpenX for DSPs, OpenRTB API, as amended Jan. 16, 2019, available at:
https://docs.openx.com/demand-partners/ox-openrtb/#how-real-time-
bidding-works, last accessed Mar. 29, 2021,

Entire printout of 1st defendant’s Protocol Technical Specifications,
OpenRTB API Specifications Version 2.5, December 2016, available at:
https://iabtechlab.com/wp-content/uploads/2016/07/OpenRTB-API-
Specification-Version-2-5-FINAL.pdf, last accessed 03/23/2021,

Partial printout of the website archive file (HAR file) of the 3rd defendant's
website dated 25/03 /2021 showing OpenX's server response with
amended details of the Real Time Bidding auction conducted,

Partial printout of the website archive file (HAR file) of the 3rd defendant's
website dated 25/03 /2021 showing the time duration between server
request and server response from OpenX with details of the Real Time
Bidding auction conducted,

Partial printout of website archive file (HAR file) of defendant 3's website
dated 25/03/2021 showing network connections (server request) with
BidSwitch,
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Annex K 50

Annex K51

Annex K52

Annex K53

Annex K 54

Annex K 55

Annex K56

Annex K57

Annex K 58

Annex K 59

D

Partial printout of the website archive file (HAR file) of the defendant 3's
website dated 25.03.2021 showing the network connections (server
request) with SmartAdServer,

Partial printout of integration guide from online advertising exchange
BidSwitch for DSPs, BidSwitch Supplier Protocol v3.0, available at:
https://protocol.bidswitch.com/supplier-protocol.html , last accessed
26/03/2021,

Entire printout of the integration guide from online advertising exchange
BidSwitch for DSPs BidSwitch Supplier Protocol v3.0, available at:
https://protocol.bidswitch.com/supplier-protocol.html, last accessed on
26/03/2021,

Partial website printout at URL https://www.bidswitch.com, last accessed
03/26/2021,

Partial printout of integration guide from online advertising exchange
BidSwitch for DSPs, BidSwitch Supplier Protocol v3.0, available at:
https://protocol.bidswitch.com/rtb-ssp/context-pub.html, last accessed
26/03/2021,

Partial printout of integration guide from online advertising exchange
BidSwitch for DSPs, BidSwitch Supplier Protocol v3.0, available at:
https://protocol.bidswitch.com/rtb-ssp/context-data.html, last accessed
26/03/2021,

Partial printout of the website archive file (HAR file) of the 3rd defendant's
website dated 25/03/2021 showing the server response from
SmartAdServer via BidSwitch with details of the Real Time Bidding auction
conducted,

Partial printout of the website archive file (HAR file) of the 3rd defendant's
website dated 25/03 /2021 showing the duration between server request
and server response from SmartAdServer with details of the Real Time
Bidding auction conducted via BidSwitch,

Information Commissioner's Office, Update report into adtech and real time
bidding, available at https://ico.org.uk/media/about-the-
ico/documents/2615156/adtech-real-time-bidding-report-201906-
d1191220.pdf, last accessed 10/02/2021,

Partial printout of letter from Townsend Feehan, CEO of IAB Europe
A.LS.B.L, 26.06.2017, available at: https://www.iccl.ie/wp-
content/uploads/2020/10/IAB-to-Commission-email-and-attachment-26-
June-2017.pdf (archived), retrieved 24.03.2021,
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Annex K 60

Annex K 61

Annex K 62

Annex K 63

Annex K 64

Annex K 65

Annex K 66

Annex K 67

Annex K 68

D

Letter from Townsend Feehan, CEO of IAB Europe A.L.S.B.L., June 26, 2017,
available at: https://www.iccl.ie/wp-content/uploads/2020/10/IAB-to-
Commission-email-and-attachment-26-June-2017.pdf (archived), accessed
04/15/2021,

Entire printout from indexexchange.com website, Meropol, Meeting 2020's
Business Challenges with Machine Learning, IX Traffic Filter, Aug. 06, 2020,
available at: www.indexexchange.com/ix-traffic-filter-meeting-2020s-
business-challenges-with-machine, last accessed Mar. 24, 2021,

Entire printout from PubMatic website, Jain, Optimizing data processing at
scale, 10/06/2020, available at https://pubmatic.com/blog/optimizing-
data-processing-at-scale, retrieved on: 24.03.2021,

Google website printout: OpenX: Power the future of advertising with
Google Cloud, available at: https://cloud.google.com/customers/openx, last
accessed 24/03/2021,

Entire printout from Google's website, OpenRTB Integration, available at:
https://developers.google.com/authorized-buyers/rtb/openrtb-guide, last
accessed 03/24/2021,

Full text from [IAB Europe A.L.S.B.L. website, IAB Europe Transparency &
Consent Framework Policies, version 2020-08-24.3.2, 2019, available at:
https://iabeurope.eu/wp-content/uploads/2020/08/TCF_v2-
0_FINAL_2020-08-24-3.2.pdf, accessed 24/03/2021,

Partial printout from IAB Europe A.L.S.B.L. website, IAB Europe
Transparency & Consent Framework Policies, version 2020-08-24.3.2,
2019, available at: https://iabeurope.eu/wp-
content/uploads/2020/08/TCF_v2-0_FINAL_2020-08-24-3.2.pdf, p. 11,
retrieved 23/03/2021, p. 21,

Full text of defendant 1's Public Comment, Tech Lab introduces additional
consumer privacy safeguards into content and audience taxonomies, Apr.
30, 2020, available at: https://iabtechlab.com/blog/tech-lab-introduces-
additional-consumer-privacy-safeguards-into-content-and-audience-
taxonomies/, last accessed Mar. 24, 2021,

Partial Printout of the Technical Specifications of 1st defendant's Protocol,
[ABTechLab, Inc, AACOM Specifications v1.0, as amended June 2020,
available at:
https://github.com/InteractiveAdvertisingBureau/AdCOM/blob/master/A
dCOM%20v1.0%20FINAL.md#object_eids, last accessed 03/24/2021,
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Annex K 69

Annex K70

Annex K71

Annex K 72

Annex K 73

Annex K 74

Annex K75

Annex K 76

Annex K77

Annex K78

D

Partial Printout of 1st defendant’s Protocol Technical Specifications,
OpenRTB Specification v3.0, as amended June 2020, available at:
https://github.com/InteractiveAdvertisingBureau/openrtb/blob/master/0
penRTB%20v3.0%20FINAL.md#objectmodel, accessed 03/24/2021,

1st defendant's website's entirety: "Terms of Use," as amended Dec. 10,
2014, available at: https://iabtechlab.com/terms-of-use/, last accessed Mar.
24,2021,

Partial printout of defendant's website dated 03/24 /2021, available at:
https://ortbvalidator.iabtechlab.com/login last accessed 03/24 /2021,

Entire printout of defendant 1's website, Data Transparency Standard 1.0,
as amended on 06/27/2019, available at: https://iabtechlab.com/wp-
content/uploads/2019/06/Data-Transparency-Standard-1.0-Final-June-
2019.pdf, last accessed on: 03/24 /2021, partial printout of Defendant's
website as 0of 03/24 /2021, available at:
https://ortbvalidator.iabtechlab.com/login last accessed on 03/24 /2021,

Partial printout of the website Adzine.de, Xander - Infrastructure for the
global advertising ecosystem, available at:
https://www.adzine.de/techfinder/xandr/, retrieved on 24.03.2021,

Partial printout of 2nd defendant’s website, OpenRTB Specs, as amended
03/22/2021, available at:
https://wiki.xandr.com/display/supply/OpenRTB+Specs, last accessed
02/22/2021,

Partial printout of 2nd defendant’s website, Documentation Center:
OpenRTB Integration Process, as amended 03/29/2021, available at:
https://wiki.xandr.com/display/supply/Integration+Process, last accessed
03/29/2021,

Partial printout of the website of the defendant 2, Documentation Center:
Publisher Services, as amended 01.04.2021 available at:
https://docs.xandr.com/bundle/xandr-api/page/publisher-service.html,
last accessed 29.03.2021,

Partial printout of 2nd defendant’s website, Documentation Center: How
Integration Works, as amended 03/25/2021, available at:
https://docs.xandr.com/bundle/supply-partners/page/how-integration-
works.html, last accessed 03/25/2021,

Partial printout of 2nd defendant’s website, Documentation Center: User ID
Mapping, as amended 03/25/2021, available at:
https://docs.xandr.com/bundle/supply-partners/page/user-id-
mapping.html, last accessed 03/25/2021,
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Annex K 79

Annex K 80

Annex K 81

Annex K 82

Annex K 83

Annex K 84

Annex K 85

Annex K 86

Annex K 87

Annex K 88

Annex K 89

D

Printout of the website of defendant 3 at the URL:
https://onlinemarketing.de/karriere /unternehmenskultur/gefahrdet-
mein-job-meine-gesundheit-corona-ruckenschmerzen-stress-
risikofaktoren-arbeitsplatz under display of the console for web developers
of the standard browser Chrome from 01.04.2021,

Partial printout of the website archive file (HAR file) of the 3rd defendant's
website dated 01.04.2021 showing the network connections (server
request) with Adform,

Partial printout of the website archive file (HAR file) of the website of
defendant 3 from 01.04.2021 under display of the network connections
(server request) with Adform and the web memory of the browser of the
plaintiff,

Partial printout of website archive file (HAR file) of defendant 3's website
dated 25/03/2021 showing network connections (server request) using
Adform,

Partial printout of Adform's integration guide for incorporating tracking
code to create categories for website owners, as amended 03/19/2019,
available at: https://www.adformhelp.com/s/article/UUID-7539fb22-b0ff-
e321-b3f3-72e007106d93, last accessed 04/06/2021,

Partial printout of presentation slides by Adform's former Senior Product
Director Adform Audience Products, Ashu Mathura, available at:
https://i.iinfo.cz/files/iac/449/ashu-mathura-adform-1.pdf, last accessed
04/06/2021,

Partial printout of the website archive file (HAR file) of defendant 3's
website dated 01.04.2021 showing the network connections (server
request) with Yieldlove,

Partial printout of the website archive file (HAR file) of the 3rd defendant's
website dated 01.04.2021 showing the server response with details of the
Real Time Bidding auction conducted,

Partial printout of the website archive file (HAR file) of the 3rd defendant's
website dated 01.04.2021 showing the time duration between server
request and server response with details of the Real Time Bidding auction
conducted,

Entire printout of 1st defendants' website, Final Audience Taxonomy v1.1
and Content Taxonomy v2.1 provide additional consumer privacy
safeguards, as amended 09/07/2020, available at:
https://iabtechlab.com/blog/final-audience-content-taxonomies-provide-
additional-consumer-privacy-safeguards/, accessed 03/24/2021,

Printout of email from Benjamin Dick to plaintiff dated 8/27/2020.
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Annex K90

Annex K91

Annex K92

Annex K93

Annex K 94

Annex K95

Annex K96

Annex K97

Annex K98

Annex K99

D

Partial Printout of 1st defendant’s Technical Specifications, Content
Taxonomy v2.2, as amended December 2020, available at:
https://iabtechlab.com/standards/content-taxonomy/, last accessed
03/22/2021,

Partial Printout of 1st defendant’s Technical Specifications, Content
Taxonomy v2.2, as amended December 2020, available at:
https://iabtechlab.com/standards/content-taxonomy/, last accessed
03/22/2021,

Full printout of 1st defendant’s technical specification, Content Taxonomy
v2.2, as amended December 2020, available at:
https://iabtechlab.com/standards/content-taxonomy/, last accessed
03/22/2021,

Partial printout of 2nd defendant’s website, Incoming Bid Request from
SSPs, as amended 06/04/2021, available at:
https://docs.xandr.com/bundle/supply-partners/page/incoming-bid-
request-from-ssps.html, last accessed 06/04/2021.

Entire printout of 1st defendant's website, Audience Taxonomy, as amended
April 2020 available at: https://iabtechlab.com/standards/audience-
taxonomy/, accessed 03/24 /2021,

Partial Printout of 1st defendant’s Technical Specifications, Audience
Taxonomy v1.0, as amended May 2018, available at: https
https://iabtechlab.com/standards/audience-taxonomy/ last accessed
03/23/2021,

Partial Printout of 1st defendant’s Technical Specifications, Audience
Taxonomy v1.0, as amended May 2018, available at: https
https://iabtechlab.com/standards/audience-taxonomy/ last accessed
03/23/2021,

Partial Printout of 1st defendant’s Technical Specifications, Audience
Taxonomy v1.0, as amended May 2018, available at:
https://iabtechlab.com/standards/audience-taxonomy/ last accessed
03/23/2021,

Entire Printout of 1st defendant’s Technical Specifications, Audience
Taxonomy v1.0, as amended May 2018, available at:
https://iabtechlab.com/standards/audience-taxonomy/ last accessed
03/29/2021,

Partial Printout of 1st defendant’s Technical Specifications, Audience
Taxonomy v1.1, as amended April 2020, available at:
https://iabtechlab.com/standards/audience-taxonomy/, last accessed
03/24/2021,
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Annex K101

Annex K102

Annex K103

Annex K 104

Annex K105

Annex K106

D

Entire Printout of 1st defendant's Technical Specification, Audience
Taxonomy 1.1, as amended April 2020, available at
https://iabtechlab.com/standards/audience-taxonomy/, last accessed Feb.
12,2021,

Partial Printout of 1st defendant's Technical Specification, Transparency
and Consent String with Global Vendor & CMP List Format, as amended
December 2019, available at:
https://github.com/InteractiveAdvertisingBureau/GDPR-Transparency-
and-Consent-Framework/blob/master/TCFv2/1AB%20Tech%20Lab%20-
%?20Consent%20string%20and%20vendor%?20list%20formats%20v2.md
#the-core-string, accessed 03/24 /2021,

Entire Printout of 1st defendant's Technical Specification, Transparency and
Consent String with Global Vendor & CMP List Format, as amended
December 2019, available at:
https://github.com/InteractiveAdvertisingBureau/GDPR-Transparency-
and-Consent-Framework/blob/master/TCFv2/1AB%20Tech%20Lab%20-
%?20Consent%?20string%20and%20vendor%?20list%20formats%20v2.md
#the-core-string, accessed 03/24 /2021,

Partial Printout of 1st defendant’s Technical Specifications, AdCOM
Specifications v1.0, as amended June 2020, available at:
https://github.com/InteractiveAdvertisingBureau/AdCOM/blob/master/A
dCOM%20v1.0%20FINAL.md#object--extended-identifiers-, last accessed
03/24/2021,

Entire printout of 3rd defendant’s website, Privacy Information, as amended
03/25/2021, available at: https://onlinemarketing.de, last accessed
03/25/2021,

Partial Printout of 3rd defendant’s website, Privacy Settings, as amended
3/24/2021, available at https://onlinemarketing.de, last accessed
3/24/2021,

Entire Printout of 3rd defendant’s website, Privacy Settings, as of
03/25/2021, available at https://onlinemarketing.de, last accessed
03/25/2021,
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