
 

 

 

 
 

 
 

24 November, 2020 

 

By email 

 

RE: Harassment, Harmful Communications and Related Offences Bill 2017 

 

To the members of the Oireachtas Committee on Justice and Equality: 

 

We are pleased to enclose a submission for the purpose of your consultation towards the exami-

nation at the Committee Stage of the Harassment, Harmful Communications and Related Of-

fences Bill 2017. We understand the Committee Stage debate will take place on 1 December. 

 

The capturing and distribution of intimate images without consent is image-based sexual abuse. 

This type of abuse should be criminalised in law as a sexual offence. The sexual nature of the 

crime and grave harm it can cause to victims must be reflected in the definition of the crime, the 

definition of consent and factors to be taken into account in sentencing. Victims must be afforded 

the same recourse in law and procedure as people who experience offline sexual offences. 

 

We hope that our observations will be of assistance and we encourage you to contact us should 

you require any further information. 

 

Kind regards, 

 

 
Elizabeth Farries 

Assistant Professor, Digital Policy Programme, UCD 

Email. elizabeth.farries@ucd.ie 

 

 

 

Doireann Ansbro 

Senior Research and Policy Officer, Irish Council for Civil Liberties 

Email. doireann.ansbro@iccl.ie 
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1. About us 

 

This is a joint submission by Elizabeth Farries of the UCD Digital Policy Programme and 

Doireann Ansbro of the Irish Council for Civil Liberties (ICCL). 

 

Elizabeth Farries has researched and advocated in relation to online rights for the past seven 

years, including in relation to image-based sexual abuse. Prior to joining UCD’s Digital Policy 

Programme, she worked as the Director of Information Rights at ICCL from September 2017 - 

September 2020. Previously, she was a barrister and solicitor in Canada. 

 

Doireann Ansbro is the Senior Research and Policy officer at ICCL. She conducts legal and pol-

icy research and advocacy on a range of human rights issues with a focus on criminal law and 

procedures. She is called to the Bar of Ireland, and of England and Wales. She worked previ-

ously as a criminal defence barrister, legal advisor to the International Commission of Jurists and 

consultant at the Office of the UN High Commissioner for Human Rights. 

 

ICCL has worked over 40 years to defend and strengthen constitutional rights protections and to 

ensure the full implementation of international human rights standards in Ireland. ICCL is a 

founding member of the International Network of Civil Liberties Organisations (INCLO). Domesti-

cally focused and internationally informed, ICCL has played a leading role in some of Ireland’s 

most important human rights campaigns. 

 

The UCD Digital Policy Programme is working to create new and much needed digital policy ca-

pabilities. It provides the foundation with which to engage the interconnected and intersectional 

challenges which emerge alongside opportunities. Ireland is a key location for this course given 

the significance of tech policy locally - policy which has implications in Europe and across the 

globe. 

 

2. Background 

 

Image-based sexual abuse in Ireland 

Image-based sexual abuse has been and continues to be a major problem in Ireland. Last week, 

the news that tens of thousands of private sexual images and videos were shared online without 

consent - including women and girls living in Ireland- was distressing to many and deeply con-

cerning to us.1 The non-consensual creation and/or distribution of private sexual images is a par-

ticularly insidious form of online harassment.2 While the scale of last week’s revelations is of par-

ticular concern, any capturing or sharing of intimate images without consent is a form of abuse. 

 

Harms 

The harms caused by image-based sexual abuse are well documented and can be devastating3 

and akin to other forms of sexual violence.4 Mary Anne Franks writes: “In a matter of days, [an] 

 
1 Órla Ryan, ‘Gardaí looking into allegations that large number of images of women were shared online with-
out their consent’ The Journal (Dublin, 22 November 2020) <https://www.thejournal.ie/images-of-irish-
women-shared-without-consent-5271799-Nov2020/> 
2 Clare McGlynn and Erika Rackley, ‘Image-Based Sexual Abuse’ (2017) 37 Oxford Journal of Legal Studies 534 
3 Farries E and Sturm T, ‘Feminist legal geographies of intimate-image sexual abuse: Using copyright logic to 
combat the unauthorized distribution of celebrity intimate images in cyberspaces’ (2019) 51 Environment and 
Planning A: Economy and Space 1145. 
4 McGlynn C, Johnson K, Rackley E, et al. ‘It’s Torture for the Soul’: The Harms of Image-Based Sexual Abuse. 
Social & Legal Studies. August 2020. doi:10.1177/0964663920947791 
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image can dominate the first several pages of search engine results for the victim’s name, as 

well as being emailed or otherwise exhibited to the victim’s family, employers, co-workers, and 

peers. Victims are frequently threatened with sexual assault, stalked, harassed, fired from jobs, 

and forced to change schools. Some take their own lives.”5 

 

Some are harmed more than others 

Like many forms of harassment, perpetrators target image-based sexual abuse at marginalised 

groups.6 The phenomenon is gendered: the majority of people experiencing this crime are 

women and the majority of perpetrators are men. People are also at increased risk due to their 

LGBTQ+ status, race or racialisation, or ethnicity. In comparison with offline harassment, the ef-

fects of image-based sexual abuse are amplified online. 

 

Our activism to date 

We have been working on gendered perspectives on online privacy since 2013. We have long 

called for legislation criminalising image-based sexual abuse, which must clearly encompass the 

emergent qualities of this problem in our digital age.7 New legislation should ensure that people’s 

experiences are taken into account and must encompass definitions of consent and intent that 

reflect the sexual nature of this crime. 

 

Our call for legislation 

In a 2019 submission to the Joint Oireachtas Committee on Justice and Equality, ICCL called for 

an update to the legal framework in order to explicitly outlaw the creation and/or sharing of pri-

vate sexual images without consent, as well as an expansion of legal aid to ensure people can 

take cases when their rights have been violated in this way.8 The absence of an effective legal 

framework criminalising image-based sexual abuse means that perpetrators are not held to ac-

count and people are left without protection or justice. 

 

Justice for Dara Quigley 

Last year, in consultation with Dara Quigley’s family and their solicitor, ICCL launched the #Jus-

tice4Dara campaign.9 One aspect of the campaign highlighted that legislation is not enough. 

There needs to be a cultural shift - at a societal level but also at the level of the gardai - to ensure 

that creating or distributing these images without consent is not permissible. We argued the gar-

dai must be adequately educated and resourced to understand the nature of this crime and its 

harms, to provide support and compassion, and to eschew all victim-blaming. They must also be 

held to account when they perpetrate image-based sexual abuse. 

 

It is in this context we provide recommendations regarding the Bill. 

 

 

 

 
5 Mary Anne Franks, ‘Drafting An Effective ‘Revenge Porn’ Law: A Guide for Legislators’ (17 March 2016) 2 
<https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2468823> 
6 Farries E and Sturm T, ‘Feminist legal geographies of intimate-image sexual abuse: Using copyright logic to 
combat the unauthorized distribution of celebrity intimate images in cyberspaces’ (2019) 51 Environment and 
Planning A: Economy and Space 1145. 
7 Elizabeth Farries, Doireann Ansbro, and Grace Tierney, ‘Harassment and harmful communications are ampli-
fied online’ Oireachtas Submission to the Joint Committee on Justice and Equality, ICCL (6 October 2019) 
<https://www.iccl.ie/wp-content/uploads/2019/10/ICCL-Online-Harassment-Submission.pdf> 
8 Ibid. 
9 Irish Council for Civil Liberties, ‘Justice for Dara’ <https://www.iccl.ie/justice-for-dara/> 
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3. Harassment, Harmful Communications and Related Offence Bill 2017 

 

We welcome the arrival of Deputy Howlin's Private Member Bill Harassment, Harmful Communi-

cations and Related Offence Bill 2017 (the Bill) to the Committee Stage at the Dáil.10 By propos-

ing this Bill, Deputy Howlin has recognised the gravity of image-based sexual abuse and has 

taken on board some of the 2016 research and recommendations of the Law Reform Commis-

sion.11 Legislation directed specifically at image-based sexual abuse will address a clear gap in 

the existing legal framework. Such legislation will also send a clear signal that this type of abuse 

is unacceptable in our society.12 Recent revelations of image-based sexual abuse in Ireland un-

derline the importance and urgency of passing this Bill. Reports from other jurisdictions indicate 

that this problem continues to grow as technology increasingly dominates every aspect of our 

lives.13 For victims of this abuse, this law can’t come soon enough. 

 

Image-based sexual abuse is a sexual offence and so people must be afforded the same re-

course in law and procedure as people who experience offline sexual offences. This is particu-

larly important given, as described above, the wide range of harms attached to this problem. The 

Bill therefore must reflect the sexual nature of the offence in its definitions of the crime, of con-

sent, and of intention. 

 

 

A Capturing an intimate image in our digital age 

 

It is important that legislation criminalising image-based sexual abuse makes explicitly clear that 

the offence consists of not just the distribution of images without consent but also their creation 

or capture without consent. In defining the capturing of an intimate image, the Bill must fully re-

flect the numerous technical ways intimate images are now observed, captured, created or al-

tered.14 Tech evolves very quickly in our digital age. Given this, traditional mechanisms of photo-

graphic, film, or video recording do not adequately convey this modern problem. Images are no 

longer simply recorded but are also streamed, captured and digitally synthesised. For example, 

‘so called AI synthesised media’ (deep fakes), or machine learning can be used to create sexual-

ised imagery and videos.15 

 
10 Harassment, Harmful Communications and Related Offences Bill 2017, <https://data.oireachtas.ie/ie/oi-
reachtas/bill/2017/63/eng/initiated/b6317d.pdf> 
11 Law Reform Commission, ‘Report on Harmful Communications and Digital Safety’ (2016) <https://www.law-
reform.ie/_fileupload/Reports/Full%20Colour%20Cover%20Report%20on%20Harmful%20Communica-
tions%20and%20Digital%20Safety.pdf> 
12 Legislation can also play a symbolic and educative role. See Jason Haynes, Legislative Approaches to Com-
bating ‘Revenge Porn’: A Multijurisdictional Perspective, Statute Law Review, Volume 39, Issue 3, October 
2018, Pages 319–336, https://doi-org.ucd.idm.oclc.org/10.1093/slr/hmx008 
13 Sentencing Advisory Council, ‘Sentencing Image-Based Sexual Abuse in Victoria Factsheet’ 
<https://www.sentencingcouncil.vic.gov.au/sites/default/files/2020-10/Sentencing_Image_Based_Sex-
ual_Abuse_Offences_in_Victoria_Factsheet.pdf> 
14 For example, the Summary Offences Act 1966 (Vic), Division 4A, describes at s41B the ‘capturing a moving 
or still image’. 
15 S. Agarwal, H. Farid, Y. Gu, M. He, K. Nagano, and H. Li, “Protecting world leaders against deep fakes,” inThe 
IEEE Conference on ComputerVision and Pattern Recognition (CVPR) Workshops, June 201 at 38 
<https://openaccess.thecvf.com/content_CVPRW_2019/papers/Media%20Forensics/Agarwal_Protect-
ing_World_Leaders_Against_Deep_Fakes_CVPRW_2019_paper.pdf>; L. Whittaker, T. C. Kietzmann, J. Kietz-
mann and A. Dabirian, "“All Around Me Are Synthetic Faces”: The Mad World of AI-Generated Media," in IT 
Professional, vol. 22, no. 5, pp. 90-99, 1 Sept.-Oct. 2020, doi: 10.1109/MITP.2020.2985492. 
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B  Definition of offence of image-based sexual abuse 

 

We consider that the offence should consist of intending to or being reckless as to the capture or 

distribution of intimate images without consent regardless of the degree of harm caused. 

 

For sexual offences like image-based sexual abuse, lack of consent is at the core of the of-

fence.16 Lack of consent therefore should be the key element of the crime. Focusing on intent to 

cause or recklessness about harm does not appropriately reflect the emphasis on consent and 

excludes other motivations including sexual gratification, money, or notoriety.17 Similarly, the 

suggestion in the current draft Bill that there would be a requirement that the offence interferes 

with the peace and privacy of people, or causes distress or harm raises the threshold for proving 

the offence and will not adequately capture the experiences of all victims. 

 

Rather, intent, motivation, or recklessness about causing harm should be considered aggravating 

factors in sentencing. Intent to cause harm is more egregious than recklessly sharing an intimate 

image. The former would therefore require a higher level of sentencing. The experience of peo-

ple impacted - their distress or harm, or interference with their peace and privacy - should also be 

taken into account at sentencing, including through a victim impact statement. 

 

Where a person is targeted on the basis of protected characteristics such as gender, gender 

identity, race or ethnicity this should also be taken into account as an aggravating factor at sen-

tencing. 

 

 

C  Defining Consent 

 

Definitions of consent for image-based sexual abuse legislation must reflect the comprehensive 

definition of consent in other sexual offences legislation. A definition of consent for image-based 

sexual abuse which changes and/or narrows the meaning of consent relative to other sexual of-

fences would not be appropriate. 

 

We recommend reflecting the definition of consent contained in the Criminal Law (Sexual Of-

fences) Act 2017. In this Act, a person does not or cannot consent to image-based sexual abuse 

if they: 

 

● permit the act to take place or submit to the act because of force, threat of force, or a 

well-founded fear of force; 

● are asleep or unconscious; 

● are incapable of consenting because of the effect of drugs or alcohol; 

 
16 See McGlynn, C., Rackley, E., Johnson, K., Henry, N., Flynn, A., Powell, A., Gavey, N., & Scott, A. J. (2019). 
Shattering lives and myths: A report on image-based sexual abuse. Project Report. Durham: Durham Univer-
sity; University of Kent at 12 
17 Henry, N., Powell, A., Flynn, A. & Harry N (2020) Image-Based Sexual Abuse: An International Study of Vic-
tims and Perpetrators: A Summary Report. Melbourne, AU: RMIT University, Goldsmiths University of London, 
Monash University <https://www.researchgate.net/profile/Asher_Flynn2/publication/339488012_Image-
based_sexual_abuse_An_international_study_of_victims_and_perpetra-
tors/links/5e55aed24585152ce8efd840/Image-based-sexual-abuse-An-international-study-of-victims-and-per-
petrators.pdf> 
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● are mistaken about the nature of the purpose of the act or the identity of another person 

involved in the act; 

● are suffering from a physical disability which prevents him or her from communicating 

whether he or she agrees to the act; 

● the only expression or indication of consent or agreement to the act comes from some-

body other than the person himself or herself; 

● are being unlawfully detained; or 

● have withdrawn consent.18 

 

It should be clear that there is no limitation to the circumstances in which it may be established 

that a person did not consent to the capturing or distribution of their intimate image.19 Failure to 

resist should also not be taken as a sign of consent. 

 

4. Recommendations 

 

In light of the above, we provide the following three recommendations for the Harassment, Harm-

ful Communications and Related Offences Bill 2017. 

 

1 Provide amendments to the Bill that fully capture the meaning of an intimate image in our 

digital age, including still or moving images that are created, captured, or synthesised. 

2 Retain focus on non consent rather than perpetrators’ motivations or people’s experi-

ences of stress or harm in order to establish the offence of image-based sexual abuse. 

Intention or experiences of harm are factors which can be considered for sentencing. 

3 Do not provide a definition of consent in the Bill which narrows the meaning of consent in 

relation to other sexual offences legislation in Ireland. The current definition of consent in 

the Bill is insufficient and should not be introduced. An interpretation that includes a defi-

nition of consent and outlines when consent cannot be given, reflecting the Sexual Of-

fences Act 2017, should be included instead. 

 
18 Criminal Law (Sexual Offences) Act 2017, s48 <http://www.irishstatutebook.ie/eli/2017/act/2/en-
acted/en/print#sec48> 
19 Ibid. 


